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COGNITIVE RADIO NETWORKS: A PRACTICAL PERSPECTIVE



FUTURE OF WIRELESS COMMUNICATION: RADIOAPPS AND RELATED SECURITY AND RADIO COMPUTER FRAMEWORK MARKUS MUECK, INTEL MOBILE COMMUNICATIONS GROUP VLADIMIR IVANOV, INTEL LABS ST PETERSBURG SEUNGWON CHOI, JUNE KIM, CHIYOUNG AHN, AND HYUNWOOK YANG, HANYANG UNIVERSITY GIANMARCO BALDINI, JOINT RESEARCH CENTER OF THE EUROPEAN COMMISSION ANTTI PIIPPONEN, NOKIA



ABSTRACT



Mobility policy manager Multiradio interface (M



Unif Radio connection manager



Multiradio controller Resource



This article introduces a novel flexible mobile device reconfiguration classes (MDRCs) framework which is expected to be applicable to future generation mass market radio devices.



This article introduces a novel flexible mobile device reconfiguration classes (MDRCs) framework which is expected to be applicable to future generation mass market radio devices. This framework sets the scene for a vision of a smooth evolution of reconfigurability features in mobile devices, paving the way from current, mainly static implementation choices toward a fully flexible device platform environment. For this flexible mobile device framework, baseband interfaces are introduced as they are currently discussed in ETSI reconfigurable radio systems standardization. Furthermore, this technical solution is positioned with respect to security requirements and the basic regulatory framework which is currently under revision in Europe. Indeed, the future revised Radio Equipment and Telecommunications Terminal Equipment Directive is expected to allow for such advanced reconfiguration, enabling users to acquire and install so-called RadioApps software components which may affect the compliance of a mobile device to the essential requirements of the Directive.



INTRODUCTION AND VISION: MOBILE DEVICES EXPLOITING THE FULL HETEROGENEOUS WIRELESS FRAMEWORK AND ADAPTING TO THE FUTURE EVOLUTION OF RADIO STANDARDS This article details current progress in European Telecommunications Standards Institute (ETSI) reconfigurable radio system (RRS) standardization in the area of reconfigurable mobile devices (MDs) and positions the novel reconfigurability features with respect to current changes in the regulatory framework in Europe; indeed, the
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basic regulatory framework given by the Radio Equipment and Telecommunications Terminal Equipment Directive (R&TTE Directive) [1] is currently under revision, and a novel version enabling advanced reconfiguration features is expected to be in force by 2014. The novel revision of the R&TTE Directive is in particular expected to allow for the provision of software components, which affect the compliance of an MD to the essential requirements of the Directive. The authors of this article choose to name those software components RadioApps, in close alignment to smartphone apps broadly used nowadays. This new regulatory framework is expected to build on new MD reconfigurability features detailed in the rest of this article. As illustrated by Fig. 1, those reconfigurability features are expected to be of key relevance for the efficient exploitation of the entire heterogeneous wireless radio framework, including cellular systems (GSM, UMTS, LTE, etc.), metropolitan area systems (WiMAX IEEE 802.16e/m, etc.), short range systems (IEEE 802.11a/b/g/n/ac/ad, etc.), white space systems (IEEE 802.22, IEEE 802.11af, IEEE 1900.7, ECMA-392, etc.), and so on. Indeed, the installation of new RadioApps is expected to enable the MD users to optimally adapt to a locally available heterogeneous wireless radio environment. The solutions presented in this article may thus serve as an enabler to standards such as IEEE 1900.4 [2], which detail network components in order to improve the coordinated exploitation of a heterogeneous radio framework. While previous work on reconfigurable MD platforms mainly focuses on advanced software defined radio (SDR) approaches, the authors of this article predict that a fully flexible SDR platform will not play a major role in commercial mass market devices, at least in the short to midterm. Rather, the level of reconfigurability is
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The level of reconfigurability is expected to constantly grow with new flexibility to be added to future device generations. The main reason lies in the fact that chipset clients are very focused on the overall power consumption and the more flexible an implementation is, the higher the power consumption gets.
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Figure 1. Examples of RadioApps and MD reconfiguration. expected to constantly grow, with new flexibility to be added to future device generations. The main reason lies in the fact that chipset clients are very focused on the overall power consumption and the more flexible an implementation is, the higher the power consumption gets. Future technology innovations are expected to at least narrow the gap. For this purpose, this article introduces a set of mobile device reconfiguration classes (MDRCs) as they are defined in ETSI RRS. In this framework, novel baseband interfaces are introduced exploiting the reconfigurability features of the concerned MDRCs. This framework is expected to facilitate the technology evolution for mass market radio devices from a current, mainly static implementation approach toward a fully flexible platform environment — thus spanning requirements for the short, middle, and long terms. This article also investigates and identifies the main security elements of the framework, which are needed to ensure safe and reliable deployment of RadioApps. In a similar way to the security threat of malicious applications on personal computers and smart phones (e.g., mobile malware), it is necessary to design mechanisms to prevent the installation and activation of malicious RadioApps. The rest of this article is organized as follows. We introduce novel reconfigurable radio MDRCs and detail a radio computer architecture that is expected to be employed for future mass market radio platforms. We further comment on the changing regulatory environment in Europe and introduce the notion of dynamic certification. Also, security related challenges and solutions are addressed. A conclusion is finally given.



PROPOSAL OF NOVEL MOBILE DEVICE RECONFIGURATION CLASSES Past effort on commercial wireless usage related to the introduction of SDR platforms has shown that a disruptive market introduction



10



WalkieTalkie



approach is quasi-impossible, which particularly means that the step is too large from a static application-specific integrated circuit (ASIC)type implementation to a fully flexible softwarebased provision of radio access technologies (RATs). Rather, a smooth evolution is predicted to take place, which requires the gradual introduction of reconfigurability features. Within this section, the gradual requirements indicated in the introduction are translated into a set of novel MDRCs as they were recently introduced in [3]. Resource management rules are indicated which take in particular the functional MD architecture framework into account as introduced in the previous section. As furthermore discussed, the roles of the various architecture components are adapted depending on the implemented MDRC. It is also shown in this chapter how the inherent flexibility of some of those classes is exploited by introducing open baseband interfaces (BBIs) allowing dynamic replacement of selected baseband components in future flexible MDs. This framework will help with understanding requirements with respect to a reconfigurable MD architecture, which is introduced in the next section.



MOBILE DEVICE RECONFIGURATION CLASSES As introduced in [3], it is expected that the reconfiguration capabilities of MDs will evolve over time. In this section, we define MDRCs according to the reconfiguration capability of a given MD. Figure 2 summarizes the categories of MDRCs defined in this section. As shown in Fig. 2, according to the type of resource requirements and the form of the employed radio application package, we can define eight different categories of MDRCs from MDRC-0 to MDRC-7. The related reconfiguration capability, which is determined by the type of resource requirements and the form of the radio application package, is explained for each class as follows. MDRC-0: No MD reconfiguration is possible: MDRC-0 represents legacy radio implementa-
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tions and do not allow for MD reconfiguration or exploitation of Cognitive Radio (CR) features except for bug fixing and release-updates through firmware changes. MDRC-0 represents legacy radio implementations and does not allow for MD reconfiguration. MDRC-1: Radio applications use different fixed resources: In this scenario, at least some of the radios are implemented with non-SDR technology, e.g., with dedicated ASICs, and are resource-wise independent of each other. Simple CR functionality may be supported through radio parameter management to the extent which the radio implementations allow. MDRC1 implements multiple radio applications with fixed resource allocation and no resource sharing. MDRC-2: Radio applications use pre-defined static resources: MDRC-2 implements multiple radio applications but no dynamic resource management is available. The radio applications for MDRC-2 come from a single radio application package which is normally provided by a MD vendor or SDR chipset manufacturer. In this scenario, we assume that software radio components in the radio application package are provided in platform-specific executable code. MDRC-3: Radio applications have static resource requirements: For MDRC-3, a resource budget is defined for each radio application. This budget contains a static resource measure that represents the worst-case resource usage of the application, generated at radio application compile-time. If an application is being started, the resource manager installed in MD of MDRC-3 checks its resource budget and the sum of all resource budgets of already running applications, and admits the new application only if the resources can still be guaranteed for all running applications. In this scenario, we assume that software radio components in the radio application package are provided in platform-specific executable code. MDRC-4: Radio applications have dynamic resource requirements: This scenario assumes a similar resource manager in MDs as for MDRC3, but in addition the radio applications have now varying resource demands based on their current type of activity. Applications have separate operational states for different types of activity [3], and a resource budget is assigned to each operational state. In this scenario, we assume that software radio components in the radio application package are provided in platform-specific executable code. MDRC-5: Radio applications use pre-defined static resources, on-device compilation of software radio components: MDRC-5 corresponds to MDRC-2 with the difference that all or part of the software radio components are provided in the radio application package as platformindependent source code or platform-independent intermediate representation (IR), which is compiled on the MD itself. It particularly means that MDs should include a proper compiler in order to convert the source code or IR of the software radio components into an executable code that runs on a given modem chip of MDs. It is assumed that the methods of radio programming and the tools to support this category
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Figure 2. Definition of MDRCs according to reconfiguration capabilities.



have become sufficiently standardized so that third-party vendors may create radio applications and port them to different platforms with relative ease. MDRC-6: Radio applications have static resource requirements, on-device compilation of software radio components: MDRC-6 corresponds to MDRC-3 with the difference that all or part of the software radio components are provided in the radio application package as platform-independent source code or platformindependent IR, which is compiled on the MD itself. As in the case of MDRC-5, it particularly means that MDs should include a proper compiler in order to convert the source code or IR of the software radio components into an executable code that runs on a given modem chip of MDs. As in the case of MDRC-5, it is assumed that the methods of radio programming and the tools to support this category have become sufficiently standardized so that third-party vendors may create radio applications and port them to different platforms with relative ease. MDRC-7: Radio applications have dynamic resource requirements, on-device compilation of software radio components: MDRC-7 corresponds to MDRC-4 with the difference that all or part of the software radio components are provided in the radio application package as platform-independent source code or platformindependent IR, which is compiled on the MD itself. As in the case of MDRC-5 or MDRC-6, it particularly means that MDs should include a proper compiler in order to convert the source code or IR of the software radio components into an executable code that runs on a given modem chip of MDs. As in the case of MDRC-5 or MDRC-6, it is assumed that the methods of radio programming and the tools to support this category have become sufficiently standardized so that third-party vendors may create radio applications and port them to different platforms with relative ease.
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The ultimate goal is to provide a standard set of BBIs in such a way that once an MD is compliant with the standard set of BBIs, the software radio components provided in a radio application package can be generated regardless of various kinds of modem hardware.



RESOURCE MANAGEMENT FOR MOBILE DEVICE RECONFIGURATION CLASSES Resource management rules for the upper MDRCs are detailed below. MDRC-0: No MD reconfiguration is possible: No resource management rules apply for MDRC-0. MDRC-1: Radio applications use different fixed resources: The rule for resource allocation for multiple applications {A 1, A 2, …, A N} can be formulated as follows: Ai Æ Ri for "i Œ {1, …, N}, where Ri denotes a resource allocated for application Ai and Ri « Rj = ∆ for "i ≠ j. Note that applications can be run concurrently in any combination. The resource allocation mechanism within separate applications is not specified. MDRC-2: Radio applications use predefined static resources: The rule for resource allocation for multiple applications {A1, A2, …, AN} can be formulated as follows: Ai Æ Ri, for "i Œ {1, …, N}, where R i denotes a resource allocated for application Ai. If $i ≠ j so that Ri « Rj = ∆, such applications cannot be run concurrently while all other combinations are allowed. The resource allocation mechanism within separate applications is not specified. MDRC-3: Radio applications have static resource requirements: The rule for resource allocation for multiple applications {A1, A2, …, AN} can be formulated as follows: Ai Æ R (Ai), where R denotes the total resources to be shared and R(Ai) denotes a part of R allocated for Ai. If for i 1 , i 2 , … i M Œ {1, …, N}, M ≤ N, R(A i1 ) » R(Ai2) » ... » R (AiM) R then applications Ai1, A i2 , …, A iM can be run concurrently. The resource allocation mechanism within separate applications is not specified. MDRC-4: Radio applications have dynamic resource requirements: Resource management for MDRC-4 can be formulated as follows. Multiple applications {A 1 , A 2 , …, A N } can be run and each application Ai is divided into tasks {t1 (Ai), t2 (Ai), …, tk (Ai)}. Resource allocation is provided by the resource manager in MDs for each task t j (A i) Æ R(t j (A i)). The rule for task running is exactly the same as for MDRC-3 except that each application should be replaced by the corresponding task. Therefore, if for i1, i2, …, i M Œ {1, 2, …, N}, M ≤ N, R(t j1 (A i1 )) » R(t j2 (A i2 )) » ... » R(t jL (A iM )) R, tasks t j1 (A i1), t j2 (A i2), …, t jL (A iM) can be run concurrently. The resource allocation mechanism within separate tasks is not specified. Concerning MDRC-5, MDRC-6, and MDRC7, the formal description for resource management is the same as for MDRC-2, MDRC-3, and MDRC-4, respectively.



BASEBAND INTERFACE In order for an MD to be capable of realizing multiple radio reconfigurations, a standard set of BBIs should be defined as a part of the radio programming interface (RPI): • Baseband interface (BBI): Interface among function blocks required by the multiple radios in unified radio applications (URAs) While the URA interface (URAI) and reconfigurable radio frequency interface (RRFI) are
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Figure 3. Role of the baseband interface.



the interfaces between URA and outside of URA, the BBI is the inner interface of URA (Fig. 3). The basic philosophy of generating the standard set of BBIs is to separate the modem hardware from the radio application such that a radio application can be implemented on modem hardware through the BBIs. It particularly means that radio application providers and modem chip vendors can completely be separated if radio application code is made up with a collection of BBIs and the concerned modem chip is compliant with the BBIs. The ultimate goal is to provide a standard set of BBIs in such a way that once an MD is compliant with the standard set of BBIs, the software radio components provided in a radio application package can be generated regardless of various kinds of modem hardware. Indeed, it is a core condition to define standard BBIs for resolving the problem of portability. Under an assumption that the radio application package can be given in a platform-independent code, as long as MDs are compliant with the standard BBIs, the radio application package made up of a set of standard BBIs can be ported on any MDs. According to the definition of MDRCs given earlier, it corresponds to the stage of MDRC-5, MDRC-6, or MDRC-7. Consequently, the portability problem can fully be resolved in that case. Meanwhile, if the radio application packages are given in a platformspecific executable code, the radio application package made up of the standard BBIs can be ported only to the specific MD. That case would correspond to the stage of MDRC-2, MDRC-3, or MDRC-4. As can easily be observed, in the case of MDRC-2, MDRC-3, or MDRC-4, the portability problem cannot be fully resolved, but the cost and time for development of software radio components can be remarkably reduced using the standard BBIs. It is also noteworthy that in both platform-independent and platform-specific cases, the software radio components generated with the standard BBIs can be reused for each of the corresponding function blocks required in various radio applications. In order to provide portability of software radio components in radio application packages among different MDs, the ETSI RRS committee is developing standard BBIs because ETSI RRS considers it one of the core requirements for resolving the problem of portability.
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PROPOSAL OF A RADIO COMPUTER ARCHITECTURE Based on the MDRCs introduced in the previous section, a radio computer architecture will be derived in the sequel that is compatible to the requirements of all MDRCs. As introduced in [4], a suitable functional architecture of reconfigurable MDs is illustrated in Fig. 4 as it is used as the basis throughout this article. The key components are the control framework (CF), URAs, and interfaces among the components of those [3]. As shown in Fig. 4, the CF consists of a configuration manager, radio connection manager, flow controller, multiradio controller, and resource manager. Each component of the control framework is assigned different responsibilities as follows: Configuration manager: Installation/uninstallation and loading/unloading of radio applications into/from MDs as well as management of and access to the radio parameters of those radio applications. The configuration manager is also responsible for ensuring that only authorized radio applications are loaded and installed into MDs. Radio connection manager: Activation/deactivation of radio applications according to user requests and overall management of user data flows, which can also be switched from one radio application to another. Flow controller: Sending and receiving of user data packets and controlling the flow. Multiradio controller: Scheduling the requests on spectrum resources issued by concurrently executing radio applications in order to detect in advance the interoperability problems among them. Resource manager: Management of MD resources in order to share them among simultaneously active radio applications, while guaranteeing their real-time requirements. Note that the upper roles relate to the maximum level of flexibility in an MD corresponding to the highest MDRCs. However, in more nearterm implementations corresponding to lower MDRCs, the components are still relevant, but their role is limited to a subset of features corresponding to the concerned MDRC. For example, the resource manager in CF shown in Fig. 4 is not included in MD implementation of MDRC-1 as explained in Fig. 2. Also, it can be observed that, as shown in the previous section, the role of the resource manager for MDRC-2 and MDRC-5 is different from that for MDRC-3, MDRC-4, MDRC-6, and MDRC-7. Besides the CF, another important part of the reconfigurable MD is URAs. The CF requires all radio applications to be subject to a common reconfiguration, multiradio execution, and resource sharing scheme. Since all radio applications exhibit common behavior from the MD perspective, they are called URAs. As shown in Fig. 4, URA interfaces with the CF through the Unified Radio Application Interface (URAI). The CF provides a software platform, which is independent of radio access technology, to run the radio applications on. Therefore, it creates the need to specify generic interfaces at the boundaries where radio access technology inde-
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Figure 4. Functional architecture of SDR MD.



pendent parts and radio access technology specific parts interact with each other. In Fig. 4, we can observe that there are three interfaces which are URAI, RRFI, and multiradio interface (MURI). Each interface is defined as follows: • URAI: Interface between the URA and the CF • RRFI: Interface to the reconfigurable RF transceiver • MURI: Interface between the user applications and the reconfigurable MD The purposes of the URAI and RRFI are to harmonize the behavior of radio applications toward the CF and the reconfigurable RF, respectively. The MURI should provide a uniform way to access all radio applications in the reconfigurable MD. Among them, the URAI and RRFI are included in the RPI [3]. The RPI has been defined for that purpose in [4]. Note that the RPI should include programming models for signal processing, and primitives to access the services of the CF.



ONGOING REGULATORY CHANGES ENABLING THE FUTURE INTRODUCTION OF RECONFIGURABILITY FEATURES AND ANALYSIS OF INHERENT SECURITY CHALLENGES MOBILE DEVICES RECONFIGURATION The above introduced reconfiguration framework for MDs is in particular expected to be exploited for software-based MD reconfiguration. Today, such MD configuration is indeed limited to the following cases:
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• To ensure that only authorized RadioApps can be installed on the MD, MDs are expected to request a dynamic certificate from the concerned regulatory entities for the specific RadioApps to be installed. A corresponding novel process is expected to be set up in close collaboration with regulatory administrations and related stakeholders like RadioApps developers, RadioApps certification centers, and dynamic certification service providers.



SECURITY ASPECTS



HW manufacturer provides SW components to infrastructure



Mass upgrade is performed on all devices of a given device type



Figure 5. Existing regulatory regime (e.g., FOTA mass upgrades).



• Application download (apps): Users are able to acquire software applications to be installed on MDs. Each MD may finally have an individual configuration, consisting of a combination of a multitude of various applications. However, the existing framework does not allow for software components that modify the radio characteristics of the concerned MDs. • Firmware over the air (FOTA): Firmware updates are distributed over the air. Those software components may change the radio characteristics of an MD, but identical configurations are applied to all devices of a given type. No individual user configurations are applied, as illustrated in Fig. 5. Indeed, in the existing regulatory framework, individual MD reconfiguration is not possible if the radio characteristics of the MDs are affected. The reason lies mainly in certification issues should the radio characteristics of an MD be modified. However, this existing regulatory framework is currently undergoing changes. In particular, the basic European regulatory framework given by the so-called R&TTE Directive [1] is about to be modified in order to allow for the introduction of novel types of software components that may affect the compliance of MDs to the essential requirements of the novel Directive. In the framework of this article, the authors choose to name those software components RadioApps. In order to address the above-mentioned certification related concerns, it is expected that a novel dynamic certification based framework will be required as outlined in [5]. The basic concept is illustrated in Fig. 6: • A number of software developers independently create RadioApps. • Those RadioApps are accessible to MD users via Internet stores or similar. • MD users can acquire a multitude of such RadioApps, which can be combined in any possible order. This is expected to lead to individual configurations of MDs.
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The capability of downloading new RadioApps and MD reconfigurability may introduce new security threats, which may impact the service availability of the MD. A survey of the security threats for software defined radio and cognitive radio is presented in [6]; some of the identified threats also apply to the MDRCs framework presented in this article. For the specific context of the MDRCs framework, the following security threats are identified: • Download and activation of a malicious RadioApp: An MD can download and activate a RadioApp that should not be authorized for activation. This threat could be implemented by an attacker who wants to compromise an MD. • Activation of incorrect configuration: The MD may activate configuration data that is not correct, and it may cause disservices. • Extraction of data. An attacker can steal data from the MD: The data can be the RadioApp or even user data. • Unauthorized use of MD resources or services: An attacker can request resources or services to implement other security threats like denial of service to other RadioApps present in the MD. The threats can also be correlated to implement a two-phase attack. For example, configuration data can be extracted to facilitate the activation of incorrect configuration in a second phase. These threats may also impact other radio communication services present in the area of operation of the MD, especially if the MD is used in spectrum sharing or secondary access scenarios. A compromised MD can be forced to transmit in frequency bands or with an emission power not conformant to local spectrum regulations, and it can cause harmful interference to other radio communication services. To mitigate such threats, the MDRC framework should provide security functions for: • Controlled access to resources: The framework should ensure that only authorized RadioApps can be downloaded and activated, and they can access radio resources or information in the reconfigurable MD. • Protection of system and data integrity: The framework should be able to guarantee the integrity of the reconfigurable MD and its components including RadioApps. The framework should also be able to guarantee the integrity of stored and communicated data. • Compliance to the spectrum regulations: The framework should be able to guarantee compliance to the spectrum regulations active in the area where the reconfigurable MD operates.
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Figure 6. Expected new regulatory regime building on dynamic certification. Various mechanisms have been proposed in the literature [7, 8] to prevent the installation of unauthorized RadioApps or to protect system and data integrity. One potential approach is based on digital signatures [8]. In this case, a RadioApps developer submits the RadioApps to a certification center. Once the combination of RadioApps and MDs has been approved, the RadioApps will be signed using the secret key provided by the certification authority or the approval authority (e.g., a government center). Then the RadioApps developer or RadioApps distributor computes a one-way hash of the code module, and encrypts this hash code using their private key of a private-public asymmetric key pair. This encrypted hash is the digital signature which is added to the code module before it is downloaded to MDs. The configuration management on MDs verifies the signature by decrypting the signature using the public key, and checks that the decrypted signature equals the one-way hash of the code module. In this context, the digital signature is used to provide authentication of the RadioApps source and its code integrity. This approach requires that the MD has a copy of the key stored in tamperproof hardware in the factory and that this key is unique for each MD. Beyond the technological complexity and scalability of this approach, it is important to clearly identify the roles of all the stakeholders involved in the process and who have the legal responsibility for the behavior of the RadioApps. Trusted computing (TC) functionality has also been suggested [9] to verify the integrity of RadioApps and validate the requirements of system and data integrity, but economical consideration may prevent its use for commercial mass market. Only the configuration management module, which is one of the most critical elements in the MDRC framework, may be implemented with TC functionality to ensure the veracity of the installation/uninstallation of the RadioApps. A specific component can also be designed to guarantee compliance to the spectrum regulations [6]. On the basis of location (e.g., provided
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The proposed novel framework will enable MD users to constantly upgrade MDs. In particular, the installation of novel RATs, RATs optimized for special applications, proprietary extensions of standardized RATs, etc. will be enabled.



by GPS) and knowledge of the local spectrum regulations, the component can prevent emission in unauthorized bands or with incorrect power levels. This component should be part of the reconfigurable radio frequency (RF) transceiver. Finally, the proposed novel framework will enable MD users to constantly upgrade MDs. In particular, the installation of novel RATs, RATs optimized for special applications, proprietary extensions of standardized RATs, and so on will be enabled. The above mentioned MD reconfiguration framework will serve as an enabler for introducing the corresponding technology into the market. As a consequence, a novel disruptive business model is expected to be applicable with the following new stakeholders: • RadioApps developers • Dynamic certification service providers • RadioApps certification centers • Root certificate authorities • MD hardware manufacturers Beyond the above mentioned example, there is increased potential for security threats to reconfigurable MDs vs non-reconfigurable terminals, which calls for closer coordination among regulatory bodies and manufacturers.



CONCLUSION This article has introduced a generic framework for future reconfigurable wireless MDs. It spans technical issues, security challenges, and regulatory aspects. The proposed novel MDRCs are indeed expected to facilitate the gradual introduction of reconfigurability features for commercial wireless MDs. The presented MD architecture extends this view by an architecture framework that is compatible with the proposed novel MDRCs. It is furthermore illustrated that the regulatory framework is currently evolving, at least in Europe, such that the market introduction of novel “RadioApp” features is indeed becoming possible. In the mid-term, a similar evolution is expected for other key markets, such as the United States, China, Korea, and Japan. Finally, security challenges are identified and potential mitigation solutions are briefly described. This overall picture thus represents a
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The proposed novel MDRCs are indeed expected to facilitate the gradual introduction of reconfigurability features for commercial wireless MDs. The presented MD architecture extends this view by an architecture framework that is compatible with the proposed novel MDRCs.



framework that will profoundly change the way wireless MDs will function and operate in the future.
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