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BSD
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AccessData FTK Quick Installation and Upgrade Instructions



This guide focuses on the more critical aspects of the installation and is not intended to address all installation possibilities. The procedures in this guide assume a single-box installation. For information about multi-box installations, see the FTK User Guide.



Supported Operating Systems for FTK Installation For a list of supported operating systems that you can install FTK on, see the bottom-right panel on the FTK download page: http://www.accessdata.com/support/product-downloads/ftk-download-page.



Choosing a Database Application to Use FTK requires using one of the following database applications: PostgreSQL 9.0.x or 9.1.6



PostgreSQL is provided free of charge by AccessData. See Download & Preparation on page 5.



Microsoft SQL Server 2008 R2 or 2012



See the FTK Installation Guide.



Oracle 10.2.0.4



Oracle 11g is not supported. See the FTK Installation Guide.



When you install FTK, you select which database application to use. If you are upgrading from a previous version of FTK, you are not required to use the same database. You can install and migrate cases to a new database application from a different database. The database must be installed before installing FTK. PostgreSQL is provided free of charge by AccessData. You can use your own installations of Microsoft SQL or Oracle,



Planning for a New Installation Planning a New FTK Installation using PostgreSQL PostgreSQL



9.1.6 is available free of charge on the FTK download page. See Download & Preparation on page 5.



You



must install PostgreSQL before installing FTK.
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Planning a New FTK Installation using Microsoft SQL Server You



can use either Microsoft SQL Server 2008 R2 or 2012 with FTK.



Before



installing FTK, you must install SQL and configure it so that it will work with FTK. See the FTK Installation Guide.



Planning a New FTK Installation using Oracle You



can use Oracle 10.2.0.4 with FTK.



You



must install Oracle before installing FTK.



When



adding the database, you must configure the Oracle SID as FTK2. See Initializing the FTK Database on page 8.



For



information about obtaining and applying Oracle Critical Patch Updates, see the FTK Installation Guide..



Planning for an FTK Upgrade from a Previous Version About Installing Upgrades and Patches When you install a newer major or minor version of FTK (3.0, 3.1, 4.0, 4.1, 4.2, 5.0), it does not replace the previous version of FTK and both versions are usable as stand-alone products. You must upgrade or migrate your cases to work with the new version. If you intall a patch (4.0.1, 4.2.1), it replaces the previous version. You do not need to upgrade your cases to work with the new patch. For more information, see the FTK Installation Guide and the Upgrading, Migrating, and Moving Cases guide.



Verifying your version of CodeMeter Before installing FTK, install the latest CodeMeter Runtime Kit. See Click Install CodeMeter Software. under Installing the FTK Application (page 7)



Download & Preparation You may have installation disks or you can download the required files. Use the following procedure to download the FTK installation files from the AccessData website. Note: The



Exporting Emails to PST feature requires that you have either Microsoft Outlook or the Microsoft Collaboration Data Objects (CDO) installed on the same computer as the processing engine. If you don’t have Outlook installed, you will need to install CDO manually. See http://www.microsoft.com/en-us/download/details.aspx?id=3671 However, CDO does not support exporting Unicode email messages. Attempting to export Unicode messages to PST with CDO installed will result in errors and the resulting PST will be missing any Unicode email messages. To export Unicode email messages, you must install Outlook. You cannot have both CDO and Microsoft Outlook installed. If CDO is already installed, you must uninstall it before installing Microsoft Outlook. Likewise, you may receive an error from the FTK installer if you try to install CDO while you already have Microsoft Outlook installed. Microsoft Outlook 2003 and newer are supported.
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1.



Go to the AccessData website at: http://accessdata.com/support/adownloads#ForensicProducts.



2.



On the Product Downloads page, expand Forensic Toolkit (FTK), and click Download.



3.



On the Forensic Toolkit Download page, click Download Now to download the following ISO files. (AccessData recommends using a download manager program such as Filezilla.) For



a new installation: Full Disk ISO Files -- This disk contains the following:



 FTK



PostgreSQL



installation files if you need to install a database.



FTK



installation files  KFF Installation Disks -- Theses disk contains the following:



For



32-bit



KFF Server and data installation files



64-bit



KFF Server and data installation files



an upgrade Upgrade (32 or 64-bit)



 FTK



PostgreSQL FTK



installation files if you need to install a database.



upgrade installation files



4.



Verify the MD5 hashes match what is posted on the main FTK download page to ensure there was no data corruption in the download process.



5.



Do one of the following: Mount



the ISO directly using a program like MagicDisc. AccessData recommends mounting an ISO image for the installation as it eliminates some of the problems associated with burning discs.



Burn



the ISO to a DVD with a program such as ImgBurn.



Important: If you install the database from a mounted ISO image, make sure there are no discs in the optical drives before you start the installation.



Installing the Database Before installing FTK, you must have a database installed. See Choosing a Database Application to Use on page 4. If you do not have one of the supported databases installed, you can install PostgreSQL, which is provided by AccessData. If you already have a supported database installed, you can skip this section.



To Install PostgreSQL 1.



Using the App Install disc or ISO, launch the Autorun.exe on the computer where FTK will reside. See Download & Preparation on page 5.



2.



On the Installer page, click Database.



3.



Choose one of the following options: Database



Install 32 bit



Database



Install 32 bit



4.



On the welcome screen, click Next.



5.



Read the License Agreement. If you accept the terms of the licence agreement, select I accept and click Next.
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6.



In the Destination Folder dialog, define the location where you want to store the program files. You can either keep the default installation path or define a different path. To choose a different path, do the following: Click Change.



6a.



6b. In the Change Current Destination Folder dialog, either navigate to the folder or click the folder



icon to create a new folder. 7.



Click Next.



8.



In the Data Folder dialog, define a location to store the database data files. To choose a different path, do the following: Click Change.



8a.



8b. In the Change Current Destination Folder dialog, either navigate to the folder or click the folder



icon to create a new folder. 9.



Click Next.



10. In the PostgreSQL User Create dialog, create a password for the PostgreSQL database system



administrator. Important: You are required to provide this password when performing certain database administrative tasks. Record this password. AccessData cannot recover this password if it is lost. 11. Click Next. 12. Click Install. 13. Click Finish. 14. Close the installer.



Installing the FTK Application You must first install the database before you can install the FTK application. 1.



Insert your license dongle into the computer you will be installing FTK on.



2.



Using the App Install disc or ISO, launch the Autorun.exe on the computer where FTK will reside. See Download & Preparation on page 5.



3.



Select FTK Install and choose one of the following options: FTK



32 Bit Install



FTK



64 Bit install



4.



Click Install CodeMeter Software. Complete the Code Meter installation wizard and accept the default options in the installer. If you get prompted to change, repair, or remove CodeMeter, then you already have the current version installed and can click Cancel, Yes, and Finish and proceed to the next step.



5.



Click Install Processing Engine. Some required Microsoft Visual C++ components may need to be installed by the installer. Complete the Evidence Processing Engine installation wizard. If



you are installing the processing engine on the same computer as FTK, do not select the Install as distributed processing engine option in the Destination Folder window.



6.



Click Install FTK. Some required Microsoft Visual C++ components may need to be installed by the installer. Complete the Evidence Processing Engine installation wizard and accept the default options in the installer.
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7.



Click Run FTK to initialize the database. The database must already be installed prior to this step. The first time you launch FTK, it creates the database schema which is required before any case data can be loaded into the database. You will be prompted to give the location of the database you want FTK to use. This option allows a non-local database to be specified even if a local database is present.



Important: If using Oracle, you must change the default Oracle SID. See Initializing the FTK Database on page 8. 8.



(Optional) Click Install KFF. This step can only be done on the computer where the database resides. You must initialize the database before you do this step. See Installing the Known File Filter (KFF) on page 8.



Initializing the FTK Database 1.



Open FTK.



2.



If FTK does not detect an existing database connection for that version of FTK, you will be prompted to Add Database.



3.



In the RDBMS drop-down menu, select the brand of database to which you are connecting to FTK.



4.



Specify the server hosting the database in the Host field. If the database is on the same computer as FTK, you can leave this field empty.



5.



(Optional) Give the database connection a nickname in the Display name field.



6.



Do one of the following: If



you are using Oracle, you must configure the Oracle SID to be FTK2.



If



you are using PostgreSQL or MS SQL Server, for the PostgreSQL dbname or mssql sa, you can use the default values or enter your own value. If you enter your own value, make sure that you record it so that you know the database name.



7.



Do not change the Port number fields unless you have a custom database configuration.



8.



If you are using MS SQL Server, you can check Use Integrated Security to use your Windows authentication credentials.



9.



Click OK. If the connection attempt to the database was successful, the database will be initialized.



10. Upon completion of the initialization process, you will be prompted to create the Application



Administrator account for that version of the database schema. Enter the desired credentials for the account and click OK. 11. Log into the database using the Application Administrator account credentials via the Please



Authenticate dialog. A successful login enables you to use the Case Manager window. From here, you can create other user accounts and perform other administrative tasks.



Installing the Known File Filter (KFF) To install KFF, you will use the KFF installation disc or ISO. See Download & Preparation on page 5. For instructions on configuring KFF, see the Working with the KFF Library chapter in the Forensics Toolkit User Guide. Updates to the NSRL data are made available from time to time.
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Important: For the most current KFF Server and KFF data installation files, as well as the KFF Installation Guide, visit the AccessData Product Downloads page: http://www.accessdata.com/support/product-downloads Expand the KFF Server item in the Known File Filter (KFF) section under Current Releases.



Configuring and Managing Databases for FTK See the FTK Installation Guide.
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