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hapter 15 introduced you to wide area networking and point-to-point connections using HDLC and PPP for a data link layer encapsulation. These protocols are common with leased lines and circuit-switched connections. This chapter introduces you to the next WAN topic: Frame Relay. Frame Relay is a data link layer packet-switching protocol that uses digital circuits and thus is virtually error-free. Therefore, it performs only error detection—it leaves error correction to an upper-layer protocol, such as TCP. Frame Relay is actually a group of separate standards, including those from ITU-T and ANSI. Interestingly enough, Frame Relay defines only the interaction between the Frame Relay CPE and the Frame Relay carrier switch. The connection across the carrier’s network is not defined by the Frame Relay standards. Most carriers, however, use ATM as a transport to move Frame Relay frames between different sites.



CERTIFICATION OBJECTIVE 16.01



Virtual Circuits (VCs) Frame Relay is connection-oriented: a connection must be established before information can be sent to a remote device. The connections used by Frame Relay are provided by virtual circuits (VCs). A VC is a logical connection between two devices; therefore, many of these VCs can exist on the same physical connection. The advantage that VCs have over leased lines is that they can provide full connectivity at a much lower price. VCs are also full-duplex: you can simultaneously send and receive on the same VC. Other packet- and cell-switching technologies, such as ATM, SMDS, and X.25, also use VCs. Most of the things covered in this section concerning VCs are true of Frame Relay as well as these other technologies.



Full-Meshed Design As mentioned in the preceding paragraph, VCs are more cost-effective than leased lines because they reduce the number of physical connections required to fully mesh your network, but still allowing a fully-meshed topology. Let’s assume you have two choices for connecting four WAN devices together: leased lines and VCs. The top part of Figure 16-1 shows an example of connecting these devices using leased lines. Notice that to fully mesh this network (every device is connected to every other device), a total of six leased lines are required, including three serial interfaces on each router.
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Leased lines and VCs



To figure out the number of connections required, you can use the following formula: (N*(N – 1))/2. In this formula, N is the number of devices you are connecting together. In our Use this formula to figure example, this was four devices, resulting in out the number of connections needed (4*(4 – 1))/2 = 6 leased lines. The more devices to fully mesh a topology: (N*(N – 1))/2. that you have, the more leased lines you need, as well as additional serial interfaces on each router. For instance, if you have ten routers you want to fully mesh, you would need a total of nine serial interfaces on each router and a total of 45 leased lines! If you were thinking of using a 1600, 1700, 2500, or even 2600 router, this would be unrealistic. Therefore, you would need a larger router, such as a 3600 or 7200, to handle all of these dedicated circuits. Imagine if you had 100 routers that you wanted to fully mesh: you would need 99 serial interfaces on each router and 4,950 leased lines! Not even a 7200 router can handle this!
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Advantages of VCs As you can see from the preceding section, leased lines have scalability problems. Frame Relay overcomes them by using virtual circuits. With VCs, you can have multiple logical circuits on the same physical connection, as is shown in the bottom part of Figure 16-1. When you use VCs, your router needs only a single serial interface connecting to the carrier. Across this physical connection, you’ll use VCs to connect to your remote sites. You can use the same formula described in the preceding section to figure out how many VCs you’ll need to fully mesh your network. In our four-router example, you’d need 6 VCs. Frame Relay with VCs is If you had 10 routers, you’d need 45 VCs; and if a good solution if your router has a single you had 100 routers, you’d need 4,950 VCs. One serial interface, but needs to connect to of the nice features of Frame Relay is that in all of multiple WAN destinations. these situations, you need only one serial interface to handle the VC connections. You could even use a smaller router to handle a lot of VC connections. Actually, VCs use a process similar to what T1 and E1 leased lines use in sending information. With a T1, for instance, the physical layer T1 frame is broken up into 24 logical time slots, or channels, with 64 Kbps of bandwidth each. Each of these time slots is referred to as a DS0, the smallest fixed amount of bandwidth in a channelized connection. For example, you can have a carrier configure your T1 so that if you have six sites you want to connect to, you can have the carrier separate these time slots so that a certain number of time slots are redirected to each remote site, as is shown in Figure 16-2. In this example, the T1 has been split into five connections: Time slots 1–4 go to RemoteA, time slots 5–12 go to RemoteB, time slots 13–30 go to RemoteC, time slots 21–23 go to RemoteD, and time slot 24 goes to Remote E. As you can see from this example, this is somewhat similar to the use of VCs. However, breaking up a T1 or E1’s time slots does have disadvantages. For instance, let’s assume that the connection from the central site needs to send a constant rate of 128 Kbps of data to RemoteE. You’ll notice that the T1 was broken up and only one DS0, time slot 24, was assigned to this connection. Each DS0 has only 64 Kbps worth of bandwidth. Therefore, unfortunately, this connection will become congested until traffic slows down to below 64 Kbps. With this type of configuration, it is difficult to reconfigure the time slots of the T1, because you must also have the carrier involved. If your data rates change to remote sites, you’ll need to reconfigure the time slots on your side to reflect the change as well as have the carrier reconfigure its side. With this process, adapting to data rate changes is a very slow and inflexible process. Even for slight data rate changes to remote sites, say, for example, a spike of 128 Kbps to
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Leased lines and time slots



RemoteE, there will be a brief period of congestion. This is true even if the other time slots are empty—remember that these time slots are configured to have their traffic sent to a specific destination. Frame Relay, using VCs, has an advantage over leased lines in this regard. VCs are not associated with any particular time slots on the channelized T1 connection. With Frame Relay, any time slot can be used to send traffic. This means that each VC to a destination has the potential to use the full bandwidth of the T1 connection, which provides you with much more flexibility. For example, if the RemoteE site has a brief bump in its traffic from 64 Kbps to 128 Kbps, and there is free bandwidth on the T1, the central router can use the free bandwidth on the T1 to accommodate the extra bandwidth required to get traffic to RemoteE. Another advantage of Frame Relay is that it is much simpler to add new connections once the physical circuit has been provisioned. Let’s use Figure 16-2 as an example. If these were leased-line connections, and you wanted to set up a separate leased line between RemoteA and RemoteB, it might take four–eight weeks for the carrier to install the new leased line! With Frame Relay and VCs, since these two routers already have a physical connection into the provider running Frame Relay, the carrier needs to add only a VC to its configuration to tie the two sites together—this can easily be done in a day or two. This fact provides a lot of flexibility to meet your network’s requirements, especially if your traffic patterns change over time.
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VCs have the following advantages over a channelized connection: it’s simpler to add VCs once the physical



circuit has been provisioned, and bandwidth can be more easily allotted to match the needs of your users and applications.



Types of VCs There are two types of VCs: permanent VCs (PVCs) and switched or semipermanent VCs (SVCs). A PVC is similar to a leased line: it is configured up front by the carrier and remains up as long as there is a physical circuit path from the source to the destination. SVCs are similar to telephone circuit-switched connections: whenever you need to send data to a connection, an SVC is dynamically built and then torn down once your data has been sent. PVCs are typically used when you have data that is constantly being sent to a particular site, while SVCs are used when data is sent every now and then. Cisco routers support both types of VCs. However, this book focuses on the configuration of PVCs for Frame Relay.



PVCs A PVC is similar to a leased line, which is why it is referred to as a permanent VC. PVCs must be manually configured on each router and built on the carrier’s switches before you can send any data. One disadvantage of PVCs is that they require a lot of manual configuration up front to establish the VC. Another disadvantage is that they aren’t very flexible: if the PVC fails, there is no dynamic rebuilding of the PVC around the failure. However, once you have a PVC configured, it will always be available, barring any failures between the source and destination. One of the biggest advantages that PVCs have over SVCs is that SVCs must be set up when you have data to send, a fact that introduces a small amount of delay before traffic can be sent to the destination. This is probably one of the main reasons that most people choose PVCs over SVCs for Frame Relay, considering that the cost is not too different between the two types.



SVCs SVCs are similar to making a telephone call. For example, when you make a telephone call in the US, you need to dial a 7-, 10-, or 11-digit telephone number. This number is processed by the carrier’s telephone switch, which uses its telephone routing table to
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bring up a circuit to the destination phone number. Once the circuit is built, the phone rings at the remote site, the destination person answers the phone, and then you can begin talking. Once you are done talking, you hang up the phone. This causes the carrier switch to tear down the circuit-switched connection. SVCs use a similar process. Each SVC device is assigned a unique address, similar to a telephone number. In order to reach a destination device using an SVC, you’ll need to know the destination device’s address. In WAN environments, this is typically configured manually on your SVC device. Once your device knows the destination’s address, it can forward the address to the carrier’s SVC switch. The SVC switch then finds a path to the destination and builds a VC to it. Once the VC is built, the source and destination are notified about the this, and both can start sending data across it. Once the source and destination are done sending data, they can signal their connected carrier switch to tear the connection down. One advantage of SVCs is that they are temporary. Therefore, since you are using it only part of the time, the cost of an SVC is less than a PVC, since a PVC, even if you are not sending data across it, has to be sustained in the carrier’s network. The problem with SVCs, however, is that the more you use them, the more they cost. Compare this to making a long-distance telephone call where you are being billed for each minute—the more minutes you talk, the more expensive the connection becomes. At some point in time, it will be actually cheaper to use a fixed PVC than a dynamic SVC. SVCs are actually good for backup purposes—you might have a primary PVC to a site that costs X dollars a month and a backup SVC that costs you money only if you use it, and then that cost is based on how much you use it— perhaps based on the number of minutes used or the amount of traffic sent. If your primary PVC fails, the SVC is used only until the primary PVC is restored. In order to determine if you should be using an SVC or a PVC, you’ll need to weigh in factors like the amount of use and the cost of a PVC versus that of an SVC given this level of use. Another advantage of SVCs is that they are adaptable to changes in the network— if there is a failure of a physical link in the carrier’s network, the SVC can be rebuilt across a redundant physical link inside the carrier’s network. The main disadvantages of SVCs are the initial setup and troubleshooting efforts associated with them as well as the time they take to establish. For example, in order to establish an SVC, you’ll need to build a manual resolution table for each network layer protocol that is used between your router and the remote router. If you are running IP, IPX, and AppleTalk, you’ll need to configure all three of these entries in your resolution table. Basically, your resolution table maps the remote’s network layer address
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to its SVC address. Depending on the number of protocols that you are running and the number of sites that you are connecting to, this process can take a lot of time. When you experience problems with SVCs, they become more difficult to troubleshoot because of the extra configuration involved on your side as well as the routing table used on the carrier’s side. Setting up PVCs is actually much easier. Plus, each time an SVC doesn’t exist to a remote site, your router has to establish one, and it has to wait for the carrier switch to complete this process before your router can start sending its information to the destination.



A PVC is similar to a dedicated leased line, while an SVC is similar to a circuit-switched connection, like ISDN. PVCs should be used when



you have constant data being generated, while SVCs should be used when the data you have to send comes in small amounts and happens periodically.



Supported Serial Connections A typical Frame Relay connection looks like that shown in Figure 16-3. As you can see in this example, serial cables connect from the router to the CSU/DSU and from the carrier switch to the CSU/DSU. The serial cables that you can use include the following: EIA/TIA-232, EIA/TIA-449, EIA/TIA-530, V.35, and X.25. The connection between the two CSU/DSUs is a channelized connection; it can be a fractional T1/E1 that has a single or multiple time slots, a full T1/E1 (a T1 has 24 time slots and an E1 has 30 usable time slots), or a DS3 (a T3 is clocked at 45 Mbps and an E3 is clocked at 34 Mbps). FIGURE 16-3



Typical Frame Relay connection
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CERTIFICATION OBJECTIVE 16.02



Terminology and Operation When compared to HDLC and PPP, Frame Relay is much more complex in operation, and many more terms are used to describe its components and operation. Table 16-1 contains an overview of these terms. Only the configuration of LMI is discussed in this book— the configuration of other parameters, such as BC and BE, is beyond the scope of this book but Remember the is covered on the CCNP Remote Access exam. Frame Relay terms in Table 16-1. The following sections describe the operation of Frame Relay and cover these terms in more depth. TABLE 16-1



Common Frame Relay Terms



Term



Definition



LMI (local management interface)



This defines how the DTE (the router or other Frame Relay device) interacts with the DCE (the Frame Relay switch).



DLCI (data link connection identifier)



This value is used to uniquely identify each VC on a physical interface: it’s the address of the VC. Using DCLIs, you can multiplex traffic for multiple destinations on a single physical interface. DLCIs are locally significant and can change on a segment-by-segment basis. In other words, the DLCI that your router uses to get to a remote destination might be 45, but the destination might be using 54 to return the traffic—and yet it's the same VC. The Frame Relay switch will do a translation between the DLCIs when it is switching frames between segments.



Access rate



This is the speed of the physical connection (such as a T1) between your router and the Frame Relay switch.



CIR (committed information rate)



This is the average data rate, measured over a fixed period of time, that the carrier guarantees for a VC.



BC (committed burst rate)



This is the average data rate (over a period of a smaller fixed time than CIR) that a provider guarantees for a VC; in other words, it implies a smaller time period but a higher average than the CIR to allow for small burst in traffic.



BE (excessive burst rate)



This is the fastest data rate at which the provider will ever service the VC. Some carriers allow you to set this value to match the access rate.
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Common Frame Relay Terms (continued)



DE (discard eligibility)



This is used to mark a frame as low priority. You can do this manually, or the carrier will do this for a frame that is nonconforming to your traffic contract (exceeding CIR/BC values).



Oversubscription



When you add up all of the CIRs of your VCs on an interface, they exceed the access rate of the interface: you are betting that all of your VCs will not run, simultaneously, at their traffic-contracted rates.



FECN (forward explicit congestion notification)



This value in the Frame Relay frame header is set by the carrier switch (typically) to indicate congestion inside the carrier network to the destination device at the end of the VC; the carrier may be doing this to your traffic as it is on its way to its destination.



BECN (backward explicit congestion notification)



This value is set by the destination DTE (Frame Relay device) in the header of the Frame Relay frame to indicate congestion (from the source to the destination) to the source of the Frame Relay frames (the source DTE, the router). Sometimes the carrier switches can generate BECN frames in the backward direction to the source to speed up the congestion notification process. The source can then adapt its rate on the VC appropriately.



LMI LMI is used only locally, between the Frame Relay DTE (e.g., a router) and the Frame Relay DCE (e.g., a carrier switch), as is shown in Figure 16-4. In other words, LMI information originating on one Frame Relay DTE will not be propagated across the carrier network to a remote Frame Relay DTE: it is processed only between the Frame Relay DTEs and DCEs, which is why the word local is used in LMI. LMI is used for management purposes and allows two directly connected devices to share information about the status of VCs, as well as their configuration. Three different standards are defined for LMI and its interaction with a Frame Relay DTE and DCE: ■ ANSI's Annex D standard, T1.617 ■ ITU-T's Q.933 Annex A standard ■ The Gang of Four, for the four companies that developed it: Cisco, DEC,



StrataCom, and NorTel (Northern Telecom). This standard is commonly referred to as Cisco’s LMI. Because LMI is locally significant, each Frame Relay DTE in your network does not have to use the same LMI type. For example, Site 1 and Site 2, shown in Figure 16-4, might have a PVC connecting them together. The Site 1 router might be using ANSI for an LMI type, and the Site 2 router might be using the Q.933 LMI type. Even though they have a PVC connecting them, the LMI process is local and can therefore
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LMI example



LMI is local to the DTE and DCE and is not transmitted across the network. There are three LMI types: The Gang of Four (Cisco), ANSI’s Annex D, and ITU-T’s Q.933 Annex A.



be different. Actually, the LMI type is typically dependent on the carrier and the switch that they are using. Most carrier switches support all three types, but some carriers don’t. Likewise, those that do support all three might have standardized on a particular type. Cisco routers support all three LMI standards.



LMI’s Functions The main function of LMI is to allow the Frame Relay DTE and DCE to exchange status information about the VCs and themselves. To implement this function, the Frame Relay DTE sends an LMI status enquiry (query) message periodically to the attached Frame Relay DCE. Assuming that the DCE is turned on and the DCE is configured with the same LMI type, the DCE responds with a status reply message. These messages serve as a keepalive function, allowing the two devices to determine each other’s state. Basically, the DTE is asking the switch “are you there?” and the switch responds “yes, I am.” By default, only the DTE originates these keepalives; the DCE only responds.
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After so many status enquiries, the Frame Relay DTE generates a special query message called a full status update. In this message, the DTE is asking the DCE for a full status update of all information that is related to the DTE. This includes such information as all of the VCs connected to the DTE, their addresses (DLCIs), their configurations (CIR, BC, and BE), and their statuses. For example, let’s assume that Site 1 from Figure 16-4 has a PVC to all other remote sites and that it sends a full status update message to its connected DCE. The DCE responds with the following PVC information: ■ Site1 à Site 2 ■ Site1 à Site 3 ■ Site1 à Site 4



Notice that the DCE switch does not respond with these VCs: Site 2 à Site 3, Site 3 à Site 4, and Site 2 à Site 4, since these VCs are not local to this DTE.



Cisco has default timers for their status enquiry and full status update messages. Status enquiry



messages are sent every ten seconds, by default. Every sixth message is a full status update message.



LMI Standards



numbers.



TABLE 16-2



LMI Addresses



For the LMI communication to occur between the DTE and the DCE, the LMI information must use a VC, as must all other data. In order for the DTE and DCE to know that the Frame Relay frame contains LMI information, a reserved VC is used to share LMI information. The LMI type that you Memorize the DLCI are using will determine the DLCI address that is used in the communication. Table 16-2 shows the DLCI addresses assigned to the three LMI types. DLCIs are discussed in more depth in the following section. LMI Type



DLCI #



ANSI Annex D



0



ITU-T Annex A



0



Gang of Four (Cisco)
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DLCIs Each VC has a unique local address, called a DLCI. This means that as a VC traverses various segments in a WAN, the DLCI numbers can be different for each segment. The carrier switches take care of converting a DLCI number from one segment to the number used on the next segment.



DLCI Example Figure 16-5 shows an example of how DLCIs are used. In this example, there are three routers and three carrier switches. RouterA has a PVC to RouterB, and RouterA has another PVC to RouterC. Let’s take a closer look at the PVC between RouterA and RouterB. Starting from RouterA, the PVC traverses three physical links: ■ RouterA à Switch 1 (DLCI 200) ■ Switch 1 à Switch 2 (DLCI 200) ■ Switch 2 à RouterB (DLCI 201) FIGURE 16-5



DLCI addressing example
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Note that DLCIs are locally significant: they need to be unique only on a segmentby-segment basis and do not need to be unique across the entire Frame Relay network. Given this statement, the DLCI number can change from segment to segment, and it is up to the carrier switch to change the DLCI in the frame header to the appropriate DLCI value for the next segment. This fact can be seen in this example, where the DTE segments have different DLCI values (200 and 201), but we’re still dealing with the same PVC. Likewise, the DLCI numbers of 200 and 201 are used elsewhere in the network. What is important are the DLCIs on the same segment. For instance, RouterA has two PVCs to two different destinations. On the RouterA à Switch 1 connection, each of these DLCIs needs a unique address value (200 and 201); however, these values do not have to be the same for each segment to the destination. This can become confusing unless you look at the DLCI addressing from a device’s and segment’s perspective. As an example, if RouterA wants to send data to RouterB, it encapsulates it in a Frame Relay frame and puts a DLCI address of 200 in the header. When Switch 1 receives the frame, it looks at the DLCI address and the interface it was received on and compares these to its DLCI switching table. When it finds a match, the switch takes the DLCI number for the next segment (found in the same table entry), substitutes it into the frame header, and forwards the frame to the next device. In this case, the DLCI number remains the same (200). When Switch 2 receives the frame from Switch 1, it performs the same process and realizes it needs to forward the frame to RouterB, but that before doing this, it must change the DLCI number to 201 in the frame header. When RouterB receives the frame, it also examines the DLCI address in the frame header. When it sees 201 as the address, RouterB knows that the frame originated from RouterA. This process, at first, seems confusing. However, to make it easier, look at it from the router’s perspective: ■ When RouterA wants to reach RouterB, RouterA uses DLCI 200. ■ When RouterB wants to reach RouterA, RouterB uses DLCI 201. ■ When RouterC wants to reach RouterA, RouterC uses DLCI 201.



DLCIs are locally significant. The carrier’s switches take care of mapping DLCI numbers for a VC between DTEs and DCEs.
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Network and Service Interworking As mentioned earlier in this chapter, Frame Relay is implemented between the Frame Relay DTE and the Frame Relay DCE. How the frame is carried across the Frame Relay carrier’s network is not specified. In almost all situations, ATM is used as the transport. ATM, like Frame Relay, uses VCs. ATM, however, uses a different nomenclature in assigning an address to a VC. In ATM, there are two identifiers assigned to a VC: a virtual path identifier (VPI) and a virtual channel identifier (VCI). These two numbers serve the same purpose that a DLCI serves in Frame Relay. Like DLCIs, the VPI/VCI value is locally significant. Two standards, FRF.5 and FRF.8, define how the frame and address conversion takes place: Remember the difference between Network and Service Interworking.



■ FRF.5 (Networking Interworking)



The two DTEs are Frame Relay and the carrier uses ATM as a transport.



■ FRF.8 (Service Interworking) One DTE is a Frame Relay device and the other is an ATM device, and the carrier uses ATM as a transport.



Figure 16-6 shows an example of these two standards. FRF.5 defines how two Frame Relay devices can send frames back and forth across an ATM backbone, as is shown in Figure 16-6 between RouterA and RouterB. With FRF.5, the Frame Relay frame is FIGURE 16-6



Network and service interworking example
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received by the connected switch. The switch figures out which ATM VC is to be used to get the information to the destination and encapsulates the Frame Relay frame into an ATM frame, which is then chunked up into ATM cells. When the ATM cells are received by the destination carrier switch, the switch reassembles the ATM cells back into an ATM frame, extracts the Frame Relay frame that was encapsulated, and then looks up the DLCI in its switching table. When switching the frame to the next segment, if the local DLCI number is different, the switch changes the DLCI in the header and recomputes the CRC. The connection between RouterA and RouterC is an example of an FRF.8 connection. With FRF.8, one DTE is using Frame Relay and the other is using ATM. The carrier uses ATM to transport the information between the two DTEs. For example, in Figure 16-6, RouterA sends a Frame Relay frame to RouterC. The carrier’s switch converts the Frame Relay frame into an ATM frame, which is different than what FRF.5 does. The switch then segments the ATM frame into cells and assigns the correct VPI/VCI address to the cells to get to the remote ATM switch. In this example, RouterA thinks it’s talking to another Frame Relay device (RouterC). RouterC, on the other hand, thinks it’s talking to an ATM device (RouterA).



VC Circuit Data Rates Each data VC has a few parameters associated with it that affect its data rate and throughput. These values include the following: CIR (committed information rate), BC (committed burst rate), BE (excessive burst rate), and access rate. This section covers these four values and how the Frame Relay switch uses them to enforce the traffic contract for the VC. CIR is the average contracted rate of a VC measured over a period of time. This is guaranteed rate that the carrier is giving to you, barring any major outages the carrier might experience in its network. There are two burst rates that allow you to temporarily go above the CIR limit, assuming the provider has enough bandwidth in its network to support this temporary burst. BC allows you to burst up to a higher average than CIR for a VC, but the time period of the burst is smaller than the time period that CIR is measured over. If you send information above the CIR, but below the BC value, the carrier will permit the frame into its network. The BE value indicates the maximum rate you are allowed to send into the carrier on a VC. Any frames that exceeds this value are dropped. If you send traffic at a rate between BC and BE, the carrier switch marks the frames as discard eligible, using the one-bit Discard Eligible (DE) field in the Frame Relay frame header. By marking this
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bit, the carrier is saying that the frame is allowed in the network; however, as soon as the carrier experiences congestion, these are the first frames that are dropped. From the carrier’s perspective, frames sent at a rate between BC and BE are bending the rules but will be allowed if there is enough bandwidth for them. It is important to point out that each VC has its own CIR, BC, and BE values. However, depending on the carrier’s implementation of Frame Relay, or how you purchase the VCs, the BC and BE values might not be used. In some instances, the BC value defaults to the access rate—the speed of the physical connection from the Frame Relay DTE to the Frame Relay DCE. This could be a fractional T1 running at, say, 256 Kbps, or a full T1 (1.544 Mbps). No matter how many VCs you have, or what their combined CIR values are, you are always limited to the access rate—you can’t exceed the speed of the physical connection. It is a common practice to oversubscribe the speed of the physical connection: this occurs when the total CIR of all VCs exceeds the access rate. Basically, you’re betting that all VCs will not simultaneously run at their CIRs, but that most will run below their CIR values at any given time, requiring a smaller speed connection to the carrier. There are two basic costs to a Frame Relay setup: the cost of each physical connection to the Frame Relay switch and the cost of each VC, which is usually dependent on its rate parameters. Figure 16-7 shows an example of how these Frame Relay traffic parameters affect the data rate of a VC. The graph shows a linear progression of frames leaving a router’s interface on a VC. Typically, frames that As you can see from this figure, as long as the exceed the BC value have their DE bits set. data rate of the VC is below the CIR/BC values, the Frame Relay switch allows the frames into the Frame Relay network. However, those frames (4 and 5) that exceed the BC value will have their DE bits set, which allows the carrier to drop these frames in times of internal congestion. Also, any frames that exceed BE are dropped: in this example, frames 6 and 7 are dropped. Some carriers don’t support BC and BE. Instead, they mark all frames that exceed the CIR as discard eligible. This means that you can send all your frames into the carrier network at the access rate speed and the carrier will permit them in (after marking the DE bit). All of these options and implementations can make it confusing when trying to find the right Frame Relay solution for your network. For example, one carrier might sell you a CIR of 0 Kbps, which causes the carrier to permit all your traffic into the network but marks all of the frames as discard eligible. Assuming the carrier experiences no congestion problems, you’re getting a great service. Of course, if the carrier is constantly experiencing congestion, you are getting very poor service, since some or most of your frames are dropped.
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VC traffic parameters



If you need a guaranteed rate for a VC or VCs, you can obtain this from most carriers, but you’ll need to spend more money than for a CIR 0 Kbps VC. The more bandwidth you require, the more expensive the circuit, since the carrier must reserve this bandwidth inside its network to accommodate your traffic rate needs. And what makes this whole process complex is looking at your traffic rates for all your connections and try to get the best value for your money. Some network administrators oversubscribe their access rates, expecting that not all VCs will simultaneously send traffic at their CIR traffic rates. How Frame Relay operates and how your traffic behaves makes it difficult to pick the right Frame Relay service for your network.



Congestion Control In the preceding section, you were shown how the different traffic parameters for a VC affect how traffic enters the carrier’s network. Once this is accomplished, these values have no effect on traffic as it traverses the carrier’s network to your remote site. Of course,
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this poses problems in a carrier’s network—what if the carrier experiences congestion and begins dropping frames? It would be nice for the carrier to indicate to your Frame Relay devices that there is congestion and to have your devices slow the rates of their VCs before the carrier begins dropping your frames. Remember that Frame Relay has no retransmit option—if a frame is dropped because it has an FCS error or experiences congestion, it is up to the source device that created the frame to resend it. To handle this problem, Frame Relay has a standard mechanism to signify and adapt to congestion problems in a Frame Relay carrier’s network. Every Frame Relay frame header has two fields that are used to indicated congestion: ■ Forward Explicit Congestion Notification (FECN) ■ Backward Explicit Congestion Notification (BECN)



Figure 16-8 shows an example of how FECN and BECN are used. As RouterA is sending its information into the carrier network, the carrier network experiences congestion. For the VCs that experience congestion, the carrier marks the FECN bit in the frame header as these frames are heading to RouterB. Once the frames arrive at RouterB and RouterB sees the FECN bit set in the Frame Relay frame header, RouterB can send a Frame Relay frame in the reverse direction on the VC, marking the BECN bit in the header of the frame. With some vendor’s carrier switches, to speed up the congestion notification process, the carrier switch actually generates a BECN frame in the reverse direction of the VC, back to the source, to indicate congestion issues. Once RouterA receives the BECN frames, it can then begin to slow down the data rate of the VC. FIGURE 16-8



FECN and BECN illustration
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One of the main drawbacks of using the FECN/BECN method of congestion notification is that it is not a very efficient form of flow control. For example, the carrier might begin to mark the FECN bit in frames as they are headed to the destination to indicate a congestion problem. As the destination is responding to the source with BECN frames, the congestion disappears. When the source receives the BECN frames, it begins to slow down even though the congestion problem no longer exists. On top of this, there is no way of notifying the source or destination how much congestion exists—the source might begin slowing down the VC too slowly or too quickly without any decent feedback about how much to slow down. Because of these issues, many companies have opted to use ATM. ATM also supports flow control, but its implementation is more sophisticated than Frame Relay and allows VCs to adapt to congestion in a real-time fashion.



FECN is used to indicate congestion as frames go from the source to the destination. BECN is used by the



destination (and sent to the source) to indicate that there is congestion from the source to the destination.



CERTIFICATION OBJECTIVE 16.03



Frame Relay Configuration The remainder of this chapter focuses on the different ways of configuring Frame Relay on your router. Like the other WAN encapsulations, PPP and HDLC, Frame Relay’s configuration is done on your router’s serial interface. To set the encapsulation type to Frame Relay, use this configuration: Router(config)# interface serial [slot_#/]port_# Router(config-if)# encapsulation frame-relay [cisco|ietf]



Notice that the encapsulation command has two options for two different frame types. The frame type you configure on your router must match the frame type configured on the Frame Relay switch and the remote side of your VCs. The default is cisco if you don’t specify the encapsulation type. This frame type is proprietary
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to Cisco equipment. In most instances, you’ll use the standardized frame type (ietf). IETF has defined a standardized Frame Relay frame type in RFC 1490, which is interoperable with all vendors’ Frame Relay equipment. Once you have configured your frame type, use the show interfaces command to verify your frame type configuration:



Router# show interfaces serial 0 Serial 0 is up, line protocol is up Hardware is MCI Serial Internet address is 172.16.2.1, subnet mask is 255.255.255.0 MTU 1500 bytes, BW 256 Kbit, DLY 20000 usec, rely 255/255, load 1/255 Encapsulation FRAME-RELAY, loopback not set, keepalive set LMI DLCI 0, LMI sent 1107, LMI stat recvd 1107 LMI type is ANSI Annex D Last input 0:00:00, output 0:00:00, output hang never 



Notice that the encapsulation type has been changed to FRAME-RELAY in this example. 16.01. The CD contains a multimedia demonstration of changing the encapsulation type to Frame Relay on a router.



LMI Configuration Once you have set the encapsulation on your serial interface, you need to define the LMI type that is used to communicate information between your router and the carrier’s switch. Remember that LMI is a local process. What you configure on your router doesn’t have to match what is on the remote routers: What has to match is what your carrier is using on their switch (the DTE to DCE connection). Use this configuration to configure the LMI type: Router(config)# interface serial [slot_#/]port_# Router(config-if)# frame-relay lmi-type ansi|cisco|q933a



Note that the LMI type is specific to the entire interface, not to a VC. Table 16-3 maps the LMI parameters to the corresponding LMI standard.
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Parameter



Standard



ansi



ANSI's Annex D standard, T1.617



cisco



The gang of four



q933a



ITU-T's Q.933 Annex A standard



Starting with IOS 11.2, Cisco routers can autosense the LMI type that is configured on the carrier’s switch. With this feature, the router sends a status enquiry for each LMI type to the carrier’s switch, one at a time, and waits to see which one the switch will respond to. The router keeps on doing this until the switch responds to one of them. If you are not getting a response to the carrier, it is most likely that the carrier forgot to configure LMI on its switch. Remember that a Cisco router generates an LMI status enquiry message every ten seconds. On the sixth message, the router sends a full status update query. 16.02. The CD contains a multimedia demonstration configuring the LMI type on a router.



Troubleshooting LMI If you are experiencing LMI problems with your connection to the carrier’s switch, you have three commands to assist you in the troubleshooting process: ■ show interfaces ■ show frame-relay lmi ■ debug frame-relay lmi



The following sections cover each of these commands in detail.



The show interfaces Command Besides showing you the encapsulation type of an interface, the show interfaces command also displays the LMI type that is being used as well as some LMI statistics, as is shown here: Router# show interfaces serial 0 Serial 0 is up, line protocol is up
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Hardware is MCI Serial Internet address is 172.16.2.1, subnet mask is 255.255.255.0 MTU 1500 bytes, BW 256 Kbit, DLY 20000 usec, rely 255/255, load 1/255 Encapsulation FRAME-RELAY, loopback not set, keepalive set LMI DLCI 0, LMI sent 1107, LMI stat recvd 1107 LMI type is ANSI Annex D 



Notice the two lines below the encapsulation. The first line shows the DLCI number used by LMI (0) as well as the number of status enquiries sent and received. If you re-execute the show interfaces command every ten seconds, both of these values should be incrementing. The second line shows the actual LMI type used (ANSI Annex D).



The show frame-relay lmi Command If you want to see more detailed statistics regarding LMI than what the show interfaces command displays, then you can use the show frame-relay lmi command, shown here: Router# show frame-relay lmi LMI Statistics for interface Serial0 (Frame Relay DTE) LMI TYPE = ANSI Invalid Unnumbered info 0 Invalid Prot Disc 0 Invalid dummy Call Ref 0 Invalid Msg Type 0 Invalid Status Message 0 Invalid Lock Shift 0 Invalid Information ID 0 Invalid Report IE Len 0 Invalid Report Request 0 Invalid Keep IE Len 0 Num Status Enq. Sent 12 Num Status msgs Rcvd 12 Num Update Status Rcvd 2 Num Status Timeouts 2



With this command, you can see both valid and invalid messages. If the Invalid field values are incrementing, this can indicate a mismatch in the LMI configuration: you have one LMI type configured and the switch has another type configured. The last two lines of the output refer to the status enquiries that the router generates. The Num Status Enq Sent field is the number of enquiries your router has sent to the switch. The Num Status msgs Rcvd field is the number of replies that the switch has sent upon receiving your router’s enquiries. The Num Update Status Rcvd are the number of full status updates messages the switch has sent. The Num Status Timeouts indicates the number of times your router sent an enquiry and did not receive a response back.
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If you see the Num Status Timeouts increasing, but the Num Status msgs Rcvd is not increasing, this probably indicates that the provider forgot to enable LMI on their switch’s interface. 16.03. The CD contains a multimedia demonstration of the show framerelay lmi command on a router.



The debug frame-relay lmi Command For more detailed troubleshooting of LMI, you can use the debug frame-relay lmi command. This command shows the actual LMI messages being sent and received by your router. Here’s an example of the output of this command: Router# debug frame-relay lmi Serial0 (in): Status, myseq 290 RT IE 1, length 1, type 0 RT IE 3, length 2, yourseq 107, my seq 290 PVC IE 0x7, length 0x6, dlci 112, status 0x2 bw 0 Serial0 (out): StEnq, myseq 291, yourseq 107, DTE up Datagramstart = 0x1959DF4, datagramsize = 13 FR encap = 0xFCF10309 00 75 01 01 01 03 02 D7 D4



In this output, the router, on Serial0, first receives a status reply from the switch to the two hundred ninetieth LMI status enquiry the router sent—this is the very first line. Following this on the fifth line is the router’s two hundred ninety-first status enquiry being sent to the switch. 16.04. The CD contains a multimedia demonstration of the debug frame-relay lmi command on a router.



Use the frame-relay lmi-type command to specify the LMI type. Remember that Cisco routers can autosense the LMI type, so this command isn’t necessary. The show
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PVC Configuration The preceding two sections showed you how to configure the interaction between your router (DTE) and the carrier’s switch (DCE). This section expands upon this and shows you how to send data between two Frame Relay DTEs. As I mentioned earlier in the chapter, in order to send data to another DTE, a VC must first be established. This can be a PVC or an SVC. The CCNA exam focuses on PVCs, so I’ll restrict myself to discussing the configuration of PVCs in this book. One of the first issues that you’ll have to deal with is that the router, by default, doesn’t know what PVCs to use and which device is off of which PVC. Remember that PVCs are given unique locally significant addresses called DLCIs. Somehow the router has to learn the DLCI numbers and the layer-3 address that is at the remote end of the VC. You have two methods available to resolve this issue: manual and dynamic resolution. These resolutions map the layer-3 address of the remote Frame Relay DTE to the local DLCI number your router uses in order to reach this DTE. The following sections cover the configuration of both of these resolution types.



Manual Resolution If you are using manual resolution to resolve layer-3 remote addresses to local DLCI numbers, then use the following configuration: Router(config)# interface serial [slot_#/]port_# Router(config-if)# frame-relay map protocol_name destination_address local_dlci_# [broadcast] [ietf|cisco]



The frame-relay map command is actually very similar to the X.25 map statement to resolve layer-3 addresses to X.25 SVC addresses. The protocol_name parameter specifies the layer-3 protocol that you are resolving, IP, IPX, or AppleTalk, for instance. If you are running two protocols between yourself and the remote DTE, such as IP and IPX, then you will need a separate frame-relay map command for each protocol and destination mapping. Following the name of the protocol is the remote DTE’s layer-3 address (destination_address), such as its IP address. Following the layer-3 address is the local DLCI number your router should use in order to reach the remote DTE. These are the only three required parameters. The other two parameters, the broadcast parameter and the frame type parameter, are optional. By default, local broadcasts and multicasts do not go across a manually resolved PVC. Therefore, if you are running RIP or EIGRP as a routing protocol, the routing updates these protocols generate will not go across the PVC unless you configure
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the broadcast parameter. If you don’t want broadcast traffic going across a VC, then don’t configure this parameter. If this is the case, then you’ll need to configure static routes on both Frame Relay DTEs. At the beginning of this objective, the text describes how to change the encapsulation type for Frame Relay frames with the encapsulation framerelay command. This command allows you to specify one of two frame types: ietf or cisco, with cisco being the default. The problem with this command is that it specifies the same encapsulation on every VC. When doing manual resolution, you can specify the encapsulation for each VC separately. If you omit this, the encapsulation defaults to that encapsulation type on the serial interface. Let’s look at an example, shown in Figure 16-9, to illustrate how to set up manual resolution for a PVC configuration. Here’s the configuration for RouterA: RouterA(config)# interface serial 0 RouterA(config-if)# encapsulation frame-relay ietf RouterA(config-if)# frame-relay lmi-type q933a RouterA(config-if)# ip address 192.168.2.1 255.255.255.0 RouterA(config-if)# frame-relay map ip 192.168.2.2 103 broadcast



Here’s the configuration for RouterB: RouterB(config)# interface serial 0 RouterB(config-if)# encapsulation frame-relay ietf RouterB(config-if)# frame-relay lmi-type ansi RouterB(config-if)# ip address 192.168.2.2 255.255.255.0 RouterB(config-if)# frame-relay map ip 192.168.2.1 301 broadcast



Use the frame-relay map command to configure manual resolution of PVCs. By default, broadcasts do not go across a manually resolved VC unless you use the broadcast parameter.



First, notice that the two routers are using different LMI types at each end. This is okay, since LMI is used only between the Frame Relay DTE and DCE devices. Second, notice that the DLCI numbers are different at each end. Again, remember that DLCI numbers are locally significant and do not have to be the same on all segments the VC traverses.



16.05. The CD contains a multimedia demonstration of configuring manual resolution for a PVC on a router.
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Dynamic Resolution Instead of using manual resolution for your PVCs, you can use dynamic resolution. Dynamic resolution uses a feature called inverse ARP. This is something like a reverse ARP in TCP/IP. Inverse ARP allows devices to automatically discover the layer-3 protocol and address that are used on each VC. Inverse ARP occurs every 60 seconds on VCs that are not manually configured. It occurs only on VCs that are in an active state. Recall from the LMI section that the state of the VCs is learned from the full status update message. For example, once the physical layer for the interface comes up, your router starts sending its LMI enquiries every ten seconds. On the sixth one, it sends a full status message, which requests the statuses of the VCs that the switch directs to this router’s interface. In this example, it will take at least a minute before the router learns of the status of the VC. Once the router sees an active status for a VC, it then does an inverse ARP on the VC if it is not already manually resolved with a frame-relay map command. This frame contains the layer-3 protocol and protocol address used by the router. When the frame arrives at the remote DTE, the device takes the protocol, layer-3 address, and local DLCI number and puts them in its VC resolution table. The remote DTEs do the same thing. Within a short period of time, your router will know the layer-3 addresses at the end of each of its dynamically resolved VCs. Once the router knows who is at the other end of the VC, your router can begin transmitting data to the remote DTE.



Inverse ARP allows a router to send a Frame Relay frame across a VC with its layer-3 addressing information.
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Remember the VC statuses in Table 16-4.



VC Status You already know about one of the states for a VC (active). There are three basic statuses for a VC, as shown in Table 16-4. In order for Inverse ARP to take place, the VC must have an active status.



Disadvantages of Dynamic Resolution Even though dynamic resolution requires no configuration on your router in order to work, it does have some disadvantages. First, one of the main problems of dynamic resolution is that in order for you to send data across the VC, you must wait until you learn the status of the VC and wait for the inverse ARP to occur. This process can sometimes take over 60 seconds, even if the data link layer is operational and the VC is in place. The advantage of manually resolved PVCs is that as soon as the data link layer is up, your router can immediately begin to send traffic to the destination router. Assuming that the Frame Relay switch replies to your router’s first LMI enquiry, this can be less than a second before your router can begin transmitting information to the destination DTE. So even though the manual resolution process requires you to configure all of the manual resolution entries, many network administrators choose to do this so that data can begin to traverse the VCs as soon as the physical and data link layers are up and up. The second disadvantage of dynamic resolution is that in some instances, with equipment from multiple vendors, you might experience problems with how different vendors implement inverse ARP. In this case, the dynamic resolution fails and you must resort to configuring manual resolution with the frame-relay map command. This might even be true between Cisco routers. I have experienced problems with routers running very old and new versions of the IOS trying to perform inverse ARP between them, and it failing. You could either use manual resolution or upgrade the IOS on the routers. TABLE 16-4



VC Statuses



Status



Description



Active



The connection between both Frame Relay DTEs is up and operational.



Inactive



The connection between your Frame Relay DTE and DCE is up and operational, but there is something wrong with connection between your connected Frame Relay switch and the destination DTE.



Deleted



You are not receiving any LMI messages from the Frame Relay switch.
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The third problem with dynamic resolution is that inverse ARP works only with the following protocols: AppleTalk, DECnet, IP, IPX, Vines, and XNS. If you have another protocol, you will need to configure manual resolution commands to solve your resolution problem.



Configuring Inverse ARP By default, inverse ARP is already enabled on your Cisco router. You can disable it or reenable it with the following configuration: Router(config)# interface serial [slot_#/]port_# Router(config-if)# [no] frame-relay inverse-arp [protocol_name] [DLCI_#]



Without any options, the frame-relay inverse-arp command enables inverse ARP for all VCs on the router’s serial interface. You can selectively disable inverse ARP for a particular protocol or VC (DLCI #). Use the clear frame-relay-inarp command to clear the Inverse ARP resolution table. To see the Inverse ARP statistics, use this command: Router# show frame-relay traffic Frame Relay statistics: ARP requests sent 14, ARP replies sent 0 ARP request recvd 0, ARP replies recvd 10



Dynamic Resolution Example Previously, I showed you how to set up manual resolution for the VC connection shown in Figure 16-9. I’ll use the same network, but instead implement dynamic resolution, to illustrate how this is set up on your router. In this example, I’ll assume that your router is autosensing the LMI type. Here’s the configuration for RouterA: Router(config)# interface serial 0 Router(config-if)# encapsulation frame-relay ietf Router(config-if)# ip address 192.168.2.1 255.255.255.0



Here’s the configuration for RouterB: Router(config)# interface serial 0 Router(config-if)# encapsulation frame-relay ietf Router(config-if)# ip address 192.168.2.2 255.255.255.0



With autosensing of the LMI type, you don’t need to configure the LMI type on the interface. And since you are using dynamic resolution with inverse ARP, which is enabled by default, you don’t need any additional configuration on your router’s



D:\omh\CertPrs8\934-9\ch16.vp Monday, August 04, 2003 12:16:24 PM



Color profile: Generic CMYK printer profile CertPrs8 / Composite Default screen



30



Chapter 16:



CCNA Cisco Certified Network Associate Study Guide / Deal / 222934-9 / Chapter 16



Frame Relay



serial interface. As you can see from the preceding code examples, the only thing you had to configure was the encapsulation type on the interface, making the setup of Frame Relay a simple and straightforward process. 16.06. The CD contains a multimedia demonstration of configuring dynamic resolution for a PVC on a router.



PVC Status Verification To see all of the Frame Relay PVCs terminated at your router, as well as their statistics, use the show frame-relay pvc command. Optionally, you can look at just one PVC by following this command with the local DLCI number, as shown in this example: Router# show frame-relay pvc 100 PVC Statistics for interface Serial0 (Frame Relay DTE) DLCI = 100, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE = Serial0 input pkts 15 output pkts 26 in bytes 508 out bytes 638 dropped pkts 1 in FECN pkts 0 in BECN pkts 0 out FECN pkts 0 out BECN pkts 0 in DE pkts 0 out DE pkts 0 out bcast pkts 0 out bcast bytes 0 pvc create time 00:22:01, last time pvc status changed 00:05:37



In this example, PVC 100’s status is ACTIVE, which indicates that the PVC is operational between the two Frame Relay DTEs. You can also see traffic statistics for the PVC. In this example, 15 packets were received and 26 packets were transmitted on this PVC. 16.07. The CD contains a multimedia demonstration of using the show frame-relay pvc command on a router. To see the VC resolution table, which maps layer-3 addresses to local DLCI numbers, use the show frame-relay map command: Router# show frame-relay map Serial0 (up): ip 192.168.2.2 dlci 32(0x20, 0x1C80), dynamic, Broadcast, CISCO, status defined, active



In this output, there is one PVC with a DLCI of 32. At the end of this PVC is a router with an IP address of 192.168.2.2. Notice that this information was learned



D:\omh\CertPrs8\934-9\ch16.vp Monday, August 04, 2003 12:16:24 PM



Color profile: Generic CMYK printer profile CertPrs8 Composite Default screen



/ CCNA Cisco Certified Network Associate Study Guide / Deal / 222934-9 / Chapter 16



Frame Relay Configuration



31



via inverse ARP (dynamic), that local broadcasts and multicasts are allowed, that the default frame type is cisco, and that the status of the VC is active. If you had configured manual resolution for this command, the entry would have listed static instead of dynamic. Also, if the frame type was based on RFC 1490, the frame type would have been listed as IETF. 16.08. The CD contains a multimedia demonstration of using the show frame-relay map command on a router.



Use the show framerelay pvc command to view the statuses of your VCs. Use the show frame-relay



map command to view the manual or Inverse ARP mappings of layer-3 addresses to DLCIs.



EXERCISE 16-1 ON THE CD



Configuring Frame Relay These preceding few sections dealt with the configuration of Frame Relay on a physical serial interface. This exercise will help you reinforce this material by configuring a simple Frame Relay connection. You’ll use manual resolution with the VC. The DLCI number on both sides is 100. You’ll perform this lab using Boson’s NetSim™ simulator. This exercise has you first set static routes two routers (2600 and 2500) and verify network connectivity. Following this, you’ll configure your ACL. You can find a picture of the network diagram for Boson’s NetSim™ simulator in the Introduction of this book. After starting up the simulator, click on the LabNavigator button. Next, double-click on Exercise 15-1 and click on the Load Lab button. This will load the lab configuration based on Chapter 5’s and 7’s exercises. 1. On both routers, disable serial0—this is the dedicated point-to-point connection. At the top of the simulator in the menu bar, click on the eRouters icon and choose 2600. Execute the following: configure terminal, interface serial0, shutdown, and end. Use the show interfaces command to
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check the status of the interfaces. At this point, only the fa0/0 interface on the 2600 should be enabled. At the top of the simulator in the menu bar, click on the eRouters icon and choose 2500. Execute the following: configure terminal, interface serial0, shutdown, and end. Use the show interfaces command to check the status of the interfaces. At this point, only the e0 interface on the 2500 should be enabled. 2. Enable Frame Relay on the 2600. Enable the serial1 interface. Use the Cisco frame type for Frame Relay. Set the LMI type to ITU-T. Assign the IP address. Verify the operation of LMI. At the top of the simulator in the menu bar, click on the eRouters icon and choose 2600. Enable the Frame Relay interface: configure terminal, interface serial1 and no shutdown. Set the encapsulation and frame type: encapsulation frame-relay. Set the LMI type: frame-relay lmi-type q933a. Assign the IP address on the interface: ip address 192.168.10.1 255.255.255.0. Exit Configuration mode: end. Use the show interfaces command to verify that the interface is up and up and that LMI is functioning. Use the show frame-relay lmi command to make sure the router is sending and receiving LMI information. 3. Enable Frame Relay on the 2500. Enable the serial1 interface. Use the Cisco frame type for Frame Relay. Set the LMI type to ITU-T. Assign the IP address. Verify the operation of LMI. At the top of the simulator in the menu bar, click on the eRouters icon and choose 2500. From the 2500 router, enable the interface: configure terminal, interface serial1 and no shutdown. Set the encapsulation and frame type: encapsulation frame-relay. Set the LMI type: frame-relay lmi-type q933a. Assign the IP address on the interface: ip address 192.168.10.2 255.255.255.0. Exit Configuration mode: end. Use the show interfaces command to verify that the interface is up and up and that LMI is functioning. Use the show frame-relay lmi command to make sure the router is sending and receiving LMI information. 4. Set up manual resolution on the 2600 router. The DLCI number used locally is 100. At the top of the simulator in the menu bar, click on the eRouters icon and choose 2600. Enter the serial interface: configure terminal and
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interface serial 1. Set up the manual resolution to reach the 2500 router: frame-relay map ip 192.168.10.2 100. Exit Configuration mode: end. View the resolution entry: show frame-relay map. View the PVC: show frame-relay pvc. The status of the VC should be ACTIVE. 5. Set up manual resolution on the 2500 router. The DLCI number used locally is 100. At the top of the simulator in the menu bar, click on the eRouters icon and choose 2500. Enter the serial interface: configure terminal and interface serial 1. Set up the manual resolution to reach the 2500 router: frame-relay map ip 192.168.10.1 100. Exit Configuration mode: end. View the resolution entry: show frame-relay map. View the PVC: show frame-relay pvc. The status of the VC should be ACTIVE. 6. On each router, set up a static route to the other router’s remote network. View the routing table. At the top of the simulator in the menu bar, click on the eRouters icon and choose 2600. On the 2600, set up the static route to reach 192.168.3.0/24: configure terminal and ip route 192.168.3.0 255.255.255.0 192.168.10.2. Exit Configuration mode: end. View the routing table and look for the static route: show ip route. At the top of the simulator in the menu bar, click on the eRouters icon and choose 2500. On the 2500, set up the static route to reach 192.168.3.0/24: configure terminal and ip route 192.168.1.0 255.255.255.0 192.168.10.1. Exit Configuration mode: end. View the routing table and look for the static route: show ip route. 7. On the 2600, test the connection to the 2500. From Host-1, test the connection to Host-3. At the top of the simulator in the menu bar, click on the eRouters icon and choose 2600. On the 2600 router, ping the 2500’s Frame Relay interface: ping 192.168.10.2. The ping should be successful. At the top of the simulator in the menu bar, click on the eStations icon and choose Host1. On Host1, ping Host3: ping 192.168.3.2. The ping should be successful. You should now be more familiar with setting up a basic manually resolved Frame Relay connection to a remote site.
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CERTIFICATION OBJECTIVE 16.04



Nonbroadcast Multiaccess Nonbroadcast multiaccess (NBMA) is a term used to describe WAN networks that use VCs for connectivity. In a broadcast medium in LAN environments such as Ethernet, every device is in the same broadcast domain—when a device generates a broadcast, every other device in the broadcast domain will see the segment, as is shown in the top part of Figure 16-10. As you can see in this example, RouterA generates one broadcast and the other two routers, RouterB and RouterC, receive it. With WAN networks that use VCs, each device is connected to another device via a point-to-point VC—there can be only two devices connected to a VC. This poses a problem with NBMA environments.



FIGURE 16-10



Broadcast versus NBMA environments
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support a traditional broadcast environment such as Ethernet or Token Ring.



Topology Types Before reading more about the issues of NBMA environments, consider some of the topologies you can use to connection your devices together using VCs. Table 16-5 contains the terms used to describe these various topologies. The bottom part of Figure 16-10 shows an example of a fully meshed network. In such a network, it is very easy to emulate a broadcast Understand the topology environment. In this environment, your router types listed in Table 16-5. replicates the local broadcast across every VC in the subnet. For example, in Figure 16-10, when RouterA wants to send a local broadcast, it sends it across the two VCs to RouterB and RouterC. In a fully meshed environment, every device receives the original broadcast frame. This process is also true if RouterB or RouterC generates a broadcast.



Split Horizon Issues The main problem of NBMA environments arises when the network is partially meshed for a subnet. This can create problems with routing protocols that support split horizon. TABLE 16-5



NBMA Topology Types



Topology



Description



Fully meshed



Your router has VC connections to every other router.



Partially meshed



Your router has VC connections to some, but not all, of the other routers.



Point-to-point



Your router has a VC connection on only one other router (this is used emulate leased lines/dedicated circuit connections).



Star



Your router has VC connections to some, but not all, of the other routers. This is sometimes called a hub-and-spoke topology, where the routers are partially meshed. Each remote site router has a connection to the central site router.
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Recall from Chapter 9 that distance vector protocols like RIP and IGRP use split horizon to prevent routing loop problems. Split horizon states that if routing information is learned on an interface, this routing information will not be propagated out the same interface. This is an issue with partially meshed networks that use VCs. For instance, two routers may be in the same subnet but not have a VC between them. With partially meshed networks, this can create routing issues. Let’s look at Figure 16-11 to illustrate the problem. This figure shows a network where RouterA has a VC to the other three routers, but these three routers must go through RouterA to reach the other routers. The assumption here is that all of the routers are in the same subnet, and the three VCs terminated at RouterA are going into the same serial interface. Let’s look at this from a routing perspective, assuming that these routers are running RIPv1. RouterB, RouterC, and RouterD have no issues—they have only one VC apiece and can send and receive their routing updates on their VCs. However, RouterA has a problem disseminating routing information from RouterB, RouterC, or RouterD to FIGURE 16-11



NBMA and split horizon issues
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the others. For example, let’s assume that RouterB generates a routing update. Since RouterB doesn’t have a VC to RouterC and RouterD, it forwards the update to RouterA, in hopes that RouterA will forward this to the other two routers in the subnet. However, when RouterA receives the routing update from RouterB, RouterA can’t forward this to RouterC and RouterD because of split horizon. Even though these two routers are off of different VCs than RouterB, they are off of the same physical interface. Therefore, by default, any routing information from these remote routers will not be propagated by RouterA to the other remote counterparts. Figure 16-11 is a prime example of a NBMA environment. Even though it is possible to reach every router, even if takes an extra hop, in the WAN network, broadcasts (and multicasts) don’t function correctly.



Solutions to Split Horizon Problems Given the preceding problem with routing protocols that use split horizon, there are solutions that you can use to overcome this issue: ■ Create a fully meshed network. ■ Use static routes. ■ Disable split horizon. ■ Use subinterfaces on RouterA and associate a single VC to each subinterface.



These solutions apply to any NBMA environment that uses VCs, including Frame Relay, X.25, SMDS, and ATM. In the following paragraphs, I’ll deal with each of these solutions individually. As to the first solution, if you fully mesh your WAN network, then you don’t have to deal with split horizon problems with distance vector protocols: every router has a VC to every Remember the preceding other router in the WAN. Therefore, when any solutions for overcoming split horizon in router generates a routing update broadcast, the NBMA topologies. The preferred method broadcast is replicated across every VC to all of is to use subinterfaces to deal with the destination routers. The main problem with this problem. this solution is that to fully mesh your WAN network, you have to purchase a lot of VCs. In many cases, this doesn’t make sense. For instance, in Figure 16-11, if most of the traffic is from RouterB, RouterC, and RouterD to RouterA, it makes no sense to pay extra money just to replicate the routing updates to the three non-connected routers.
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The second solution has you configure static routes on RouterB, RouterC, and RouterD to solve your routing problems. This works fine if the number of networks and subnets these routers are connected to is small. But if these are major regional sites, with hundreds of networks, then setting up static routes becomes a monumental task. Not only does it take a lot of time to configure all of these routes, but you must also test and troubleshoot them, making this solution not very scalable. The third solution has you disable split horizon on RouterA. Some layer-3 protocols allow you to disable split horizon, and some don’t. And if the routing protocol allowed you to disable split horizon, it is an all or nothing proposition. In other words, Cisco doesn’t let you enable or disable split horizon on an interface-by-interface basis. This can create problems if RouterA has multiple LAN connections. By disabling split horizon in this situation, you are allowing RouterB, RouterC, and RouterD to learn each other’s routes, but you may be creating routing loops on the LAN side of RouterA.



Subinterfaces The fourth solution is the preferred method for solving split horizon and routing problems in NBMA environments. Recall from Chapter 9 that a subinterface is a logical interface associated with a single physical interface. A physical interface can support many subinterfaces. Cisco routers treat subinterfaces just as they do physical interfaces. You can shut down a physical interface, shutting down all of its associated subinterfaces, or you can shut down a single subinterface while keeping the remaining subinterfaces operational. When using subinterfaces in a Frame Relay environment, basically, you configure two commands on the physical (or major) interface: ■ encapsulation frame-relay ■ frame-relay lmi-type



All other configuration commands should be placed under the appropriate subinterface.



Overcoming Split Horizon Issues By using subinterfaces, and placing each subinterface in a separate subnet, you make it possible for routing information received on one subinterface to be propagated to other subinterfaces on the same physical interface. Figure 16-12 shows an example of how subinterfaces can be used to overcome split horizon issues in a partially meshed NBMA environment. In this example, you create a separate subinterface on RouterA for each destination. Since RouterA is using a separate subinterface for each of these
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Subinterfaces and split horizon



connections, a different subnet is used for each router-to-router connection. With this setup, if RouterB sent a routing update to RouterA, it would be processed on one subinterface and the routing information could be broadcast out the other two subinterfaces. This process allows you to overcome the split horizon problem. The main problem with this solution is that for each subinterface on RouterA, you need a separate network or subnet number. Therefore, it is highly recommended that you use private IP addresses for these internal WAN connections.



Subinterface Types As was described in Chapter 9, there are two types of subinterfaces: point-to-point and multipoint. Multipoint subinterfaces (subinterfaces with many VCs terminated on them) are good for fully meshed networks. If the WAN is fully meshed, the devices can be placed in the same subnet and thus require only one network number to address your devices. However, multipoint subinterfaces don’t work well in partially meshed network designs. In this situation, they have problems with routing protocols that use split horizon.
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Point-to-point subinterfaces work best in partially meshed environments or in environments where you need to simulate a leased-line connection. Point-to-point subinterfaces are used to overcome routing protocols that use split horizon. But like multipoint subinterfaces, point-to-point subinterfaces have their fair share of problems. In the biggest problem, each point-to-point subinterface requires a separate network or subnet number. If you have 200 subinterfaces on your serial interface, you need 200 subnets to accommodate your addressing needs. If you are concerned about the addressing needs required of point-to-point subinterfaces, you can use the ip unnumbered Interface Subconfiguration mode command. This command borrows an IP address from another active interface on the router without your having to assign a different subnet to the connection. Most network administrators shy away from this command because it has its own set of issues, which are beyond the scope of this book. This command is covered further on the BSCI and Remote Access exams for the CCNP certification.



Creating Subinterfaces To create a subinterface, use the following syntax: Router(config)# interface serial [slot_#/]port_#.subinterface_# point-to-point|multipoint Router(config-subif)#



Subinterface numbers can range from 1 to 429,497,293. What number you choose as the subinterface number doesn’t matter; it needs to be unique only among all of the subinterfaces for a given physical interface. The router uses this number to differentiate the subinterfaces for each physical interface. In IOS 11.3 and earlier, the interface type—multipoint or point-to-point—was optional. If you would omit the parameter, it would default to multipoint. Starting with IOS 12.0, this parameter is required—there is no default. And once you create a subinterface, notice that the prompt changed from Router(config)# to Router(config-subif)#. Once you create a subinterface, you can delete it by prefacing the interface command with the no parameter. However, once you delete the subinterface, the subinterface still exists in the router’s memory. To completely remove the subinterface, you need to save your configuration and reboot your router. Also, if you want to change the subinterface type from multipoint to point-to-point or vice versa, you must delete the subinterface, save your configuration, and reboot your router. 16.09. The CD contains a multimedia demonstration of creating subinterfaces on a router.
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Configuring Frame Relay with Subinterfaces When you are configuring Frame Relay with subinterfaces, you must associate your DLCI or DLCIs with each subinterface by using the frame-relay interface-dlci command: Router(config)# interface serial [slot_#/]port_#.subinterface_# point-to-point|multipoint Router(config-subif)# frame-relay interface-dlci local_DLCI_#



If you have a point-to-point subinterface, you can assign only one VC, and thus one DLCI, to it. If it is a multipoint subinterface, you can assign multiple DLCIs to it. When creating your subinterfaces, it is a common practice to match the subinterface number with the DLCI number; however, remember that these two numbers have nothing in common and can be different. Also, make sure that you assign your layer-3 addressing to the subinterface and not the physical interface. The frame type and LMI type are, however, configured on the physical interface. The frame-relay interface-dlci command uses dynamic resolution with inverse ARP. If you can’t use inverse ARP, or don’t want to, then use the framerelay map command on the subinterface to perform manual resolution, like this: Router(config)# interface serial [slot_#/]port_#.subinterface_# point-to-point|multipoint Router(config-if)# frame-relay map protocol_name destination_address local_dlci_# [broadcast] [ietf|cisco]



Example Configuration with Multipoint Subinterfaces This section offers an example of using multipoint subinterfaces on a router to set up Frame Relay connections. Let’s use the network shown in Figure 16-13. In this example, I’ll assume that LMI is being autosensed, and a single multipoint subinterface is used on RouterA. Here’s the configuration for RouterA: RouterA(config)# interface serial 0 RouterA(config-if)# encaspulation frame-relay ietf RouterA(config-if)# no shutdown RouterA(config-if)# exit RouterA(config)# interface serial0.1 multipoint RouterA(config-subif)# ip address 192.168.1.1 255.255.255.0 RouterA(config-subif)# frame-relay interface-dlci 101 RouterA(config-subif)# frame-relay interface-dlci 102
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FIGURE 16-13



Multipoint subinterface example



Since this is a partially meshed network, and you are terminating two VCs on the same subinterface, you need to do one of the following to solve split horizon issues: disable split horizon on RouterA or configure static routes on RouterB and RouterC. In this example, you’ll configure static routes. Here’s the configuration for RouterB: RouterB(config)# interface serial 0 RouterB(config-if)# encaspulation frame-relay ietf RouterB(config-if)# ip address 192.168.1.2 255.255.255.0 RouterB(config-if)# no shutdown RouterB(config-if)# exit RouterB(config)# interface ethernet 0 RouterB(config-if)# ip address 172.16.1.1 255.255.255.0 RouterB(config-if)# no shutdown RouterB(config-if)# exit RouterB(config)# ip route 172.17.0.0 255.255.0.0 192.168.1.1



Notice in this example that you did not need to configure the DLCI number on the physical interface, since the router will learn this from the full status update via LMI. Also notice the static route on RouterB, which allows it to reach RouterC’s network.
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Here’s the configuration for RouterC: RouterC(config)# interface serial 0 RouterC(config-if)# encaspulation frame-relay ietf RouterC(config-if)# ip address 192.168.1.3 255.255.255.0 RouterC(config-if)# no shutdown RouterC(config-if)# exit RouterC(config)# interface ethernet 0 RouterC(config-if)# ip address 172.17.1.1 255.255.255.0 RouterC(config-if)# no shutdown RouterC(config-if)# exit RouterC(config)# ip route 172.16.0.0 255.255.0.0 192.168.1.1



16.10. The CD contains a multimedia demonstration of setting up Frame Relay connections using multipoint subinterfaces on a router.



Example Configuration with Point-to-Point Subinterfaces This section offers an example of using point-to-point subinterfaces on a router to set up Frame Relay connections. Let’s use the network shown in Figure 16-14. In this example, I’ll assume that LMI is being autosensed, and two point-to-point subinterfaces are used on RouterA. The configurations on RouterB and RouterC are the same as before, with the exception that the static routes are not needed, since point-to-point subinterfaces are being used on RouterA and that RouterC will need a different IP address because of the two subnets (instead of one). The biggest difference is the configuration on RouterA, shown here: RouterA(config)# interface serial 0 RouterA(config-if)# encaspulation frame-relay ietf RouterA(config-if)# no shutdown RouterA(config-if)# exit RouterA(config)# interface serial0.1 point-to-point RouterA(config-subif)# ip address 192.168.1.1 255.255.255.0 RouterA(config-subif)# frame-relay interface-dlci 101 RouterA(config-subif)# exit RouterA(config)# interface serial0.2 point-to-point RouterA(config-subif)# frame-relay interface-dlci 201 RouterA(config-subif)# ip address 192.168.2.1 255.255.255.0



In this example, subinterface serial0.1 is connected to RouterB and subinterface serial0.2 is connected to RouterC. Also notice that there is a different subnet
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FIGURE 16-14



Point-to-point subinterface example



on each subinterface. RouterB’s configuration doesn’t change, but you’ll need to configure 192.168.2.2 on RouterC’s serial interface. 16.11. The CD contains a multimedia demonstration of setting up Frame Relay connections using point-to-point subinterfaces on a router.



When configuring Frame Relay with subinterfaces, the Frame Relay encapsulation and LMI type go on the major (physical) interface. The IP address
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EXERCISE 16-2 ON THE CD



Configuring Frame Relay with Subinterfaces These preceding few sections dealt with the configuration of Frame Relay using subinterfaces. This exercise will help you reinforce this material by configuring a simple Frame Relay point-to-point connection. This exercise builds upon the Exercise 16-1, moving the configuration from that exercise and placing it on a point-to-point subinterface. Also, inverse ARP is used to perform the resolution. You’ll perform this lab using Boson’s NetSim™ simulator. This exercise has you first set static routes two routers (2600 and 2500) and verify network connectivity. Following this, you’ll configure your ACL. After starting up the simulator, click on the LabNavigator button. Next, double-click on Exercise 16-2 and click on the Load Lab button. This will load the lab configuration based on Exercise 16-1. 1. Remove the IP address on the physical interface of the 2600. Also remove the manual resolution command. At the top of the simulator in the menu bar, click on the eRouters icon and choose 2600. Remove the IP address on the interface: configure terminal, interface serial1, and no ip address. Remove the manual resolution command to reach the 2500 router: no frame-relay map ip 192.168.10.2 100. Exit Configuration mode: end. Use the show interface serial1 command to verify the removal of the IP address and that the interface is up and up and that LMI is functioning. Use the show frame-relay lmi command to make sure the router is still sending and receiving LMI information. Make sure the resolution was removed: show frame-relay map. There should not be a manual resolution entry. 2. Remove the IP address on the physical interface of the 2500. Also remove the manual resolution command. At the top of the simulator in the menu bar, click on the eRouters icon and choose 2500. From the 2500 router, remove the IP address on the interface: configure terminal, interface serial1, and no ip address. Remove the manual resolution command to reach the 2600 router: no framerelay map ip 192.168.10.1 100. Exit Configuration mode: end. Use
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the show interface serial1 command to verify the removal of the IP address and that the interface is up and up and that LMI is functioning. Use the show frame-relay lmi command to make sure the router is still sending and receiving LMI information. Make sure the resolution was removed: show frame-relay map. There should not be a manual resolution entry. 3. Create a point-to-point subinterface on the 2600 router with a subinterface number of 100. Assign the DLCI to the subinterface. The DLCI number used locally is 100. Assign the IP address to the subinterface. Verify the configuration. At the top of the simulator in the menu bar, click on the eRouters icon and choose 2600. Create the subinterface: configure terminal and interface serial 1.100 point-to-point. Assign the DLCI: frame-relay interface-dlci 100. Assign the IP address: ip address 192.168.10.1 255.255.255.0. Exit Configuration mode: end. View the PVC: show frame-relay pvc. 4. Create a point-to-point subinterface on the 2500 router with a subinterface number of 100. Assign the DLCI to the subinterface. The DLCI number used locally is 100. Assign the IP address to the subinterface. Verify the configuration. At the top of the simulator in the menu bar, click on the eRouters icon and choose 2500. On the 2500, create the subinterface: interface serial 1.100 point-to-point. Assign the DLCI: frame-relay interfacedlci 100. Assign the IP address: ip address 192.168.10.2 255.255.255.0. Exit Configuration mode: end. View the PVC: show frame-relay pvc. 5. On the 2600, test the connection to the 2500. Verify the router’s routing table. From Host-1, test the connection to Host-3. At the top of the simulator in the menu bar, click on the eRouters icon and choose 2600. On the 2600 router, ping the 2500’s Frame Relay interface: ping 192.168.10.2. The ping should be successful. If it isn’t, wait one minute and try again—the inverse ARP might be taking place. On Host1, ping Host2: ping 192.168.3.2. The ping should be successful. Now you should be more familiar with configure Frame Relay with subinterfaces.
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CERTIFICATION SUMMARY Frame Relay uses VCs for connectivity. A VC is a logical connection between devices. There are two types of VCs: PVCs, which are similar to a leased line, and SVCs, which are similar to circuit-switched calls. VCs have advantages over leased lines in that once a physical connection is provisioned, it is very easy to add VCs as well as allocate bandwidth for users or applications by using VCs. If you want to fully mesh your Frame Relay routers, use this formula to figure out the number of required connections: (N*(N – 1))/2. LMI defines how a Frame Relay DTE (router) interacts with a Frame Relay DCE (carrier switch). There are three types of LMI: Gang of Four, ANSI Annex D, and ITU-T Q.933 Annex A. LMI is local to two devices and is never forwarded through another device. By default, DTEs originate LMI messages. Cisco routers generate LMI messages every ten seconds, with a full status update occurring every sixth message. Each VC is given an address, called a DLCI. DLCIs are also locally significant and can change on a segment-by-segment basis. Carrier switches remap DLCI numbers in the Frame Relay header if there is a change from one segment to another. Carriers use two methods for transporting Frame Relay frames across their network. A Network Interworking connection uses ATM to transport Frame Relay frames between two Frame Relay devices. Service Interworking is used if one DTE is using Frame Relay and the remote DTE is using ATM. There are many parameters that control the rate of traffic and congestion for a VC. CIR is the guaranteed average rate of a VC. BC is a higher supported average rate, but measured over a shorter period than CIR. If frames exceed this rate, they are marked as discard eligible and are the first frames dropped by the carrier when the carrier experiences congestion problems. BE is the maximum rate at which the carrier will service the VC; any data sent above this rate is dropped. Oversubscription is where the CIRs of all of your VCs exceed your access rate (physical line rate). You are betting that not all VCs will simultaneously run at their CIRs. FECN and BECN are used to indicate congestion from the source to the destination DTE. There are two Frame Relay encapsulations: Cisco’s and IETF’s. Use the encapsulation frame-relay command to specify the encapsulation type. Cisco routers with IOS 11.2 or later can autosense the LMI type. To hard-code the LMI type, use the frame-relay lmi-type command. The show interfaces and show frame-relay lmi commands show the number of LMI messages sent and received. There are two ways of performing layer-3 to DLCI resolution in your configuration: manually and dynamically. To specify a manually resolved VC, use the frame-
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relay map command. Inverse ARP, which occurs every 60 seconds, allows you to dynamically learn the layer-3 addresses from each VC. Inverse ARP requires the VC to be in an active state, which indicates the VC is functioning between the two DTEs. If the VC is in an inactive state, the VC is functioning between the DTE and DCE, but there is a problem between the local DCE and the remote DTE. If the VC is in a deleted state, there is a problem with the VC between the local DTE and the local DCE. Use the show frame-relay map command to see your resolutions and the show frame-relay pvc command to view your PVCs. NBMA environments have problems with distance vector routing protocols and split horizon when the network is partially meshed. To overcome split horizon, you can use any of the following solutions: fully mesh the network, use static routes, disable split horizon, or use subinterfaces. The recommended approach is to use subinterfaces. When configuring Frame Relay for subinterfaces, the encapsulation type and LMI type go on the main physical interface. All layer-3 addressing and the DLCI number for the VC (frame-relay interface-dlci) go on the subinterface.
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TWO-MINUTE DRILL Virtual Circuits ❑ Use this formula to figure out the number of connections required to fully mesh a network: (N*(N – 1))/2.



❑ VCs are not tied to any particular time slots on a channelized connection and are much easier to add or change than leased lines.



❑ A PVC is similar to a leased line and is always up. An SVC is similar to a telephone circuit-switched connection and is brought up when you have data to send and torn down when you are finished transmitting data. PVCs are best used if you have delay-sensitive information or you have data that you are constantly sending. SVCs are used when you occasionally need to send information or for backup purposes.



Terminology and Operation ❑ LMI defines how the Frame Relay DTE and DCE interact and is locally significant. There are three implementations of LMI: ITU-T Annex A, ANSI Annex D, and the Gang of Four. Cisco routers autosense LMI. By default, Cisco routers send out LMI queries every ten seconds, with a full status update every sixth query.



❑ DLCIs are used to locally identity a VC—they are the address of the VC. Since this number has only local significance, it can change on a hop-by-hop basis.



❑ The access rate is the physical speed of the line. CIR is the average data rate, over a period of time, of a VC. The committed burst rate is the average data rate, over a smaller period of time than CIR, for a VC. The excessive burst rate is the fastest rate at which a VC will be serviced by the carrier. A frame sent above the CIR/BC values will have the discard eligibility bit set.



❑ Congestion experienced as frames go to a destination will have the FECN bit set. The destination will then send a frame with the BECN bit set back to the destination, indicating congestion.
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Frame Relay Configuration ❑ The encapsulation frame-relay command specifies the encapsulation type. There are two frame types: cisco and ietf; cisco is the default, but ietf is defined in RFC 1490.



❑ Use the frame-relay lmi-type command to hard-code the LMI type. As of IOS 11.2, Cisco routers autosense the LMI type. Use these commands to troubleshoot LMI: show interfaces, show frame-relay lmi, and debug frame-relay lmi.



❑ To configure a manually resolved PVC, use the frame-relay map command. If you omit the broadcast parameter, local broadcasts and multicasts won’t traverse the VC. Inverse ARP is used for dynamic resolution. This occurs on a VC after the full status update is received and the VC is not already manually resolved.



❑ There are three statuses of VCs: active (the VC is up and operational between the two DTEs), inactive (the connection is functioning at least between the DTE and DCE), and deleted (the DTE/DCE connection is not functioning). To view a PVC, use the show frame-relay pvc command. To see the resolution entries, use the show frame-relay map command.



Nonbroadcast Multiaccess ❑ Partially meshed networks have VC connections to some, but not all, routers. A star (hub-and-spoke) topology is partially meshed. Partially meshed networks with VCs have problems with split horizon, which can be overcome by using one of the following solutions: use a fully meshed network, use static routes, disable split horizon, use subinterfaces.



❑ When using subinterfaces, the physical interface has the encapsulation and LMI type configured on it. Everything else is configured on the subinterface. When you delete a subinterface, save your configuration and reboot the router to remove it from RAM. Point-to-point subinterfaces should be used to solve split horizon problems.



❑ Use the frame-relay interface-dlci command to associate a VC to a particular subinterface.
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SELF TEST The following Self Test questions will help you measure your understanding of the material presented in this chapter. Read all the choices carefully, as there may be more than one correct answer. Choose all correct answers for each question.



Virtual Circuits 1. You have a total of five routers. ________ circuits are required to fully mesh the network, where every router needs ___________ interfaces. A. B. C. D.



5, 5 8, 4 10, 5 10, 4



2. A ___________ is similar to a telephone circuit-switched connection. A. PVC B. SVC 3. You have a 24-channel T1 connection to your router. How many VCs does this T1 support? A. 1 B. 24 C. No limit



Terminology and Operation 4. _________ defines how the Frame Relay DTE and DCE interact with each other. A. B. C. D.



DLCI CIR LMI PMI



5. The address of a Frame Relay VC is called a ___________. A. B. C. D.



Data link layer connection identifier Data layer connection index Data link connection index Data link connection identifier
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6. Frames sent above the __________ limit will have their _________ bit set. A. B. C. D.



CIR, DE BC, DE BC, FECN CIR, FECN



7. When a carrier experiences congestion, it marks the _______ bit in the header of the Frame Relay frame. A. B. C. D.



CIR DE BECN FECN



8. Annex A is which LMI standard? A. Cisco B. ITU-T Q.933 C. ANSI



Frame Relay Configuration 9. Cisco routers generate LMI enquiries every _______ seconds and a full status update every _________ seconds. A. B. C. D.



10, 60 10, 6 60, 300 15, 60



10. Enter the router command to have the serial interface use a Frame Relay RFC 1490 frame type: ____________. 11. Enter the router command to set the LMI type to ITU-T Annex A: ____________. 12. When using the show interfaces command, which Frame Relay information can you not see? A. B. C. D.



The DLCI number used for LMI The number of LMIs sent and received Statuses of PVCs The LMI type
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13. Which Frame Relay command is used to manually resolve addresses? A. B. C. D.



frame-relay interface-dlci frame-relay map frame-relay resolve frame-relay lmi-type



14. If you see a VC with an inactive status, this indicates ____________. A. The connection between both Frame Relay DTEs is up and operational. B. The connection between your Frame Relay DTE and DCE is up and operational, but there is something wrong with connection between your connected Frame Relay switch and the destination DTE. C. You are not receiving any LMI messages from the Frame Relay switch.



Nonbroadcast Multiaccess 15. ________ topologies in NBMA environments do not have problems with split horizon. A. B. C. D.



Partially meshed Fully meshed Hub and spoke Star



16. Enter the router command to create a multipoint subinterface on serial0 with a subinterface number of 5: __________. 17. Enter the router command to associate DLCI 500 with a subinterface: ____________.
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SELF TEST ANSWERS Virtual Circuits 1.



D. Use the (N*(N – 1)/2) formula for the number of circuits. You need a total of ten circuits and four interfaces on each router. ý A has the wrong number of circuits and interfaces. B has the wrong number of circuits. C has the wrong number of interfaces.



2. ý 3.



B. An SVC is similar to a telephone circuit-switched connection. A is similar to a leased line.



C. The number of VCs is not tied to any physical properties of a connection type. Remember that VCs are logical connections. ý A would be true if this were a leased line. B refers to the number of time slots in a T1 and has no effect on the number of VCs a connection can support.



Terminology and Operation 4.



C. The local management interface (LMI) defines how the Frame Relay DTE and DCE interact with each other. ý A defines the local address of a VC. B defines the average traffic rate for a VC. D is a nonexistent acronym.



5. ý



D. The address of a Frame Relay VC is called a data link connection identifier (DLCI). A and C include the term layer. B and C use the term index.



6.



B. Frames sent above the BC limit will have their DE bit set. ý A and D are incorrect because frames sent between CIR and BC are okay. C and D specify FECN, which is used for flow control.



7.



D. When a carrier experiences congestion, it marks the FECN bit in the header of the Frame Relay frame. ý A specifies the average rate of a VC. B is used to mark frames that exceed their allowable rate. C is marked by the destination device to indicate congestion, and is sent to the source device.



8. ý



B. The LMI type Annex A is defined by ITU-T Q.933. A is the Gang of Four. C is Annex D.
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Frame Relay Configuration 9.



A. Cisco routers generate LMI enquiries every 10 seconds and a full status update every 60 seconds. ý B specifies the wrong update interval for the full update message. C has wrong values for both timers. D has a wrong value for the status enquiry timer.



10.



encapsulation frame-relay ietf.



11.



frame-relay lmi-type q933a.



12.



C. When using the show interfaces command, you cannot see the statuses of the PVCs—you need to use the show frame-relay pvc command. ý A, B, and D can be seen in the output of this command.



13.



B. The frame-relay map command is used to manually resolve layer-3 addresses to DLCIs. ý A associates a DLCI to a subinterface. C is a nonexistent command. D hard-codes the LMI type for the physical serial interface.



14.



B. If you see a VC with an inactive status, this indicates that the connection between your Frame Relay DTE and DCE is up and operational, but there is something wrong with connection between your connected Frame Relay switch and the destination DTE. ý A is an active VC. C is a deleted VC.



Nonbroadcast Multiaccess 15.



B. Fully meshed topologies in NBMA environments do not have problems with split horizon. ý A, C, and D have problems with split horizon.



16.



interface serial0.5 multipoint.



17.



frame-relay interface-dlci 500.
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