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Abstract. In this paper, we study the AES block cipher in the chosen-key setting. The adversary’s goal of this security model is to find triplets (m, m0 , k) satisfying some properties more efficiently for the AES scheme than generic attacks. It is a restriction of the classical chosen-key model, since as it has been defined originally, differences in the keys are possible. This model is related to the known-key setting, where the adversary receives a key k, and tries to find a pair of messages (m, m0 ) that has some property more efficiently than generic attacks. Both models have been called open-key model in the literature and are interesting for the security of AES-based hash functions. Here, we show that in the chosen-key setting, attacking seven rounds (resp. eight rounds) of AES-128 can be done in time and memory 28 (resp. 224 ) while the generic attack would require 264 computations as a variant of the birthday paradox can be used to predict the generic complexity. We have checked our results experimentally and we extend them to distinguisers of AES-256. Keywords: AES, Open-key Model, Chosen-key Distinguisher, Practical Complexities.
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Introduction



The Advanced Encryption Standard (AES) [16] is nowadays the subject of many attention since attacks coming from hash function cryptanalysis have put its security into question. Related-key attacks and meet-in-the-middle attacks that begin in the middle of the cipher (also known as splice-and-cut attacks) have been proposed to attack the full number of rounds for each AES versions [1,2,4], while other techniques exist for smaller version [5]. This interesting connection between hash functions and block ciphers shows that any improvement on hash function cryptanalysis can be useful for attacking block ciphers and vice-versa. In this work, we study another model that has been suggested to study the security of hash functions based on AES components. Knudsen and Rijmen [9] have proposed to consider known-key attacks since in the hash function domain, the key is usually known and the goal is to find two input messages that satisfy some interesting relations. In some setting, a part of the key can also be chosen (for instance when salt is added to the hash function) and therefore, cryptanalysts have also consider the model where the key is under the control of the adversary. The latter model has been called chosen-key model and both models belong to the open-key model. The chosen-key model has been popularized by Biryukov et al. in [2], since a distinguisher in this model has been extended to a related-key attack on the full AES-256 version. Related Work. Knudsen and Rijmen in [9] have been the firsts to consider known-key distinguishers on AES and Feistel schemes. The main motivations for this model are the following: – if there is no distinguisher when the key is known, then there will also be no distinguisher when the key is secret,



– if it is possible to find an efficient distinguisher, finding partial collision on the output of the cipher more efficiently than birthday paradox would predict even though the key is known, then the authors would not recommend the use of such cipher, – finally, such model where the key is known or chosen can be interesting to study the use of cipher in a compression function for a hash function. In the same work, they present some results on Feistel schemes and on the AES. Following this work, Minier et al. in [14] extend the results on AES on the Rijndael scheme with larger block-size. In [2], Biryukov et al. have been the firsts to consider the chosen-key distinguisher for the full 256-bit key AES. They show that in time q · 267 , it is possible to construct qmulticollision on Davies-Meyer compression function using AES-256, whereas for an ideal q−1 128 cipher, it would require on average q · 2 q+1 time complexity. In these chosen-key distinguishers, the adversary is allowed to put difference also in the key. Later, Nikolic et al. in [15], describe known-key and chosen-key distinguishers on Feistel and Substitution-Permutation Networks (SPN). The notion of chosen-key distinguisher is more general than the model that we use: here, we let the adversary choose the key, but it has to be the same for the input and output relations we are looking for. We do not consider related-keys in this article. Then in [12], rebound attacks have been used to improve known-key distinguishers on AES by Mendel et al. and in [8], Gilbert and Peyrin have used both the SuperSBox and the rebound techniques to get a known-key distinguisher on 8-round AES-128. Last year at FSE, Sasaki and Yasuda show in [18] an attack on 11 Feistel rounds and collision attacks in hashing mode also using rebound techniques, and more recently, Sasaki et al. studied the known-key scenario for Feistel ciphers like Camellia in [17]. Our Results. In this paper, we study 128- and 256-bit reduced versions of AES in the (single) chosen-key model where the attacker is challenged to find a key k and a pair of messages (m, m0 ) such that m ⊕ m0 ∈ E and AESk (m) ⊕ AESk (m0 ) ∈ F , where E and F are two known subspaces. On AES-128, we describe in that model a way to distinguish the 7-round AES in time 28 and the 8-round AES in time 224 . In the case of the 7-round distinguisher, our technique improves the 216 time complexity of a regular rebound technique [13] on the SubBytes layer by computing intersections of small lists. The 8-round distinguisher introduces a problem related the SuperSBox construction where the key parameter is under the control of the adversary. As for AES-256, the distinguishers are the natural extensions of the ones on AES-128. Our results are reported in Table 1. We have experimentally checked our results and examples are provided in the appendices. We believe our practical distinguishers can be useful to construct non-trivial inputs for the AES block cipher to be able to check the validity of some theoretical attacks, for instance [7]. Outline of the paper. The paper is organized as follows. We begin in Section 2 by recalling the AES and the concept of SuperSBox. Then in Section 3.1, we precise the chosen-key model in the ideal case to be able to compare our distinguishers to the ideal scenario. Section 3.1 describes the main results of the AES-128 and Section 4 shows how to apply similar results to the AES-256.
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Description of the AES



The Advanced Encryption Standard [16] is a Substitution-Permutation Network that can be instantiated using three different key bit-lengths: 128, 192, and 256. The 128-bit plaintext



Table 1: Comparison of our results to previous ones on reduced-round distinguishers of the AES-128 in the open-key model. Results from [1] are not mentioned since we do not consider related-keys in this paper. Target Model Rounds Time Memory Ideal Reference
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AES-256
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Claimed by the authors as a very inaccurate estimation of the [ideal] complexity.



initializes the internal state viewed as a 4 × 4 matrix of bytes as values in the finite field GF (28 ), which is defined via the irreducible polynomial x8 + x4 + x3 + x + 1 over GF (2). Depending on the version of the AES, Nr rounds are applied to that state: Nr = 10 for AES-128, Nr = 12 for AES-192 and Nr = 14 for AES-256. Each of the Nr AES round (Figure 1) applies four operations to the state matrix (except the last one where we omit the MixColumns): – AddRoundKey (AK) adds a 128-bit subkey to the state. – SubBytes (SB) applies the same 8-bit to 8-bit invertible S-Box S 16 times in parallel on each byte of the state, – ShiftRows (SR) shifts the i-th row left by i positions, – MixColumns (MC) replaces each of the four column C of the state by M × C where M is a constant 4 × 4 maximum distance separable circulant matrix over the field GF (28 ), M = circ(2, 3, 1, 1).
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Figure 1: An AES round applies MC ◦ SR ◦ SB ◦ AK to the state. There are Nr = 10 rounds in AES-128.



After the Nr -th rounds has been applied, a final subkey is added to the internal state to produce the ciphertext. The key expansion algorithm to produce the Nr + 1 subkeys for AES-128 is described in Figure 2(a), and in Figure 2(b) for the AES-256. We refer to the official specification document [16] for further details. SuperSBox. In [6], Rijmen and Daemen introduced the concept of SuperSBox to study two rounds of AES. This transformation sees the composition SB ◦ AK(k) ◦ MC ◦ SB as four parallel applications of a 32-bit S-Box, and has been useful for several cryptanalysis works, see for instance [8,10]. Abusing notations, in the sequel, we call SuperSBox keyed by the key k the transformation that applies this composition to a single AES-column. In that
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