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Open-key Model







Known-key model: introduced by Knudsen and Rijmen in [KR-A07]







Relaxed version: chosen-key model (related keys) in [BKN-C09]







Ours: no difference in the key (single-chosen-key model)
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Known-Key and Chosen-Key Distinguishers Block-cipher E ∼ = family of PRPs E : K × D −→ D. Let ∆IN and ∆OUT two truncated differences. Known-key Distinguisher Let K a key and EK the associated permutation. Find (P, P 0 ) s.t. P ⊕ P 0 ∈ ∆IN and EK (P) ⊕ EK (P 0 ) ∈ ∆OUT . Single-chosen-key Distinguisher Find K , (P, P 0 ) s.t. P ⊕ P 0 ∈ ∆IN and EK (P) ⊕ EK (P 0 ) ∈ ∆OUT . Example: AES ∆IN



∆OUT
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Limited Birthday Distinguisher [Gilbert and Peyrin FSE2010] Conjecture: best algorithm to solve the problem. Limited Birthday What is the generic complexity for mapping i fixed-difference bits to j fixed-difference bits with a random n-bit permutation π? n n−i n−j



π



j



Algorithm: sequential applications of the birthday algorithm. Time complexity: Cn (i, j) (assuming i ≤ j) (   j/2, if: j ≤ 2(n − i), log2 Cn (i, j) = i + j − n, if: j > 2(n − i). INDOCRYPT’2012 – P. Derbez, P.-A. Fouque, J. Jean – Faster CK Distinguishers on Reduced-Round AES



5/21



Introduction



7R KK Improved



7R CK



8R CK



The End



Rebound Technique [MRST-FSE09] For a given truncated differential path Set differences and values around a non-linear layer using its differential properties with amortized complexity one NL = AES SBox or SuperSBox Differences



L
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Rebound Technique for AES-like Permutation ∆IN SB
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AK



Outbound



AK SB SR MC Inbound: AK  1R ⇒ Algo for 7 rounds SB SR MC (improved in [MPRS-SAC09])  AK 2R ⇒ Algo for 8 rounds [GP-FSE10]



Inbound



 3R ⇒ Algo [JNP-FSE12] SB for 9 rounds SR MC (only for square state size ≥7) AK SB
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−1 Cinbound × poutbound



Improvements Decrease Cinbound Increase poutbound Control probabilistic transition(s) in the inbound
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Total time complexity
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Improved Known-key distinguisher on 7 rounds [MPRS-SAC09] (1/2) The subkeys are known
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For each n  → , store o Li,j = (x, x ⊕)/S(x)⊕S(x ⊕) =  of size 2 · (27 − 1)
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For each column j, find a difference δ Q s.t.: e.g., MC([δ, 0, 0, 0]) ∈ i Li,j
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About 24 values per column matching the differences: store differences  in L
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For each column j, find a difference δ Q s.t.: e.g., MC([δ, 0, 0, 0]) ∈ i Li,j Deduce differences for all columns



About 24 values per column matching the differences: store differences  in L Randomize difference  in 2nd round
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About 24 values per column matching the differences: store differences  in L







Randomize difference  in 2nd round
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About 24 values per column matching the differences: store differences  in L
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Outbound: poutbound = 2−24
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Improved Known-key distinguisher on 7 rounds [MPRS-SAC09] (2/2) Distinguishing Algorithm One solution with simple operations in the middle. −1 Repeat poutbound = 224 times, one solution for the 7 rounds. Time complexity: 224



Memory complexity: 216



Generic distinguisher Find (P, P 0 ) s.t. P ⊕ P 0 ∈ ∆IN and C ⊕ C 0 ∈ ∆OUT . Birthday/Limited-birthday: C (8 · 12, 8 · 12). ∆IN



∆OUT
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Our contributions: Single-chosen-key distinguishers Our contributions 



Chosen-key model =⇒ freedom in the key bytes







Use this freedom to decrease complexities of previous algorithms







We use the same truncated characteristics







As [MPRS-SAC09], our inbounds include one more 4 → 1 transition compared to known-key distinguishers.



Results 



Distinguisher for 7 rounds in 28 operations:  







No rebound, since it imposes at least 216 operations Outbound with probability 1.



Distinguisher for 8 rounds in 224 operations 



Outbound with only one 4 → 1 transition, with p = 2−24 .
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Backward:  Randomize one difference (Round 4)
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 Find one matching key (among 264 )  Deduce (P, P 0 ) since poutbound = 1
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Single-chosen-key distinguisher on 7 rounds – Matching key Finding one matching key



u3 7 1 1 1 7 1 1 7 1 4 1 1



MC



3 4 4 4



k3 7 2 6 2 6 2 6 2



2 2 2 2



KS



k4 8 8 8 5 3 3 5 3 3 5 3 3



Finding one matching key      



Gray bytes have been previously determined Randomize all 1 bytes Get 2 bytes in right half of k3 from MC Determine 3 bytes from KS equations Solve equations to deduce 4 bytes etc. with 5, . . . , 8



Note: we could get 264 matching keys in time 264 . INDOCRYPT’2012 – P. Derbez, P.-A. Fouque, J. Jean – Faster CK Distinguishers on Reduced-Round AES
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Single-chosen-key distinguisher on 7 rounds – Complexity



Distinguishing Algorithm We only manipulate lists of size at most 28 elements and compute intersections on them. Uniform assumption =⇒ Psuccess ≥ 99.96% (proof in the paper). Time complexity: 28



Memory complexity: 28



Generic distinguisher Find K , (P, P 0 ) s.t. P ⊕ P 0 ∈ ∆IN and EK (P) ⊕ EK (P 0 ) ∈ ∆OUT . Birthday/Limited-birthday: C (8 · 12, 8 · 12). Time complexity: 264
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Single-chosen-key distinguisher on 8 rounds – Keyed SuperSBox Keyed SuperSBox Problem k



∆in SB



MC



a0 b0 ARK ? ? SB



Goal: find k, (x, y ) s.t.:



∆out a b



Know: 



Input difference ∆in







Output difference ∆out







Two output values: a, b



x ⊕ y = ∆in



SuperSBoxk (x) ⊕ SuperSBoxk (y) = ∆out



SuperSBoxk (c) = [a, b, ?, ?]T Enumeration: 216 solutions in 216 operations
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Single-chosen-key distinguisher on 8 rounds – Complexity Distinguishing Algorithm 



Randomization to construct lists Li in 216 time and memory







Construct L0,3 of 224 elements in 224 operations







Idem for L0,1,3 and L0,1,2,3 of size 224







Probabilistic step: poutbound = 2−24 Time complexity: 224



Memory complexity: 224
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Conclusion







Single-chosen-key model completes open-key from by [KR-A07] Move one probabilistic transition into the inbound phase Algorithms implemented and verified Results extend naturally to AES-256







Distinguishers for AES-128:



  



 







Distinguisher for 7 rounds in 28 time and memory Distinguisher for 8 rounds in 224 time and memory



Distinguishers for AES-256:   



Distinguisher for 7 rounds in 28 time and memory Distinguisher for 8 rounds in 224 time and memory Distinguisher for 9 rounds in 224 time and memory
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Get (P, P 0 ) s.t.: ( P ⊕ P 0 ∈ ∆IN C ⊕ C 0 ∈ ∆OUT
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Known-key distinguisher on 7 rounds (2/2) Rebound technique



Distinguishing Algorithm For fixed differences  and , one solution in average for the middle. Repeat 248 times, one solution for the 7 rounds. Time complexity: 248



Memory complexity: 216



Generic distinguisher Find (P, P 0 ) s.t. P ⊕ P 0 ∈ ∆IN and C ⊕ C 0 ∈ ∆OUT . Birthday/Limited-birthday: C (8 · 12, 8 · 12). ∆IN



∆OUT
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−1 One solution for inbound: average cost 1, repeated poutbound = 248 times.



Time complexity: 248



Memory complexity: 232
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