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Context and motivation



Frama-C, a platform for analysis of C code



A brief history



I



90’s: CAVEAT, Hoare logic-based tool for C code at CEA



I



2000’s: CAVEAT used by Airbus during certification process of the A380 (DO-178 level A qualification)



I



2002: Why and its C front-end Caduceus (at INRIA)



I



2006: Joint project on a successor to CAVEAT and Caduceus



I



2008: First public release of Frama-C (Hydrogen) Today: Frama-C Sodium (v.11)



I



I I I



Multiple projects around the platform A growing community of users. . . and of developers
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Context and motivation



Frama-C, a platform for analysis of C code



Frama-C at a glance



I



A Framework for Modular Analysis of C code



I



Developed at CEA LIST in collaboration with INRIA Saclay



I



Released under LGPL license



I



ACSL annotation language Extensible plugin oriented platform



I



I I I



I



Collaboration of analyses over same code Inter plugin communication through ACSL formulas Adding specialized plugins is easy



http://frama-c.com/ [Kirchner et al. FAC 2015]
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Context and motivation



Frama-C, a platform for analysis of C code



ACSL: ANSI/ISO C Specification Language I



Based on the notion of contract, like in Eiffel, JML



I



Allows users to specify functional properties of programs



I



Allows communication between various plugins



I



Independent from a particular analysis



I



Manual at http://frama-c.com/acsl



Basic Components I



First-order logic



I



Pure C expressions



I



C types + Z (integer) and R (real)



I



Built-in predicates and logic functions particularly over pointers: \valid(p) \valid(p+0..2), \separated(p+0..2,q+0..5), \block_length(p)
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Context and motivation



Frama-C, a platform for analysis of C code



Example: a C program annotated in ACSL / * @ r e q u i r e s n>=0 && \ v a l i d ( t + ( 0 . . n − 1 ) ) ; a s s i g n s \nothing ; e n s u r e s \ r e s u l t != 0 ( \ f o r a l l i n t e g e r j ; 0 t [ j ] == 0 ) ; */ int a l l z e r o s ( int t [] , int n) { int k ; / * @ l o o p i n v a r i a n t 0 0 ; */ e acsl assert ( len > 0); a i n v = malloc ( s i z e o f ( i n t )* l e n ) ; f o r ( i = l e n − 1 ; i >= 0 ; i ) { /* @ assert \ v a l i d (a + i) ; */ int e acsl valid = valid (a + i , sizeof ( int )); e acsl assert ( e acsl valid ); a inv [ len − i − 1] = a [ i ] ; } // array a_inv is inversed free ( a inv );
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The memory monitoring library



An overview
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The memory monitoring library



An overview



The memory monitoring library, an overview E-ACSL2C performs a non-invasive C code instrumentation of p into p 0 : I



p 0 records memory block (object) metadata in the store I



I



I



validity information (including base address, size) whenever a new block is allocated initialization information whenever a byte is assigned



p 0 queries the store to evaluate memory related E-ACSL constructs



The memory monitoring library provides primitives for record/query operations.
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The memory monitoring library



An overview



Instrumented program p 0 with memory monitoring int a [ ] = {1 ,2 ,3 ,4} , len = 4 , i , * a inv ; s t o r e b l o c k (& a , 1 6 ) ; s t o r e b l o c k (& l e n , 4 ) ; s t o r e b l o c k (& i , 4 ) ; s t o r e b l o c k (& a i n v , 4 ) ; /* @ assert len > 0 ; */ e acsl assert ( len > 0); a inv = e a c s l m a l l o c ( s i z e o f ( i n t )* l e n ) ; f o r ( i = l e n − 1 ; i >= 0 ; i ) { /* @ assert \ v a l i d (a + i) ; */ int e acsl valid = valid (a + i , sizeof ( int )); e acsl assert ( e acsl valid ); a inv [ len − i − 1] = a [ i ] ; } // array a_inv is inversed e acsl free ( a inv ); d e l e t e b l o c k (& a i n v ) ; d e l e t e b l o c k (& i ) ; d e l e t e b l o c k (& l e n ) ; d e l e t e b l o c k (& a ) ; A.Jakobsson, N.Kosmatov, J.Signoles (CEA)
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The memory monitoring library



An overview



Instrumented program p 0 with memory monitoring ˆ
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The memory monitoring library



An overview



The problem:



How to store and extract this information efficiently?
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The memory monitoring library



Patricia trie model



Outline Context and motivation Frama-C, a platform for analysis of C code Motivation The memory monitoring library An overview Patricia trie model Shadow memory based model The Hybrid model Design principles Illustrating example Dataflow analysis An overview How it proceeds Evaluation Conclusion and future work A.Jakobsson, N.Kosmatov, J.Signoles (CEA)
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The memory monitoring library



Patricia trie model



Model 1: Patricia trie A Patricia trie (compact prefix trie) is an optimized prefix trie, where I leaves contain stored keys (here, block base addresses) I any internal node contains greatest common prefix of all its successors Example of a Patricia trie a) before, and b) after inserting 0010 0111 a)



b)



0010 **** 0010 0110



0010 1***



0010 1001



0010 **** 0010 011*



0010 1101



0010 1***



0010 0110 0010 0111 0010 1001 0010 1101



Advantages of a Patricia trie: supports byte- and block-level predicates I sorted structure (e.g. closest predecessor searched for \base_addr) I size of metadata not limited Disadvantage: I look-up of metadata in O(k) steps (word length k=32 or 64) A.Jakobsson, N.Kosmatov, J.Signoles (CEA)
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The memory monitoring library



Patricia trie model



Experiments: comparison to other data structures Our implementation with a Patricia trie is in average I



2500 times faster than linked lists



I



200 times faster than unbalanced binary search trees I



I



linear worst case complexity !



27 times faster than Splay trees (can be 3 times slower or >500 times faster depending on examples) I I I



Splay trees move recently accessed elements to the top it pays if frequent successive accesses to the same blocks waste of time if successive accesses to different blocks (ex. big matrix multiplication)
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The memory monitoring library



Patricia trie model



Optimized records and queries in the store Queries in the store intensively use greatest common prefix computation to decide which branch to follow or which common predecessor to add Here, the Patricia trie stores binary numbers as keys (base addresses) I



a linear search to compute greatest common prefix can be avoided,



I



efficient logarithmic dichotomic search can be used instead



Our greatest common prefix uses dichotomic search optimized by I



bit operations



I



pre-computed masks



I



pre-computed next step indices (no need for (high+low)/2)
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The memory monitoring library



Patricia trie model



Optimized records and queries in the store, cont’d Greatest common prefix mask by dichotomic search for 8-bit words: typedef unsigned char byte; // index 0 1 2 3 4 5 6 7 8 byte masks[] = {0x00,0x80,0xC0,0xE0,0xF0,0xF8,0xFC,0xFE,0xFF}; int longer [] = { 0, -1, 3, -3, 6, -5, 7, 8, -8}; int shorter[] = { 0, 0, 1, -2, 2, -4, 5, -6, -7}; byte gtCommonPrefixMask(byte a, byte b) { byte nxor = ~(a ^ b); // a bit = 1 iff this bit is equal in a and b int i = 4; // search starts in the middle of the word while(i > 0) // if more comparisons needed if (nxor >= masks[i]) i = longer[i]; // if first i bits equal,try a longer prefix else i = shorter[i]; // otherwise, try a shorter prefix return masks[-i]; // if i 0 ; * / e acsl assert ( len > 0); a inv = e a c s l m a l l o c ( s i z e o f ( i n t )* l e n ) ; f o r ( i = l e n − 1 ; i >= 0 ; i −−) { / *@ a s s e r t \ v a l i d ( a + i ) ; * / int e acsl valid = valid (a + i , sizeof ( int )); e acsl assert ( e acsl valid ); a inv [ len − i − 1] = a [ i ] ; } e acsl free ( a inv ); d e l e t e b l o c k (& a i n v ) ; d e l e t e b l o c k (& i ) ; d e l e t e b l o c k (& l e n ) ; delete block (a ); A.Jakobsson, N.Kosmatov, J.Signoles (CEA)
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Dataflow analysis



How it proceeds



Outline Context and motivation Frama-C, a platform for analysis of C code Motivation The memory monitoring library An overview Patricia trie model Shadow memory based model The Hybrid model Design principles Illustrating example Dataflow analysis An overview How it proceeds Evaluation Conclusion and future work A.Jakobsson, N.Kosmatov, J.Signoles (CEA)
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Dataflow analysis



How it proceeds



Illustrative example void f ( int c ) { char * p ; int x = 0; if ( c ) { p = ( char *) malloc ( sizeof ( char ) * 4); for( int k = 0; k < 4; i ++) *( p + k ) = ( char ) k ; } else { x = 1; p = ( char *)& x ; } *( p +3) = 5; /*@ assert ∀ integer k; 0 























des documents recommandant







[image: alt]





Fast as a Shadow, Expressive as a Tree - Nikolai Kosmatov 

memory monitoring library that provides primitives for both eval- uating memory-related E-ACSL annotations (by making queries to the store) and recording in ...










 


[image: alt]





Fast as a Shadow, Expressive as a Tree ... - Nikolai Kosmatov 

Nov 8, 2016 - related E-ACSL annotations (by making queries to the store) and recording in the store all necessary data on allocation, deallocation and ...










 


[image: alt]





Fast as a Shadow, Expressive as a Tree: Optimized ... - Julien Signoles 

Nov 17, 2016 - CEA, LIST, Software Reliability and Security Laboratory, PC 174, 91191 ... Email addresses: [email protected] (Arvid Jakobsson), .... 1For instance, in a progam fragment p=malloc(N); q=p; free(p); p=malloc(N);, pointer q that b










 


[image: alt]





Structural Unit Testing as a Service with ... - Nikolai Kosmatov 

CEA, LIST, Software Reliability Laboratory, PC 174, 91191 Gif-sur-Yvette, France ... programs, and discusses various issues encountered in our .... Cryptography: use of protected channels (such as https) ... Finally, PathCrawler-online deactivates ne










 


[image: alt]





Cantonese gwai2 as a pure expressive - GrÃ©goire Winterstein 

Dec 12, 2016 - A-Mei discovered that Juan is Spanish. b. hai6 is gwai2, .... List of 2047 disyllabic adjectives (extracted from a MOR grammar for. CHAT Data ...










 


[image: alt]





A Constraint Solver for Sequences - Nikolai Kosmatov 

1 Introduction. Research work ... The decidability of word equations with an addi- ... The general constraint solving problem for sequences is even more compli-.










 


[image: alt]





Program Slicing Enhances a Verification ... - Nikolai Kosmatov 

generation, runtime errors, alarm-guided test generation. 1. INTRODUCTION. Recent research ... (1) new optimized and adaptive usages of program slicing, ..... 5a) calls DA on k .... answers (Ex. 2, 4) and without the waste of time of each.










 


[image: alt]





Download as a PDF 

(2) Laboratoire d'Acoustique Musicale (CNRS, UPMC, MinistÃ¨re de la Culture) ... the posterior portion of the vocal folds can also be active in the case of a ...










 


[image: alt]





Download as a PDF 

that is to say: 2L = {âˆ…, {L1}, {L2}â€¦, {LM}â€¦, {L1, ... and Spanish. Data consist of read passages ... a fusion module (see Figure 2):. â€¢ Acoustics Expert [5]: After an ...










 


[image: alt]





Download as a PDF 

May 30, 2007 - is a similarity metric among terms and texts, that can be used to query the corpus for domain specific terminology. As a final step, in Section 4 ...










 


[image: alt]





Download as a PDF 

May 30, 2007 - first guess at the meaning of novel words [Ciaramita and Johnson, 2003], and in syntactic parse re-ranking, to define latent semantic features ...










 


[image: alt]





Shadow State Encoding for Efficient Monitoring of ... - Nikolai Kosmatov 

Apr 26, 2017 - time and memory overheads comparable to state-of-the-art memory debuggers. Keywords Memory safety, Shadow memory, Runtime monitor-.










 


[image: alt]





Download as a PDF 

that is to say: 2L = {âˆ…, {L1}, {L2}â€¦, {LM}â€¦, {L1, ... and Spanish. Data consist of read passages ... a fusion module (see Figure 2):. â€¢ Acoustics Expert [5]: After an ...










 


[image: alt]





slides - Nikolai Kosmatov 

Aug 27, 2012 - 3 (not a triangle), 2 (equilateral), 1 (isosceles), 0 (other). Robust : validity of inputs is tested ..... go looking for bugs by sub-dividing the paths ...










 


[image: alt]





Rigorous Derivation of a Nonlinear Diffusion Equation as Fast 

Jul 6, 2009 - where N(t, x) diffuses according to the limit of the moment equation (6):. âˆ‚tN âˆ’ â–³xn(N)=0 . .... Finally, the passage to the limit is performed in ...










 


[image: alt]





Fast Computation of Arbitrary Control Dependencies - Nikolai Kosmatov 

Page 1 .... Let us illustrate these ideas on an example graph G0 shown in Fig. 1. V 1. 0 â€œ tu1,u3u is the subset ..... this function is left abstract here but is proved in the Why3 development [17]. Its contract is ..... 9(3), 319â€“349 (1987). 14.










 


[image: alt]





Download as a PDF - ICVPB 

ABSTRACT. In this paper, we present an attempt to describe flow past the glottis and to predict the pressure inside the vocal tract during phonation. Different ...










 


[image: alt]





Download as a PDF - CiteSeerX 

Mar 1, 2012 - experiments (see Buckwalter 2010, DeRose 2011, and Schaffer and ... Case B when I say that I don't know that the bank will be open on Saturday. ..... participant reported that he was a native speaker of Spanish and was ...










 


[image: alt]





Download as a PDF - CiteSeerX 

The metadata can describe the semantics of the underlying information by metadata schemas. A metadata schema is comprised of both a vocabulary used for ...










 


[image: alt]





Download as a PDF - CiteSeerX 

purpose of the present paper is to test the usefulness of LSF information as compared to HSF information in a visual classification task performed by an artificial ...










 


[image: alt]





Atmospherics as a Marketing Tool 

Page 1. Page 2. Page 3. Page 4. Page 5. Page 6. Page 7. Page 8. Page 9. Page 10. Page 11. Page 12. Page 13. Page 14. Page 15. Page 16. Page 17.Missing:










 


[image: alt]





Download as a PDF - CiteSeerX 

Department of Pathology biologically important recoding events in the genes of several other eukaryotes and also in gram-positive,. University of Cambridge.










 


[image: alt]





Download as a PDF - CiteSeerX 

Measured behavior of model systems from physics and other disciplines exhibits particular .... To situate a model, a scientist must connect the model with other.










 


[image: alt]





MMFilter: A CHR-Based Solver for Generation of ... - Nikolai Kosmatov 

Apr 3, 2018 - terms) and a body (with a list of CHR constraints and Prolog terms). A rule can have an identifier that is .... When such an operation appears, we add a constraint in the store saying that ...... alglave/these.pdf. [3] J. Alglave and ..










 














×
Report Fast as a Shadow, Expressive as a Tree: Hybrid ... - Nikolai Kosmatov





Your name




Email




Reason
-Select Reason-
Pornographic
Defamatory
Illegal/Unlawful
Spam
Other Terms Of Service Violation
File a copyright complaint





Description















Close
Save changes















×
Signe






Email




Mot de passe







 Se souvenir de moi

Vous avez oublié votre mot de passe?




Signe




 Connexion avec Facebook












 

Information

	A propos de nous
	Règles de confidentialité
	TERMES ET CONDITIONS
	AIDE
	DROIT D'AUTEUR
	CONTACT
	Cookie Policy





Droit d'auteur © 2024 P.PDFHALL.COM. Tous droits réservés.








MON COMPTE



	
Ajouter le document

	
de gestion des documents

	
Ajouter le document

	
Signe









BULLETIN



















Follow us

	

Facebook


	

Twitter



















Our partners will collect data and use cookies for ad personalization and measurement. Learn how we and our ad partner Google, collect and use data. Agree & Close



