






[image: PDFHALL.COM]






Menu





	 maison
	 Ajouter le document
	 Signe
	 Créer un compte







































Enhancing Symbolic Execution for Coverage ... - SÃ©bastien Bardin

the LTest plugin of the open-source software analyzer Frama-C. We also present new ... [19], leading to many academic tools and case-studies [4],. [7], [8], [18]. .... #Inf: number of infeasible labels (manual inspection). #d: number of .... [14] P. Godefroid, M. Y. Levin, D. A. Molnar: SAGE: whitebox fuzzing for security testing. 

















 Télécharger le PDF 






 102KB taille
 2 téléchargements
 48 vues






 commentaire





 Report
























Enhancing Symbolic Execution for Coverage-Oriented Testing ⋆ S´ebastien Bardin



Nikolai Kosmatov



Micka¨el Delahaye



CEA, LIST, Laboratoire pour la Sˆuret´e du Logiciel 91191, Gif-sur-Yvettes, France [email protected] Abstract—Automatic (code-based) test data generation is a major topic in software engineering, and Dynamic Symbolic Execution (DSE) is a very promising approach to this problem. However, while DSE inherently covers feasible paths of the program under test, practical testing is more concerned with fulfilling so called coverage criteria, such as instruction coverage, branch coverage, MCDC (in aeronautic) or mutations. Three problems arise for DSE in this context. First, path coverage may not be adapted to the criteria under consideration. Second, some of the coverage requirements may be infeasible. Third, we need to be able to handle a large range of different coverage criteria. We propose three ingredients to tame these issues: a unified management of a large class of coverage criteria through labels (i.e. reachability objectives), a variant of DSE designed to handle explicit coverage requirements at only a reasonable cost, and a combination of well-known static analyses for detecting infeasible coverage requirements. These results have been implemented into the LTest plugin of the open-source software analyzer Frama-C. We also present new results, including experiments on a weak form of the MCDC criterion and a combination of DSE with infeasibility detection. Keywords—Testing, symbolic execution, coverage criteria



I.



I NTRODUCTION



Automatic (code-based) test data generation is a major topic in software engineering, and Dynamic Symbolic Execution (DSE) [11], [14] is a very promising approach to this problem. While an old idea [15], Symbolic Execution has known a regain of interest in the mid 2000’s [13], [17], [19], leading to many academic tools and case-studies [4], [7], [8], [18]. However, while DSE inherently covers feasible paths of the programs under test, practical testing is more concerned with fulfilling so called coverage criteria [1], [20], such as instruction coverage, branch coverage, MCDC [10] or mutations [12]. Three problems arise for DSE in this context: •



path coverage may not be adapted to the criterion under consideration, e.g. path coverage does not ensure multiple-condition coverage;



•



since coverage requirements are syntactically defined from the program under test (without considering its semantic), some or even many coverage requirements may be infeasible, leading to a waste of efforts trying to cover these objectives, as well as to artificially low coverage ratios;



⋆ Work partially funded by EU FP7 (project STANCE, grant 317753) and French ANR (project BINSEC, grant ANR-12-INSE-0002, and SOPRANO, grant ANR-14-CE28-0020).



•



finally, there exist many different classes of coverage requirements, and any coverage-oriented testing approach must be able to handle a large part of them.



We propose three solutions to these problems. First, we propose labels (reachability objectives) as a way of modeling many existing coverage criteria [6]. Second, we define a variant of DSE [6] which handles explicit coverage requirements at only a reasonable cost (i.e., a polynomial growth of the search space, while a standard approach induces an exponential blowup). Third, we use a combination of static analyses [3] in order to detect infeasible coverage requirements. These results have been implemented in the LT EST plugin [2] of the opensource software analyzer Frama-C [9]. After reviewing this label-based testing framework, we present new experimental results on weak forms of the MCDC criterion and additional optimizations of the approach. II.



OVERVIEW



Background: symbolic execution. Symbolic execution is considered as a very fruitful and promising approach to automatic test generation from source-code. Basically, the technique amounts to iterate over (a finite subset of) the paths of the program under test, and for each path to compute a so-called path predicate, i.e. a formula such that any input satisfying it is ensured to exercise the given path at runtime. The formula is then fed to an automatic solver (typically: SMT solver) to derive a new test input. A generic view of the algorithm is depicted in Algorithm 1. Algorithm 1: Symbolic Execution algorithm Input: a program P with finite set of paths P aths(P ) Output: T S, a set of pairs (t, σ), with t a test input and σ a path, such that P (t) covers σ 1 T S := ∅; 2 Spaths := P aths(P ); 3 while Spaths 6= ∅ do 4 choose σ ∈ Spaths ; Spaths := Spaths \ {σ}; 5 compute path predicate φσ for σ ; 6 switch solve(φσ ) do 7 case sat(t): T S := T S ∪ {(t, σ)}; 8 case unsat: skip; 9 endsw 10 end 11 return T S;



Labels. Labels [6] are basically reachability objectives inserted into the program under test. They can perfectly emulate many standard criteria [6], ranging from basic ones (Instructions, Decisions, Conditions) to more advanced ones (e.g. side-effect free weak mutations). Labels are interesting here for two essential reasons: (1) they allow to manage in a unified way many different criteria, (2) they allow to reuse the whole machinery of program verification for dealing with coverage criteria issues, since reachability is at the heart of program verification. An encoding of a standard criterion is given in Figure 1. Readers can refer to [6] for more examples.



statement_1; if (x==y && a 
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