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Exercise 1: BLP model Let consider a security label lattice built from 4 confidentiality levels Top Secret >Secret > Confidential > Non Confidential, and 3 confidentiality categories A, B et C. In the following examples, specify which access mode (observation or alteration) are allowed according to the Bell LaPadula model (the discretionary rule of Bell LaPadula is not taken into account). − Mr V with label (Top Secret,{A,C}) wants to access to a document with label (Secret,{B,C}) − Mr W with label (Confidential,{C}) wants to access to a document with label (Confidential,{B,C}) − Mr X with label (Secret,{C}) wants to access to a document with label (Secret,{C}) − Mrs Y with label (Top Secret,{A,C}) wants to access to a document with label (Confidential,{A}) − Mrs Z with label (Non Confidential,∅ ∅) wants to access to a document with label (Confidential,{B})



Exercise 2: Access control policy in an hospital We consider a medical Information System which controls the access to the records and prescriptions of the patients by the doctors and nurses. The access control policy is the following. •



The doctors are able to observe and modify the patient records and prescriptions ;



•



The nurses are able to observe and modify the prescriptions; they are not authorized to read the patient records, but are authorized to add some information.



1. We consider the access right r for “read” (observation only), w for “read & write” (observation and modification) and a for “append” (modification only). Write the access control matrix corresponding to the access control policy described previously, using the access rights r, w and a. 2. Show that it is impossible to define a security label lattice that represents this access control matrix in the Bell LaPadula model. 3. We consider an Extended Bell LaPadula model with the following modifications: •



Instead of associating an unique label to a subject, we consider a couple of labels (L1, L2) with L1 dominated by L2 (an object still receives an unique label),



•



The simple security property is replaced with, A subject with label (L1,L2) can observe an object with label L, if and only if L2 dominates L,



•



The confinement property is replaced with, A subject with label (L1,L2) can modify an object with label L, if and only if L dominates L1.



Define a security label lattice that permits to represent the access control matrix from question 1 in the extended Bell LaPadula model. 4. Which other access control model would be more convenient to express this access control policy? 5. Is it possible to consider in the extended Bell LaPadula model an information flow from an object to another object whose labels are not comparable?



Exercise 3 : Unix Data General B2 system The operating system Unix Data General B2 (DG/UX B2) implements a mandatory acces control policy (MAC) based on a multi-level security model. This access control Policy uses security labels corresponding to distinct “regions”, as detailed on schema 1. The “administrative region” is reserved for security data: the log files, the definition of the security labels. The system programs are located in the “virus prevention region”.



A&A database, audit



Administrative region



User data and applications



Labels



User region



VP-1 : Site executables



Virus Prevention region



de sécurité



VP-2 : Trusted data VP-3 : Executables not part of the TCB (“Trusted Computing Base”) VP-4 : Executables part of the TCB (“Trusted Computing Base”)



Schema 1 The access control Policy of DG/UX B2 applies the simple security rule and the confinement rule (or *-property) from Bell Lapadula model (a third rule is discussed in question c). The subjects are the users and the processes. The security labels are affected to subjects as follows: −



The initial label of a user is stored in the “A&A database” from the “Administrative region”.



−



When a process is created, it inherits the label of the parent process.



The objects are the files and the directories. The labels of the objects can be either explicit, or implicit. An explicit label will be stored by the system in the attributes of the object. An implicit label is determined from the parent directory label. This notion of implicit label is used for symbolic links. How the labels are affected is not in the scope of this exercise. a- Why is the “Virus prevention region” dominated by the “User region”? b- Why is the “Administrative region” dominated by the “User region”? c- The system DG/UX B2 adds a supplementary access control rule: a subject with label l1 is not authorized to observe an object with label l2, such that l2 strictly dominates l1. Explain why? d- To avoid information leaks, a process with label l1 will be able to create a file in a directory with label l2 if l1=l2. In case this condition is removed, describe a scenario proving the existence of a covert channel. e- The restriction of question d forbids usual manual operations such as compilation or the access to mail (which requires the access to directories /tmp1 and /var/mail). To avoid this limitation, DG/UX B2 introduces a mechanism called “multi-level directory”. Imagine what could be this mechanism.



1



Temporary directory in which files from all the users maybe be stored for a given period of time.
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