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The objectives of the protocol are the following: mutual authentication and ... a- In order to understand the protocol SPLICE/AS, reply to the following questions:. 
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EXERCISE 1 Authentication protocol SPLICE /AS SPLICE/AS1 is a system offering mutual authentication between a client and a server. The underlying cryptographic protocol uses asymmetric cryptography and requires a certification authority to distribute the public keys. We suppose that the asymmetric cryptographic algorithm used is able to encrypt a message with the private key, the resulting message being decrypted with the public key (as in RSA for instance). The objectives of the protocol are the following: mutual authentication and distribution of a fresh secret session key. The aim of this exercise is to find some flaws of this protocol. We adopt the following convention of notations: • S, C, and AC are respectively the server, client and certification authority, and, in case of an attack scenario, X will denote the attacker, • N1, N2, are N3 pseudo-random numbers, • T denotes a time stamp, • L denotes a time interval (specifying the lifetime of a time stamp), • PKi et SKi denote respectively the public key and the private key of I (I ∈{S,C,AC,X}). Initially the client C and the server S only know their own public and private keys, together with the public key of AC, whereas AC knows, besides its own public and private keys, the public key of everybody else (including attacker X’s public key). The messages of the protocol are the following: 1. 2. 3. 4. 5. 6.



C → AC: AC → C : C→S : S → AC : AC → S : S→C :



C, S, N1 AC, {AC, C, N1, PKs}SKac C, S, {C, T, L, {N2}PKs}SKc S, C, N3 AC, {AC, S, N3, PKc}SKac S, C, {S, N2+1}PKc



After the execution of the authentication protocol, N2 is used by C and S as a symmetric key in order to ensure the confidentiality of the following communication session. a-



1



In order to understand the protocol SPLICE/AS, reply to the following questions: a-1. What is the aim of messages 1 and 2 (respectively 4 and 5)? a-2. This protocol uses three different methods to ensure entity authentication. Identify and explain these three methods. a-3. After which message, S is able to authenticate C? a-4. Why is the nonce N2 encrypted using key PKs in message 3? a-5. What is the aim of the public key encryption in message 6? Propose an alternative protocol that does not use this encryption.



System proposed by S. Yamaguchi, K. Okayama, and H. Miyahara in 1991.



a-6. Explain why this protocol is a key transport protocol and not a key agreement protocol. Propose an alternative version of the protocol that is a key agreement protocol (without using any new secret). a-7. An authentication protocol with key distribution satisfies the Perfect Forward Secrecy (PFS) property if the knowledge of one (or several) long term key(s) does not imply the knowledge of previous session keys (that is the session keys distributed before the long term keys are known). Explain why this protocol does not satisfy the PFS property. Propose an alternative protocol that satisfies PFS. b- Propose an attack (without interleaving of several authentication sessions) where the attacker X impersonates the server S and is able to obtain the key N2. c-



Propose a modification in the protocol to avoid the attack of question b (without adding a supplementary encryption).



d- Propose an attack (without interleaving of several authentication sessions), similar to question b attack, where the attacker X impersonates the client C and is able to obtain the key N2. Propose a modification in the protocol to avoid the attack of question b (without adding a supplementary encryption). e-



Propose an attack using interleaving of several authentication sessions, where the attacker X is able to impersonate the server S. (Suppose that everyone already know the public keys of everyone else, including the public key of the attacker, i.e. the attack scenario focuses on messages of type message 3 or message 6)



f-



Propose a modification to counter the attack of question e.



g- Suppose that the algorithm is RSA using the ECB block encryption mode. Making assumptions both on the length of encrypted blocks and on the length of identifiers, show that the attack of question e is still possible.
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