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1 - MENU

Mar 3, 2010 - This command allow you to send a file with all your device parameters. The file format .... [7|8][D|C] [Software|System] log [Download|Remove]. [A|B|M] ..... URl can either be a URL like 'test.com' or an IP like ...... gint.b-online.gr. 
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2 - FIRST STEPS



2.1 - The devices The device is shown in the following picture, either the C4 or the c4R, uses the same software and uses the same configuration. If you are using a c4R, report to C4R description. 2.2 - The C4 description



2.2.1 - The leds There is 4 leds on the C4 1: The external power supply 2: The processor supply 3: Depending on the mode, the GPRS/PPP status, the update status, the modem status 4: Depending on the mode, the GPS status, the update status, the modem status



Nominal mode, while the device boots 0-30 seconds : 3: should be off



4: should be off



Update mode, after device is booted, proceding update : 3: should be on while decompressing or flashing 4: should be on while erasing succesfull old update



Nominal mode, after the device booted : 3: should blink fast and often until the GSM is powered up (50 ms every 450 ms) 4: should blink fast and often until the GSM is powered up (50 ms every 450 ms) 3: should blink fast and less often until GPRS/PPP is up (50 ms every 4.5 s) 4: should blink fast and less often until GPS is fixed (250 ms every 4.5 s) 3: should blink slowly and less often since GPRS/PPP is up (50 ms every 4.5 s) 4: should blink slowly and less often since GPS is fixed (250 ms every 4.5 s)



2.2.2 - The Molex connector Molex is a large manufacturer of electronics plugs and sockets that dates back to the 1940s. Since it was one of the first companies to make these connectors, the Molex name has stuck, even though they are also made by others. C4 LEDs 2.2.3 - The GPS Antenna connector This connector is to connect an external GPS antenna. This antenna must also be activated in the software otherwise won't be used. active,



2.2.4 - The Serial number and IMEI First you get the serial number of the device. There is also this serial number as a barcode in format code 128. Then you have the modem IMEI barcode in format code 128. Then the modem IMEI in text format. C4 serial 2.2.5 - Insert the SIM card



1. Grab the device 2. Pull gently off the top of the device 3. Remove the top



4. Remove the battery 5. Open the SIM card craddle 6. Insert the SIM card and close the craddle 7. Put the battery back 8. Put the top back 9. Device is ready 2.3 - The C4R description



2.3.1 - The GPS Antenna connector C4 GPS antenna 2.3.2 - Insert the SIM card To insert the SIM card, you need to follow these steps.



First, open the device, find the 4 screws in the corners and remove them.



Then, find the SIM card emplacement.



Then, insert the SIM card.



Finally, close the device. 2.3.3 - The Serial number and IMEI C4 serial First you get the serial number of the device. There is also this serial number as a barcode in format code 128. Then you have the modem IMEI barcode in format code 128. Then the modem IMEI in text format. 2.4 - The cables



The Black sheath (power supply) White : Ignition Black : Ground power supply Red : VCC



The Red sheath (serial and 1wire) Maroon : RS232 ground Yellow : RS232 TX Orange : RS232 RX Red : RS232 CTS White : RS232 RTS Black : 1Wire ground Grey : 1Wire data



The Blue sheath (input / outputs) Grey : Output 1 White : Output 2



Green : Input 1 (Ground) Blue : Input 2 (Ground) Violet : Input 3 (+VBAT) Orange : Alarm (Ground)



2.5 - Power up 2.6 - Serial debug In order to obtain debug output, you need to have the 1wire cables short-circuited when booting the device.



Then you need to configure your serial port listening program whith the following informations : Bits per seconds : 115200 Data bits : 8 Parity : none Stop bits : 1 Flow control : none



3 - CONSOLE HOW-TO



3.1 - The boot sequence When you boot your device, you should first see this debug like output, Linux version 2.6.15MDI (root@Linux-Server-v2) (gcc version 3.4.1 20040714 #4 PREEMPT Wed Jan 17 16:51:40 CET 2007 CPU: XScale-PXA270 [69054117] revision 7 (ARMv5TE) Machine: Intel HCDDBBVA0 Development Platform (aka Mainstone) Memory policy: ECC disabled, Data cache writeback Run Mode clock: 208.00MHz (*16) Turbo Mode clock: 312.00MHz (*1.5, active) Memory clock: 208.00MHz (/2) System bus clock: 208.00MHz CPU0: D VIVT undefined 5 cache CPU0: I cache: 32768 bytes, associativity 32, 32 byte lines, 32 sets CPU0: D cache: 32768 bytes, associativity 32, 32 byte lines, 32 sets Built 1 zonelists Kernel command line: mem=32M console=ttyS1,115200 mtdparts=phys_mapped_flash:0x8000@0x8000(x-boot_l)ro,0x8000@0x10000(x-boot_h) ,0x8000@0x18000(msp),0x100000@0x20000(kernel_l)ro,0x100000@0x120000(kernel_h) ,0x600000@0x220000(root_fs_l)ro,0x600000@0x820000( root_fs_h),0x11e0000@0xe20000(user) root=/dev/mtdblock5 rootfstype=cramfs PID hash table entries: 256 (order: 8, 4096 bytes) ################## DEBUG KERNEL: pxa_get_rtc_time() = 7l Dentry cache hash table entries: 8192 (order: 3, 32768 bytes) Inode-cache hash table entries: 4096 (order: 2, 16384 bytes) Memory: 32MB = 32MB total Memory: 30500KB available (1516K code, 304K data, 68K init) Mount-cache hash table entries: 512 CPU: Testing write buffer coherency: ok NET: Registered protocol family 16 Mainstone configured to boot from processor-flash NetWinder Floating Point Emulator V0.97 (double precision) JFFS2 version 2.2. (C) 2001-2003 Red Hat, Inc. Initializing Cryptographic API io scheduler noop registered SA1100 Real Time Clock driver v1.00 SA1100/PXA2xx Watchdog Timer: timer margin 60 sec pxa2xx-uart.0: ttyS0 at MMIO 0x40100000 (irq = 22) is a FFUART pxa2xx-uart.1: ttyS1 at MMIO 0x40200000 (irq = 21) is a BTUART pxa2xx-uart.2: ttyS2 at MMIO 0x40700000 (irq = 20) is a STUART loop: loaded (max 8 devices) PPP generic driver version 2.4.2 PPP Deflate Compression module registered PPP BSD Compression module registered PPP MPPE Compression module registered physmap flash device: 2000000 at 0 phys_mapped_flash: Found 1 x16 devices at 0x0 in 16-bit bank Intel/Sharp Extended Query Table at 0x010A Intel/Sharp Extended Query Table at 0x010A Intel/Sharp Extended Query Table at 0x010A Intel/Sharp Extended Query Table at 0x010A Intel/Sharp Extended Query Table at 0x010A Using buffer write method



cfi_cmdset_0001: Erase suspend on write enabled 8 cmdlinepart partitions found on MTD device phys_mapped_flash Creating 8 MTD partitions on "phys_mapped_flash": 0x00008000-0x00010000 : "x-boot_l" 0x00010000-0x00018000 : "x-boot_h" 0x00018000-0x00020000 : "msp" 0x00020000-0x00120000 : "kernel_l" 0x00120000-0x00220000 : "kernel_h" 0x00220000-0x00820000 : "root_fs_l" 0x00820000-0x00e20000 : "root_fs_h" 0x00e20000-0x02000000 : "user" starting c4 leds controller...done starting md501-c4 power controller... done starting c4 msp i2c communication protocol (major: 252) Informing the MSP we have been woken up done starting C4 IOs driver (major: 251) done starting one-wire driver NET: Registered protocol family 2 IP route cache hash table entries: 512 (order: -1, 2048 bytes) TCP established hash table entries: 2048 (order: 1, 8192 bytes) TCP bind hash table entries: 2048 (order: 1, 8192 bytes) TCP: Hash tables configured (established 2048 bind 2048) TCP reno registered TCP bic registered NET: Registered protocol family 1 NET: Registered protocol family 17 VFS: Mounted root (cramfs filesystem) readonly. Freeing init memory: 68K INIT: version 2.84 booting Starting init Mounting /proc as procfs Mounting /mnt/user from /dev/mtdblock/user as jffs2 Giving some space to /var from ram [MAX is 500k] Mounted /var from ram with success Creating directories (lib, lock, log, run, spool, tmp)



If not, check that the 1Wire bus is short-circuit, refer to the wire manual to know which wires have to be connected together. It should be the grey and the black wires from the black sheath. This ouput is the kernel debug when it starts, it will be of no use most of the time Then follow an alike output, Processing Coprocessor update, please wait No Coprocessor update needed Coprocessor update is done Processing BootLoader update, please wait No BootLoader update needed BootLoader update is done Processing Kernel update, please wait No Kernel update needed Kernel update is done Processing Root System update, please wait No Root System update needed Root System update is done



Processing JVM update, please wait No JVM update needed JVM update is done Processing GPS update, please wait No GPS update needed GPS update is done Processing software update No software update needed Software update is done Processing user update, please wait No user update needed Processing user update done Starting kernel log Starting kernel log done Restore starting Restore not needed Done restoring Preparing system Preparing system done Starting software Starting software done Starting update log Done starting update log Console version is 'Soft-r520-Last Changed Rev: 520'



This output tells you all the automated tasks the device has to perform. For example, if you do a user update, then your device when rebooting will display the 'user update starting' flag here. 3.2 - The starting output Fresh flashed devices should lead you on the light administration console, thus, it is not mandatory. Several modules can take the output for themselves. For example, the GpsEcho component should take the standard output after the software started and the boot sequence is done, and print the NMEA frames on it if it is configured to do so. 3.3 - The light administration console 3.3.1 - Introduction The administration console starts as the devices starts. Here is a view of what you should see : -------------------------------------LIGHT ADMINISTRATION CONSOLE -------------------------------------[CONFIGURE] Send file configuration to device [CONSOLE] Full console mode [GPSPOS] Print the latest RMC and GGA NMEA Frames [IOSTATE] Print the Inputs and Outputs state [MODEM] Print modem information [LOG] Print latest software logs [RESET] Reset device [LIST]



List all parameters and value Optional [component] figters on the compoment parameters.



[s,,]



Set a parameter 
 to value Parameter should be like 'COMPONENT.PARAMETER_NAME' Optional [number] after PARAMETER_NAME for tables. [g,
] Read a parameter 
 value Parameter should be like 'COMPONENT.PARAMETER_NAME' Optional [number] add after PARAMETER_NAME for tables. --------------------------------------



Commands are on the left, short reminders are on the right. 3.3.2 - The commands To run a command, you have to type in the name of the command then press enter. Some commands take parameters, then you will need to type them in too before pressing enter. 3.3.3 - Configure This command allow you to send a file with all your device parameters. The file format is to put on each line a component, point, the parameter equals the value. component.test=value



To handle array values, add [id] at the end of the array parameter component.test[1]=value1 component.test[3]=value3



To empty a parameter, do not put a value component.test=



3.3.4 - Console switch When you type the command console or CONSOLE (watch the case), you will switch view to the full administration console. 3.3.5 - Display latest GPS frames This command, gpspos or GPSPOS displays the latest NMEA RMC and GCA frames. 3.3.6 - Display Inputs and Outputs states The command IOSTATE will display status for all the inputs and outputs, this includes the alarm and the ignition ports. 3.3.7 - Display modem state When you type the command modem or MODEM (watch the case), some modem information are displayed : The APN The GPRS status



The IMSI The IMEI The PPP IP The PPP DNS Fetching modem:cnfapn - value : 'a2bouygtel.com' PPP status is down GPRS is not registered Your IMEI is '353268002739676' Your IMSI is '208201452524078' No DNS yet



3.3.8 - Display software logs When you type the command log or LOG (watch the case), the software real-time logs (and the previous 100 lines of logs) will be displayed. To go back to the console, press CTRL+C once. 3.3.9 - Set a parameter When you type the command s,
, or S,
, (watch the case), you will set parameter 
 to value . Parameter 
 must be a component name followed by a dot (.) and the parameter name. Value must be a valid value for parameter 
. If the parameter 
 does not exists, then it won't be created.



3.3.10 - Get a parameter When you type the command g,
 or G,
 (watch the case), you will fetch parameter's 
 value. Parameter 
 must be a component name followed by a dot (.) and the parameter name. If the parameter 
 does not exists, then na value will be fetched.



3.3.11 - Reset the device When you type the command reset or RESET (watch the case), you will be able either to do a software reset of the device either to do a hardware reset of the device. Software reset will save configuration and other data before reseting the software. Hardware reset will reset the device without a delay and won't save any piece of information. 3.4 - The full administration console



The full administration console allows you to do more than configuration or data viewing. It also allows you to update the device, to manage security keys and many other possibilities. -------------------------------------[W] Light console mode [C|R] [1|S|V]



[Stop|Reset] software [Commands|Stats|Version] software



[U][L|A|Z|R] [O][U|D] [G|K][U|D] [3|4|5] [L|LS]



[List|Start|Stop|Remove] user components [Update|Delete] geofencing maps [Server|User] keys [Update|Remove] [User|Core|System] serial update [Start|Stop] Remote (GPRS) update



[7|8][D|C] [A|B|M]



[Software|System] log [Download|Remove] [Software|Kernel|Update] log output



[H]{#} Help {CommandId} --------------------------------------



3.4.1 - Return to light administration console To start this command, type w or W. If you do this command, you will go back to the light administration console. 3.4.2 - Stop the software command To start this command, type c or C. Be very cautious with this command, because the modem will be stopped and then only a manual intervention on the device will allow you to reset the device and start the software. 3.4.3 - Reset the device manually To start this command, type r or R. This command allows you to do a reset on the device, if the software is not started yet or is stopped, then you will directly do a hard reset. If not, you will have to choose between hardware and software reset. If you proceed a hardware reset, then the software won't save the current modifications, like configuration modification, new data stored, ... 3.4.4 - Display software interface commands To start this command, type 1. You will then see a menu that look like this one ------------------------------------Services list : [0] AcceleroMvtDetector [1] Accelerometers [2] Battery [3] CommandManager [4] Gps [5] GpsMvtDetector [6] GpsOdometer



[7] GsmData [8] HfkControl [9] IButton [10] IButtonRegister [11] Modem [12] OneWireManager [13] SmsControl [14] SshTunnel [15] TemperatureSensor [16] TemperatureSensorRegister [17] Alarm [18] BootCommand [19] BootReason [20] Config [21] ConfigAccess [22] DB [23] Debug [24] DigitalInputs [25] DigitalOutputs [26] Ignition [27] ShutdownRegister [28] Watchdog [29] Pdm [x] Exit command menu -------------------------------------



or this one ------------------------------------No such index '' [l] List command menu [x] Exit command menu -------------------------------------



Each number is associated to a command. Command functions To view a command function listing and arguments, press the associated number. For exemple, with the previous list, to view modem interfaces, enter 11, a similar output will come, ------------------------------------Running service 'MainProc_Modem.cmd' with 'console ' WARN:Thread::startThreading: NO Thread to start !!! ERROR: Wrong number of parameters usage: 11 _keepGprs:int [function] ([args...]) Where function is one of : - getCSQ - getIMEI inum[size]:int - isRoaming - reset - isGprsReg - setAlimMode mode:int - getRSSI - isPPPConnected - getIMSI inum[size]:int - getPinCodeTry



- desactiveLockPin pinCode:Str - activeLockPin pinCode:Str - setPinCode pinCode:Str - setPukCode pukCode:Str pinCode:Str - getSimState - getVersion version[size]:int - setAPN apn:Str username:Str password:Str auth:Str - getAPN apn[size]:int - NONE !!!! [l] List command menu [x] Exit command menu -------------------------------------



This results first tells you that usage: 11 _keepGprs:int [function] ([args...]) ro run a function, you need first to pass 11 then and integer 1 that is the flag for _keepGprs and then function and eventually arguments. Then tells you that the function getCSQ is available and takes no parameter, it also tells you that the function setAPN is available and takes 4 parameters which are 4 strings (:Str). It also tells you that the function getVersion takes a size as a parameter ([size]:int). Run a function To run a function, you need to enter the number of the command followed by the command and then by the parameters. 11 1 getVersion 128



Then the result will appear like Running service 'MainProc_Modem.cmd' with 'console 1 getVersion 128' WARN:Thread::startThreading: NO Thread to start !!! - version : ' 802:2345 ' [l] List command menu [x] Exit command menu -------------------------------------



The result of the function is " 802:2345 ". Basically the modem library version. List components again To list components again when you are in this mode ------------------------------------No such index '' [l] List command menu [x] Exit command menu -------------------------------------



You have to press either l or L. Exit mode To exit this mode, press the key x or X. 3.4.5 - Display devices statistics To start this command, type s or S. It will then display something like : -------------------------------------Software status : [RUNNING] [171] threads



Update status



: Update, sleeping



restore not started User update key is present, public key value is : No server update public key present PPP



[Status : up] [IP : 10.148.6.82]



rtc_time rtc_date rtc_epoch



: 15:09:21 : 2007-04-05 : 1970



alarm_IRQ



: no



Flash stats (r|rm|rs|rt|wc|wm|ws|wt|iop|ios|iot) 1023 0 8184 2570 0 0 0 0 0 2570 2570 Total number of and process threads 224 MemTotal: MemFree: Buffers: Cached: Active: Inactive: LowTotal: LowFree: Mapped: Slab: CommitLimit: Committed_AS: PageTables: VmallocTotal: VmallocUsed: VmallocChunk:



30588 1620 1164 7604 18476 2840 30588 1620 17456 3296 15292 438840 1236 614400 33148 581116



kB kB kB kB kB kB kB kB kB kB kB kB kB kB kB kB



Uptime (seconds) and time spent in idle process (seconds) [5060.35 3693.27]



Software status Displays the number of thread the software uses and the status of the software (RUNNING or STOPPED). Update status Displays the status of the remote update. Restore status Displays the status of the restore process. PPP status Displays status of the PPP. If up, then displays the IP od the device.



RTC status Displays the RTC status, the current time, the current date, the EPOCH and the alarm status. Flash statistics View system stats r : # of read rm : # of read merged rs : # of read sectors rt : milliseconds spent reading wc : # of write completed wm : # of write merged ws : # of written sectors wt : milliseconds spent writing iop : i/o in progress ios : milliseconds spent doing current i/os iot : milliseconds spent doing i/os



System status Displays the total number of threads in the system. Memory status Displays information about the memory of the device. Uptime status Displays the uptime in seconds and the time in iddle state. 3.4.6 - Display device component versions To start this command, type v or V. The result should look like -------------------------------------Device informations : [version] Board : [C4Brev2] Type : [3] Rev : [0] Softwares part : [version] BootLoader : [253] Kernel : [204] System : [205] Software : [Release-2.1.4]



It can eventually display the user components version. 3.4.7 - Manage user components To start this command, type u or U. List components To start this command, type ul or UL. Result is like [INSTALLED] com.test.testHttpDataEmitter [INSTALLED] com.test.testFtpDataEmitter [RUNNING] com.test.testHttpDataEmitter



Line will start with [RUNNING] if the component is started yet, Line will start with [INSTALLED] if the component is on the device. Start components To start this command, type ua or UA. To use this function, you need to stop the software, the to restart the device manually either unplugging it, or reseting it through either one console. elect a valid component name to start it : (You can type in 'all' to start all of them) [1] com.test.testFtpDataEmitter



Then press 1 to start com.test.testFtpDataEmitter. A removed component can be stopped later. Stop components To start this command, type uz or UZ. To use this function, you need to stop the software, the to restart the device manually either unplugging it, or reseting it through either one console. Select a valid component name to stop it : (You can type in 'all' to stop all of them) [1] com.test.testFtpDataEmitter [2] com.test.testHttpDataEmitter Please enter a correct index (between 1 and 2 included) :



Then press 1 to stop com.test.testFtpDataEmitter. A removed component can be started later. Remove components To start this command, type ur or UR. To use this function, you need to stop the software, the to restart the device manually either unplugging it, or reseting it through either one console. Select a valid component name to remove it : (You can type in 'all' to remove all of them) [1] test.testHttpDataEmitter [2] test.testFtpDataEmitter Please enter a correct index (between 1 and 2 included) :



Then press 1 to remove com.test.testFtpDataEmitter. A removed component cannot be either start or stop. 3.4.8 - Manage geofencing To start this command, type o or O. Add a geofencing map



To start this command, type ou or OU. Update geofencing maps Transfert a .map file or an TAR Gzipped (*.tar.gz) archive containing maps files in kermit Press CTRL+C three times to abort...



Use the kermit protocol to send your file. Remove a geofencing map To start this command, type oD or OD. Delete geofencing maps Select a map to delete, type in all to erase everything [0] test



Select the map to remove. 3.4.9 - Manage device security keys To start this command, type g or G, or k or K. 3.4.10 - User software update To start this command, type 3. 3.4.11 - Core software update To start this command, type 4. 3.4.12 - System update To start this command, type 5. 3.4.13 - Manage GPRS update To start this command, type l or L. 3.4.14 - Manage software logs To start this command, type 7. 3.4.15 - Manage system logs To start this command, type 8. 3.4.16 - Display logs There are 3 types of log you can display, the console, the kernel and the software. Eventually, you can also display the gps frames and the modem AT commands. Display software logs To start this command, type a or A. Display kernel logs To start this command, type b or B.



Display remote update logs To start this command, type m or M. Display modem AT commands logs To start this command, type modemATLog. Display gps frames logs To start this command, type gps. 3.4.17 - Help commands To start this command, type h or H. To get help about a command in the console, type h# where # is the id of the function to get help about. 4 - COMPONENTS PARAMETERS 4.1 - acceleroMvtDetector 4.1.1 - no_movement_threshold Time threshold in seconds for the movement status recorded in the DB. Should be 30 if you want the DB value to be "no movement" when no movement has been detected for since 30s. This parameter must be strictly greater than 1s. Default values :



Index



Value



[0]



'60'



4.1.2 - active Set to true to use this service. Default values :



Index



Value



[0]



'0'



4.2 - accelerometers 4.2.1 - x_detection_threshold X threshold to detect movement qualifier.



Values below 0 means the default values will be used. Default values :



Index



Value



[0]



'-1'



4.2.2 - y_detection_threshold Y threshold to detect movement qualifier. Values below 0 means the default values will be used. Default values :



Index



Value



[0]



'-1'



4.2.3 - x_detection_time X detection time qualifier. Values below 0 means the default values will be used. Default values :



Index



Value



[0]



'-1'



4.2.4 - y_detection_time Y detection time qualifier. Values below 0 means the default values will be used. Default values :



Index



Value



[0]



'-1'



4.3 - announceManager 4.3.1 - announce_placement How announces should be played regarding the distance to the next announce. - 0: Before the distance is reached. - 1: Centered on the announce place. - 2: After the announce is reached. Default values :



Index



Value



[0]



'1'



4.3.2 - min_time_between_announces Specify the minimum time between two consecutives announces. The time is expressed in seconds. Default values :



Index



Value



[0]



'2'



4.4 - batt 4.4.1 - enable_warming Enable the battery warming up subsystem. Default values :



Index



Value



[0]



'0'



4.5 - binaryGate 4.5.1 - url



Adress of the remote server when using binary protocol. URl can either be a URL like 'test.com' or an IP like '212.100.0.2'. Default values :



Index



Value



[0]



'mobile-devices.dnsalias.com'



4.5.2 - port Port of the remote server when using the binary protocol. Must be greater that 0 and lower than 65536. Default values :



Index



Value



[0]



'4242'



4.6 - boot 4.6.1 - permanent_shutdown Cuts the battery use on reboot. Default values :



Index



Value



[0]



'0'



4.6.2 - coproc_wakeup_events Defines the coproc handled wake up events. Each bit defines a possible wake up trigger : 1 : enable inputs (1 & 2) wake up ; 2 : enable accelerometer movement detection wake up ; 4 : enable external battery connection wake up ; 8 : enable modem ring wake up ; 16 : disable ignition wake up.



Default values :



Index



Value



[0]



'15'



4.6.3 - startWithDebug Sets the serial port output to software logs. Prevails over others modules. Default values :



Index



Value



[0]



'0'



4.6.4 - ignition_sleep Enable sleep mode with APC plugged in. Default values :



Index



Value



[0]



'false'



4.7 - dataEmitter 4.7.1 - dataFormatter Describes the dataformatter type used by the emitter. Aliases for MDI protocols exists, FRAME and BIN. If you use the FRAME alias, then the protocol header frame formatter will be used, if you use the alias BIN, then the binary protocol formatter will be used. If your value is incorrect, then the binary protocol formatter will be used. Default values :



Index



Value



[0]



'com.mdi.services.dataEmitter.BinaryDataFormatter'



4.7.2 - dataProtocol Describes the dataprotocol used by the emitter. Aliases BIN and TCP can be used. If you use the TCP alias, then the regular TCP protocol will be used. If you use the BIN alias, then the binary protocol emition protocol will be used. If your value is incorrect, the binary emition protocol will be used. Default values :



Index



Value



[0]



'com.mdi.services.dataEmitter.BinaryDataProtocol'



4.7.3 - period Period of emission : >0 : Periodic value ; =0 : Each time data is ready ; -1 : Send Manually. Default values :



Index



Value



[0]



'180'



4.7.4 - removeData If true, remove data from PDM when sent Default values :



Index



Value



[0]



'1'



4.7.5 - send_at_shutdown If true, will try to once send data at shutdown until the time out triggers or a success. Default values :



Index



Value



[0]



'0'



4.7.6 - keep_connection If true, will try to keep GPRS connection up as long as possible. If using header protocol, then unless connexion is loss, the header won't be send again. Default values :



Index



Value



[0]



'1'



4.7.7 - send_event If true, emit each time possible. This allows to trigger an emission with SMS. Default values :



Index



Value



[0]



'0'



4.7.8 - active Describes if this service should run. Default values :



Index



Value



[0]



'0'



4.7.9 - url Server address when using the DataProtocol. It can be a URL 'test.com' or an IP '212.100.0.2'.



Default values :



Index



Value



[0]



'mobile-devices.dnsalias.com'



4.7.10 - port Server port when using the DataProtocol. It has to be greater than 0 and below 65532. Default values :



Index



Value



[0]



'4442'



4.7.11 - enable_start_stop If true, start/stop frame will be enabled in Header protocol mode. It sends an event START frame when the ignition goes from OFF state to ON and a STOP frame otherwise. Default values :



Index



Value



[0]



'1'



4.7.12 - deviceId The device ID, if empty, Modem's IMEI will be used instead. Default values :



Index



Value



[0]



''



4.7.13 - configName



If not empty, will be emitted when connecting. Default values :



Index



Value



[0]



''



4.7.14 - headerVersion If true, emits the protocol version on new connections. Default values :



Index



Value



[0]



'0'



4.7.15 - boardVersion If true, emits the software version on new connections. Default values :



Index



Value



[0]



'0'



4.7.16 - shutdownPeriod If send at shutdown, the maximum time to wait before shutting down in seconds. Default values :



Index



Value



[0]



'30'



4.7.17 - conditions Enable conditioned send. This full option is disabled if equal to 0. An option is disabled if the corresponding bit is equal to 0.



Bit 0 : send if ignition is ON Bit 1 : send if ignition is OFF Bit Bit Bit Bit



2 3 4 5



: : : :



send send send send



if if if if



input 1 is grounded input 2 is grounded input 3 is connected to VBAT modem is not roaming



Bit 6 : send if device is standing still (accelerometer detection) Bit 7 : send if device is moving (accelerometer detection) Default values :



Index



Value



[0]



'0'



4.8 - dataRecorder 4.8.1 - recorderPolicy Recorder policy for each parameter. Default values :



Index



Value



[0]



'com.mdi.services.dataRecorder.HeadingRecordingPolicy'



[1]



''



[2]



''



[3]



''



[4]



''



[5]



''



[6]



''



[7]



''



[8]



''



[9]



''



[10]



''



4.8.2 - fieldPeriod Emission period of the field. > 0 : Positive value means record period in seconds ; 0 : Null value means record on event ; -1 : Minus one value means no record for this ; < -1 : Negative value specify the index minus one of the recorderPolicy to use. Follow a list of the possible parameters : 3 : MDI_GPRMC_VALID : Enable the RMC frame validity character ('A' or 'V') 8 : MDI_GPS_SPEED : Enable the RMC speed 9 : MDI_GPS_DIR : Enable the RMC course 14 : MDI_DIO_IGNITION : Enable the ignition status 15 : MDI_BATT : Enable the battery status (0=ok, 1=low level, 2=critically low level) 16 : MDI_GPRS : Enable GPRS status (0 not connected, 1 connected) 17 : MDI_RSSI : Enable RSSI signal 23 : MDI_ODO_PARTIAL : Enable partial GPS odometer (in kilometers with 3 digit precision after coma) 24 : MDI_ODO_FULL : Enable total GPS odometer (in kilometers) 27 : MDI_DRIVER_ID : Enable IButton key (16 characters) 28 : MDI_TEMP_1 : Enable temperature sensor 1 29 : MDI_TEMP_2 : Enable temperature sensor 2 30 : MDI_TEMP_3 : Enable temperature sensor 3 31 : MDI_TEMP_4 : Enable temperature sensor 4 32 : MDI_TEMP_5 : Enable temperature sensor 5 33 : MDI_TEMP_6 : Enable temperature sensor 6 34 : MDI_TEMP_7 : Enable temperature sensor 7 35 : MDI_TEMP_8 : Enable temperature sensor 8 36 : MDI_TEMP_9 : Enable temperature sensor 9 37 : MDI_TEMP_10 : Enable temperature sensor 10 38 : MDI_DIO_IN_TOR : State of all the inputs 53 : MDI_GEOZONE_ID : ID of the geofenced zone 55 : MDI_GPSSAT_NUM : Number of viewved satellites 56 : MDI_MVT_STATE : Status of the movements 57 : MDI_BOOT_REASON : Boot reason



58 : MDI_SHD_REASON : Shutodwn reason 59 : MDI_BATT_LEVEL : Battery level 127 : MDI_EVENT : Enable event frames ($EVENT)



Default values :



Index



Value



[0]



'-1'



[1]



'0'



[2]



'0'



[3]



'60'



[4]



'0'



[5]



'0'



[6]



'0'



[7]



'0'



[8]



'60'



[9]



'60'



[10]



'0'



[11]



'0'



[12]



'0'



[13]



'0'



[14]



'0'



[15]



'-1'



[16]



'-1'



[17]



'-1'



[18]



'-1'



[19]



'-1'



[20]



'-1'



[21]



'-1'



[22]



'-1'



[23]



'-1'



[24]



'-1'



[25]



'-1'



[26]



'-1'



[27]



'-1'



[28]



'-1'



[29]



'-1'



[30]



'-1'



[31]



'-1'



[32]



'-1'



[33]



'-1'



[34]



'-1'



[35]



'-1'



[36]



'-1'



[37]



'-1'



[38]



'-1'



[39]



'-1'



[40]



'-1'



[41]



'-1'



[42]



'-1'



[43]



'-1'



[44]



'-1'



[45]



'-1'



[46]



'-1'



[47]



'-1'



[48]



'-1'



[49]



'-1'



[50]



'-1'



[51]



'-1'



[52]



'-1'



[53]



'-1'



[54]



'-1'



[55]



'-1'



[56]



'-1'



[57]



'-1'



[58]



'-1'



[59]



'-1'



[60]



'-1'



[61]



'-1'



[62]



'-1'



[63]



'-1'



[64]



'-1'



[65]



'-1'



[66]



'-1'



[67]



'-1'



[68]



'-1'



[69]



'-1'



[70]



'-1'



[71]



'-1'



[72]



'-1'



[73]



'-1'



[74]



'-1'



[75]



'-1'



[76]



'-1'



[77]



'-1'



[78]



'-1'



[79]



'-1'



[80]



'-1'



[81]



'-1'



[82]



'-1'



[83]



'-1'



[84]



'-1'



[85]



'-1'



[86]



'-1'



[87]



'-1'



[88]



'-1'



[89]



'-1'



[90]



'-1'



[91]



'-1'



[92]



'-1'



[93]



'-1'



[94]



'-1'



[95]



'-1'



[96]



'-1'



[97]



'-1'



[98]



'-1'



[99]



'-1'



[100]



'-1'



[101]



'-1'



[102]



'-1'



[103]



'-1'



[104]



'-1'



[105]



'-1'



[106]



'-1'



[107]



'-1'



[108]



'-1'



[109]



'-1'



[110]



'-1'



[111]



'-1'



[112]



'-1'



[113]



'-1'



[114]



'-1'



[115]



'-1'



[116]



'-1'



[117]



'-1'



[118]



'-1'



[119]



'-1'



[120]



'-1'



[121]



'-1'



[122]



'-1'



[123]



'-1'



[124]



'-1'



[125]



'-1'



[126]



'-1'



[127]



'-1'



[128]



'-1'



[129]



'-1'



[130]



'-1'



[131]



'-1'



[132]



'-1'



[133]



'-1'



[134]



'-1'



[135]



'-1'



[136]



'-1'



[137]



'-1'



[138]



'-1'



[139]



'-1'



[140]



'-1'



[141]



'-1'



[142]



'-1'



[143]



'-1'



[144]



'-1'



[145]



'-1'



[146]



'-1'



[147]



'-1'



[148]



'-1'



[149]



'-1'



[150]



'-1'



[151]



'-1'



[152]



'-1'



[153]



'-1'



[154]



'-1'



[155]



'-1'



[156]



'-1'



[157]



'-1'



[158]



'-1'



[159]



'-1'



[160]



'-1'



[161]



'-1'



[162]



'-1'



[163]



'-1'



[164]



'-1'



[165]



'-1'



[166]



'-1'



[167]



'-1'



[168]



'-1'



[169]



'-1'



[170]



'-1'



[171]



'-1'



[172]



'-1'



[173]



'-1'



[174]



'-1'



[175]



'-1'



[176]



'-1'



[177]



'-1'



[178]



'-1'



[179]



'-1'



[180]



'-1'



[181]



'-1'



[182]



'-1'



[183]



'-1'



[184]



'-1'



[185]



'-1'



[186]



'-1'



[187]



'-1'



[188]



'-1'



[189]



'-1'



[190]



'-1'



[191]



'-1'



[192]



'-1'



[193]



'-1'



[194]



'-1'



[195]



'-1'



[196]



'-1'



[197]



'-1'



[198]



'-1'



[199]



'-1'



[200]



'-1'



[201]



'-1'



[202]



'-1'



[203]



'-1'



[204]



'-1'



[205]



'-1'



[206]



'-1'



[207]



'-1'



[208]



'-1'



[209]



'-1'



[210]



'-1'



[211]



'-1'



[212]



'-1'



[213]



'-1'



[214]



'-1'



[215]



'-1'



[216]



'-1'



[217]



'-1'



[218]



'-1'



[219]



'-1'



[220]



'-1'



[221]



'-1'



[222]



'-1'



[223]



'-1'



[224]



'-1'



[225]



'-1'



[226]



'-1'



[227]



'-1'



[228]



'-1'



[229]



'-1'



[230]



'-1'



[231]



'-1'



[232]



'-1'



[233]



'-1'



[234]



'-1'



[235]



'-1'



[236]



'-1'



[237]



'-1'



[238]



'-1'



[239]



'-1'



[240]



'-1'



[241]



'-1'



[242]



'-1'



[243]



'-1'



[244]



'-1'



[245]



'-1'



[246]



'-1'



[247]



'-1'



[248]



'-1'



[249]



'-1'



[250]



'-1'



4.8.3 - active Describes if this service should run. Default values :



Index



Value



[0]



'0'



4.8.4 - protocolHeader Select which protocol you use. 0: is for 1.0 1: is for 1.1 Other values will be considered as 1.0. Default values :



Index



Value



[0]



'1'



4.9 - dataServer 4.9.1 - address Listening URL. Default values :



Index



Value



[0]



'0.0.0.0'



4.9.2 - port Listening port. Default values :



Index



Value



[0]



'4242'



4.9.3 - sql_port Data base port. Default values :



Index



Value



[0]



'5432'



4.9.4 - sql_dbname Data base name. Default values :



Index



Value



[0]



'mdi'



4.9.5 - sql_login Data base login. Default values :



Index



Value



[0]



'webserver'



4.9.6 - sql_password



Data base password. Default values :



Index



Value



[0]



'WebServer'



4.9.7 - sql_url Data base URL. Default values :



Index



Value



[0]



'127.0.0.1'



4.9.8 - backupfile_active Data base requests backup file activation. Default values :



Index



Value



[0]



'0'



4.9.9 - backup_file Data base requests backup file name. Default values :



Index



Value



[0]



'dbRequest.log'



4.10 - genericInfos 4.10.1 - devices_management Ask to start the modem and the GPS.



Default values :



Index



Value



[0]



'0'



4.11 - geoFencing 4.11.1 - active Describes if this service should run. Default values :



Index



Value



[0]



'0'



4.12 - gps 4.12.1 - synchro_rtc Frequency in seconds when the RTC time is synchronized with valid GPS time. Default values :



Index



Value



[0]



'60'



4.12.2 - default_antenna_source If set to 0, default antenna source is internal, else if set to 1, source is external. Default values :



Index



Value



[0]



'0'



4.12.3 - pdop_filter



If this is set to 1 and if the PDOP is below 5, the RMC frame will be set to invalid (V). Default values :



Index



Value



[0]



'0'



4.12.4 - satnum_filter If this set to 1 and if the number of satellite is below 4, the RMC frame will be set to invalid (V). Default values :



Index



Value



[0]



'0'



4.12.5 - allowLowPower Allow GPS device to switch to low power mode once we get the first FIX. Then it will refresh frames every 10 seconds instead of every seconds. If parameter value is 0, lowPower is not allowed. If parameter value is 1, lowPower mode is allowed. Default values :



Index



Value



[0]



'1'



4.13 - gpsEcho 4.13.1 - active Describes if this service should run. Default values :



Index



Value



[0]



'0'



4.13.2 - types Describes which GPS frame should be output. 0 1 2 3 4 5



for for for for for for



GSA ; RMC ; GGA ; GSV 1 ; GSV 2 ; GSV 3 ;



6 for GLL ; 7 for VTG ; 8 for MSS ; 9 for ZDA. Default values :



Index



Value



[0]



'0'



[1]



'1'



[2]



'2'



[3]



'3'



[4]



'4'



[5]



'5'



[6]



'6'



[7]



'7'



4.13.3 - port If in TCP or UDP mode, the URL of the server. If in serial mode, the ID of the serial port. Default values :



Index



Value



[0]



'4242'



4.13.4 - url If in TCP or UDP mode, the URL of the server. Default values :



Index



Value



[0]



'82.225.11.200'



4.13.5 - com_type The mode : 0 : serial ; 1 : TCP ; 2 : UDP ; 3 : File. Default values :



Index



Value



[0]



'3'



4.14 - gpsMvtDetector 4.14.1 - threshold_long Longitude threshold for movement detection. Default values :



Index



Value



[0]



'10'



4.14.2 - threshold_lat Latitude threshold for movement detection.



Default values :



Index



Value



[0]



'16'



4.14.3 - active Set the use of this service. Default values :



Index



Value



[0]



'1'



4.15 - gpsOdometer 4.15.1 - recorded_time Recording period in second. Default values :



Index



Value



[0]



'5'



4.15.2 - active Set the use of this service. Default values :



Index



Value



[0]



'1'



4.16 - jvm 4.16.1 - dcpn_list Dynamic component list to load at startup. The name of the parameters sould be



like "mdi::service::tracking" or "client::component".



4.17 - modem 4.17.1 - cnfapn APN (Access Point Name) value. Default values :



Index



Value



[0]



''



4.17.2 - cnfapnlogin Login if authentication mode is PAP. Default values :



Index



Value



[0]



''



4.17.3 - cnfapnpass Password if authentication mode is PAP. Default values :



Index



Value



[0]



''



4.17.4 - cnfapnauth Authentication method. Default is empty, others are PAP or CHAP. Default values :



Index



Value



[0]



''



4.17.5 - allowedSMSNumbers Only SMS received from these numbers will be processed. If empty, no filter is applicated.



4.17.6 - deniedSMSNumbers All SMS received from these numbers won't be processed. If empty, no filter is applicated.



4.17.7 - force_IMEI Spoof modem IMEI. Default values :



Index



Value



[0]



''



4.18 - mui 4.18.1 - apps Name (java package) of applications to load. This is dynamic.



4.19 - powerManager 4.19.1 - stop Configure to enable powermangement. Default values :



Index



Value



[0]



'-1'



4.20 - pwrManager 4.20.1 - gps_movement_timeout Period in seconds when using GPS movement detection before shutdown.



Default values :



Index



Value



[0]



'0'



4.20.2 - wake_period Minimum time device can spend in sleep mode. Default values :



Index



Value



[0]



'3600'



4.20.3 - movement_detection_timeout DEPRECATED. Default values :



Index



Value



[0]



'60'



4.20.4 - minimum_wake_time Device will reset instead of shutdown when shutdown is requested if time elapsed since boot is below this parameter in seconds. Default values :



Index



Value



[0]



'300'



4.20.5 - force_tracking Device shutdowns immedialtely if false. Default values :



Index



Value



[0]



'1'



4.20.6 - ignition_management Prevent device from shutdown when ignition is ON. Default values :



Index



Value



[0]



'0'



4.20.7 - external_power_supply_management Prevent device shutdown if external power supply is plugged. Default values :



Index



Value



[0]



'0'



4.20.8 - ignition_timeout Period in second to wait when ignition goes OFF before shutdown. Default values :



Index



Value



[0]



'10'



4.20.9 - external_power_supply_timeout Period in seconds when using external power supply before shutdown. Default values :



Index



Value



[0]



'10'



4.20.10 - gps_movement_management Prevent device shutdown when GPS movements are detected. Default values :



Index



Value



[0]



'0'



4.20.11 - digii1_management Prevent shutdown if set to true while digital input 1 is set to digii1_active_state. Default values :



Index



Value



[0]



'0'



4.20.12 - digii1_timeout Period in seconds when using digital input shutdown prevention before shutdown when digital input 1 goes false. Default values :



Index



Value



[0]



'10'



4.20.13 - digii1_active_state State to check when using digii1_management. Default values :



Index



Value



[0]



'1'



4.20.14 - digii2_timeout



See digii1 parameter. Default values :



Index



Value



[0]



'10'



4.20.15 - digii2_management See digii1 parameter. Default values :



Index



Value



[0]



'0'



4.20.16 - digii2_active_state See digii1 parameter. Default values :



Index



Value



[0]



'1'



4.20.17 - devices_management Handles modem and GPS and other advanced power management if 1. Default values :



Index



Value



[0]



'0'



4.20.18 - periodic_shutdown Manages periodic reboots in seconds if greater than 0.



Default values :



Index



Value



[0]



'0'



4.20.19 - accelerometers_movement_timeout Period in seconds when shutdown if prevented for when movement detected. -1 or 0 are the same. Default values :



Index



Value



[0]



'-1'



4.20.20 - accelerometers_movement_management Prevent device shutdown if accelerometers detects movement if set to true. Default values :



Index



Value



[0]



'0'



4.20.21 - modem_timeout When devices_management is set to 1, enable modem status watchdog to trigger. Values below modem_timeout_minvalue means deactivate the functionnality. Default values :



Index



Value



[0]



'300'



4.20.22 - modem_timeout_imsi



Enable modem_timeout is SIM card is unreadable. Default values :



Index



Value



[0]



'1'



4.20.23 - modem_timeout_roaming Enable modem_timeout when roaming. Default values :



Index



Value



[0]



'1'



4.20.24 - modem_timeout_gprs Enable modem_timeout when modem can't access GPRS. Default values :



Index



Value



[0]



'1'



4.20.25 - modem_timeout_ppp Enable modem_timeout when modem can't connect PPP. Default values :



Index



Value



[0]



'1'



4.20.26 - external_power_supply_wakeup Enables external power plug wake up. DOES NOT WORK. Default values :



Index



Value



[0]



'0'



4.20.27 - digital_inputs_wakeup Enables digital inputs (All) wake up. DOES NOT WORK. Default values :



Index



Value



[0]



'0'



4.20.28 - accelerometers_movement_wakeup Enables accelerometers movement wakeup. DOES NOT WORK. Default values :



Index



Value



[0]



'0'



4.20.29 - modem_activity_wakeup Enables modem activity wakeup. Only works if devices_management is set to true. Default values :



Index



Value



[0]



'0'



4.21 - relayControl 4.21.1 - password The sms password. Default values :



Index



Value



[0]



'mdi'



4.21.2 - output The output to use. Default values :



Index



Value



[0]



'1'



4.21.3 - active Describes if we use the parameter. Default values :



Index



Value



[0]



'0'



4.22 - temperatureSensor 4.22.1 - sensor_table Table registering the sensor ids. Default values :



Index



Value



[0]



''



[1]



''



[2]



''



[3]



''



[4]



''



[5]



''



[6]



''



[7]



''



[8]



''



[9]



''



4.23 - timePeriods 4.23.1 - length Length of the period in seconds.



4.23.2 - period Frequency of replication of the period in seconds.



4.23.3 - offset Offset since system EPOCH (thursday 1/1/1970) in seconds.



4.23.4 - name The name of the period, each parameter are linked and should have the same index.



4.24 - update 4.24.1 - active Sets the service to use if true. Default values :



Index



Value



[0]



'0'



5 - SMS ADMINISTRATION 5.1 - Reset 5.1.1 - Action Resets the device.



5.1.2 - Return value None. 5.1.3 - Exemple in reset 5.1.4 - Exemple out 5.2 - Rupd 5.2.1 - Action Starts a remote update. First parameter is 'rupd', then the 'login', then the 'server URL', then the 'server port' and finally the 'path'. 5.2.2 - Return value A SMS to the sender that gives the status. 5.2.3 - Exemple in rupd,testLogin,mobile-devices.dnsalias.com,6667,testDirectory 5.2.4 - Exemple out Remote update started 5.3 - Iupd 5.3.1 - Action Gets the remote update status. 5.3.2 - Return value A SMS to the sender with the current status. 5.3.3 - Exemple in iupd 5.3.4 - Exemple out Update finished 5.4 - Supd 5.4.1 - Action



Stops remote update. 5.4.2 - Return value None. 5.4.3 - Exemple in supd 5.4.4 - Exemple out 5.5 - Restore 5.5.1 - Action Restore to default some software part. First parameter is 'restore', then the part to restore. 1 - pdm, erase all the PDM ; 2 - db, erase the DB ; 3 - write, resets configuration and remote DB ; 4 - all, all of the above. 5.5.2 - Return value None 5.5.3 - Exemple in restore,all 5.5.4 - Exemple out 5.6 - Package 5.6.1 - Action Fetch package production information. 5.6.2 - Return value Returns a SMS with production package informations. Also tells about the updates done to the device : C : coproc update B : Bootloader update K : Kernel update R : Root FS update J : JVM update M : Core software update



U : User software update. It returns 'pck unknown' if it was not a regualar package and had no update done. 5.6.3 - Exemple in package 5.6.4 - Exemple out MDI_PCK2007081201MCCJKUUU 5.7 - Set 5.7.1 - Action Sets a config parameter. 5.7.2 - Return value On success "CNF:set:component.param=value". On error, returns "Unable to set config value". 5.7.3 - Exemple in set,modem.cnfapn,internet 5.7.4 - Exemple out CNF:set:modem.cnfapn=test.com 5.8 - Get 5.8.1 - Action Fecthes a config parameter value. First parameter is 'get', then the component name point the parameter to fetch. If you need to fetch an array , add bracket index bracket after the parameter name. 5.8.2 - Return value A SMS with the value. On error, returns "Unable to fetch config value". 5.8.3 - Exemple in get,modem.cnfapn 5.8.4 - Exemple out



CNF:get:modem.cnfapn=internet 5.9 - GpsSwitchAntenna 5.9.1 - Action Switch the antenna source for GPS in runtime until next reset. The first parameter is 'gpsSwitchAntenna', the second the desired source. '0' is for internal antenna source, and '1' is for external source. 5.9.2 - Return value The status of the antenna. On error, returns "Unable to switch antenna". 5.9.3 - Exemple in gpsSwitchAntenna,0 5.9.4 - Exemple out switched GPS antenna source to external 5.10 - ApnSet 5.10.1 - Action Changes immedialtly and save the new modem APN, then resets the device. 5.10.2 - Return value On success, returns CNF:set:modem.cnfapn=value and resets. On error, returns "Unable to set config value" and abort reset. 5.10.3 - Exemple in apnSet,internet 5.10.4 - Exemple out CNF:set:modem.cnfapn=test.com 5.11 - SetDB 5.11.1 - Action Sets a DB parameter. First parameter is 'setDB', then the parameter, then the value. 5.11.2 - Return value



On success "DB:set:param=value". On error, returns "Unable to set DB value". 5.11.3 - Exemple in setDB,DBVALUE,newValue 5.11.4 - Exemple out DB:set:test=val 5.12 - GetDB 5.12.1 - Action Fecthes a DB parameter value. First parameter is 'getDB', then the parameter to fetch. 5.12.2 - Return value A SMS with the value. On error, returns "Unable to fetch DB value". 5.12.3 - Exemple in getDB,DBVALUE 5.12.4 - Exemple out DB:get:DBVALUE=newValue 5.13 - GetIOS 5.13.1 - Action Fecthes the inputs and outputs states. 5.13.2 - Return value A SMS with the value. '0' is for 'false' and '1' is for 'true'. 1 - IG is ignition status ; 2 - AL is for alarm ; 3 - I1 is for input 1 ; 4 - I2 is for input 2 ; 5 - I3 is for input 3 ; 6 - O1 is for output 1 ; 7 - O2 is for output 2. On errors, returns unable to fetch ios state.



5.13.3 - Exemple in getIos 5.13.4 - Exemple out IOS,IG:1,AL:1,I1:1,I2:1,I3:1,O1:0,O2:0 5.14 - Seto 5.14.1 - Action Sets an output status. First parameter is 'seto', then the output ('1' or '2'), then the value ('0' for 'false' or '1' for 'true'). On error, returns "Unable to set output". 5.14.2 - Return value None 5.14.3 - Exemple in seto,1,0 5.14.4 - Exemple out 5.15 - ModemStats 5.15.1 - Action Return modem statistics. Statistic description PC : PPP Connection PF : PPP Failed PD : PPP Deconnection GC : GSM data connection GF : GSM data failed GD : GSM data deconnection R : Modem hard reset The first value is value since boot, the second value is the total value. 5.15.2 - Return value A SMS with statistics information. On error, returns "Unable to fetch modem stats". 5.15.3 - Exemple in



modemStats 5.15.4 - Exemple out PC=2|2,PF=1|1,PD=1|1,GC=0|0,GF=0|0,GD=0|0,R=0|0 5.16 - ModemStateMachine 5.16.1 - Action Return modem state machine. State description S : Library status (1:Init, 2:Runnig, 3:Stopping, 4:Stopped) M : Modem status (1:On, 2:Off, 3:Starting, 4:Stopping) TM : Transfert mode type (1:PPP, 2:GSM data, 3:None) P : PPP status (1:On, 2:Off, 3:Starting, 4:Stopping, 5:Cancelling) PN : PPP needed (1:Needed, 2:Not needed) G : GSM data status (1:On, 2:Off, 3:Starting, 4:Stopping, 5:Failed, 6:Terminated, 7:Terminating) MX : Multiplex status (1:On, 2:Off) MP : Modem power (1:Down, 2:Init, 3:Run) D : Dial status (1:Off, 2:On, 3:Answering) T : Transfert status (1:Off, 2:On, 3:Answering) H : HFK status (1:Off, 2:Ringing, 3:Answering, 4:Terminating, 5:Calling, 6:On) C : CREG status (1: Not reg no search, 2:Registered, 3:Not reg search, 4:Denied, 5:Unknown, 6:Roaming, 7:Switching state) CG : CGREG status (1:Detach not available, 2:Attach available, 3:Detach available, 4:Attaching, 5:Switching state) CS : CSQ level (0:0-99, 1:1-11, 2:11-18, 3:18-25, 4:25-32) S : SIM status (1:Init, 2:Ready, 3:PIN, 4:PUK, 5:PIN2, 6:PUK2, 7:PHSIM, 8:NETSIM, 9:Absent) N : Network state (1:Init, 2:Ready, 3:Down, 4:Down_112, 5:Retry, 6:Luf_112, 7:SelFail_112, 8:Error, 9:Switching state) CP : Phone activity (1:Ready, 2:Unvailable, 3:Unknown, 4:Ready, 5:Call, 6:Asleep) SM : SMS to send status (1:Some, 2:None, 3:Sending) 5.16.2 - Return value A SMS with state machine information. On error, returns "Unable to fetch modem state machine". 5.16.3 - Exemple in modemStateMachine 5.16.4 - Exemple out



S=2,M=1,TM=1,P=1,PN=1,G=2,MX=1,MP=2,D=1,T=2,C=2,CG=2,CS=2,S=2,N=2,CP=1,SM=2 5.17 - Version 5.17.1 - Action Fecthes a component version. Put the component path, if it is not found, we will try with the prefix 'com.' then with the prefix 'com.mdi.'. On error, returns "Unable to fetch version". 5.17.2 - Return value A SMS with the value. On error, returns "Unable to fetch DB value". 5.17.3 - Exemple in version,drivers.modem 5.17.4 - Exemple out Version:drivers.modem:257r-480 5.18 - Status 5.18.1 - Action Check the software status. 5.18.2 - Return value Returns an sms to the sender. The sms starts with the keyword "status". Each information is separated by a coma ','. 1 - IMEI ; 2 - latitude ; 3 - longitude ; 4 - Uptime in seconds ; 5 - Modem RSSI ; 6 - GPRS connexion status ('G' connected/'g' not connected) ; 7 - PPP connexion status ('P' connected/'p' not connected) ; 8 - Modem activation status ('M' modem is on/ 'm' modem is off) ; 9 - Boot reason code ; 10 - Watchdog code ;



11 - Number of viewed satellites ; 12 - GPS status ('G' GPS is on/'g' GPS is off) ; 5.18.3 - Exemple in status 5.18.4 - Exemple out status,35000000000000,000.00000,000.00000,U471000,C99,G,P,M,b,R15,w,S11,G 5.19 - SendNow 5.19.1 - Action If dataEmitter is enabled, then ask it to emit right away. 5.19.2 - Return value None. 5.19.3 - Exemple in SENDNOW 5.19.4 - Exemple out



5.20 - Relay status 5.20.1 - Action If RelayControl is enabled, then fetches the status of the controled output. 5.20.2 - Return value Sends an SMS to the sender with the status. 5.20.3 - Exemple in relay,status,mdi 5.20.4 - Exemple out Status: Blocked 5.21 - Relay block 5.21.1 - Action



If RelayControl is enabled, then blocks the output if needed. 5.21.2 - Return value NONE. 5.21.3 - Exemple in relay,block,mdi 5.21.4 - Exemple out 5.22 - Relay unblock 5.22.1 - Action If RelayControl is enabled, then unblocks the output if needed. 5.22.2 - Return value NONE. 5.22.3 - Exemple in relay,unblock,mdi 5.22.4 - Exemple out



6 - EVENTS CODES 7 - SOFTWARE EVENTS To enable event GPRS reporting, you must enable the MDI EVENTS in the dataRecorder. Then frames starting with "$EVENT" instead of "$GPRMC" will be added to your uploaded data so you can get a better analysis of the device status. Check the list of the available events with the links in the left menu.



7.1 - Boot reasons Boot reasons : -1 : Unknown 0 : Unknown



1 : Digital IO (1 or 2) 2 : Accelerometers 4 : External power supply plug 8 : Modem ring 16 : RTC 32 : Watchdog



7.2 - Shutdown reasons The shutdown reason is composed of 2 elements, the type and the code. The type is the mode of the last shutdown, it can be either a reset, either a sleep. The code is the component and the cause why the shutdown was triggered. Reason below 999 are restricted to core software components. 7.3 - Shutdown types : 0 : Emergency reset 1 : Normal reset 2 : Normal shutdown



7.4 - Shutdown codes : 7.4.1 - [0-9] Watchdog 0 : manual trigger 1 : Component timeout trigger



7.4.2 - [10-19] Modem 10 : Modem bloqued



7.4.3 - [20-39] PwrManager critical reasons 20 : Modem not up 21 : Sim card not ready 22 : No gprs while roaming



23 : No ppp while roaming 24 : No gprs (not roaming) 25 : No ppp (not roaming) 30 : Critical low internal battery



7.4.4 - [40-49] CommandManager 40 : command 'apnset' 41 : command 'restore' 43 : command 'reset'



7.4.5 - [80-99] User tools 80 : console manual reset 81 : config.txt detected at boot 82 : config.txt contains reset command 90 : GPRS update reset



7.4.6 - [100-200] PwrManager 100 101 102 103 104 105 106 107 108 109



: : : : : : : : : :



Unknown shutdown reason Accelerometers movement absence Low internal battery Periodic Shutdown due to unhandled boot reason (if unwanted set pwrManager.force_tracking to true) Ignition absence Digital Input 1 absence Digital Input 2 absence External battery absence Gps movement absence



7.4.7 - [201-999] PowerManager 7.4.8 - [>999] User reasons 8 - AUTOMATIC APN INFORMATIONS



8.1 - ARGENTINA 8.1.1 - Operator : UNIFON APN (Access Point Network)



internet.gprs.unifon.com.ar



Mobile Network Code (MNC)



72207



8.1.2 - Operator : PERSONAL APN (Access Point Network)



gprs.personal.com



Mobile Network Code (MNC)



72234



8.2 - AUSTRALIA 8.2.1 - Operator : TELSTRA APN (Access Point Network)



telstra.internet



Mobile Network Code (MNC)



50501 50511 50571 50572



8.2.2 - Operator : OPTUS APN (Access Point Network)



internet



Mobile Network Code (MNC)



50502 50590



8.2.3 - Operator : THREE APN (Access Point Network)



3netaccess



Mobile Network Code (MNC)



50512 50515



8.2.4 - Operator : VODAFONE APN (Access Point Network)



internet



Mobile Network Code (MNC)



50503 50507



8.3 - AUSTRIA 8.3.1 - Operator : MAX ONLINE APN (Access Point Network)



gprsinternet



Mobile Network Code (MNC)



23203



8.3.2 - Operator : ONE APN (Access Point Network)



wap.one.at



Mobile Network Code (MNC)



23205 23209



8.4 - BELGIUM 8.4.1 - Operator : MOBISTAR APN (Access Point Network)



web.pro.be



Mobile Network Code (MNC)



20610



8.4.2 - Operator : PROXIMUS APN (Access Point Network)



internet.proximus.be



Mobile Network Code (MNC)



20601



8.5 - BRAZIL 8.5.1 - Operator : TIM APN (Access Point Network)



tim.br



Mobile Network Code (MNC)



72402 72403 72404



8.5.2 - Operator : CLARO APN (Access Point Network)



claro.com.br



Mobile Network Code (MNC)



72405



8.5.3 - Operator : OI APN (Access Point Network)



gprs.oi.com.br



Mobile Network Code (MNC)



72427 72431



8.6 - BULGARIA 8.6.1 - Operator : MOBILTEL APN (Access Point Network)



inet-gprs.mtel.bg



Mobile Network Code (MNC)



28401



8.7 - CANADA 8.7.1 - Operator : FIDO APN (Access Point Network)



internet.fido.ca



Mobile Network Code (MNC)



30237



8.7.2 - Operator : ROGERS APN (Access Point Network)



internet.com



Mobile Network Code (MNC)



30272



8.8 - CHILE



8.8.1 - Operator : ENTEL APN (Access Point Network)



imovil.entelpcs.clbam.entelpcs.cl



Mobile Network Code (MNC)



73001 73010



8.9 - CHINA 8.9.1 - Operator : CHINA MOBILE APN (Access Point Network)



cmnet



Mobile Network Code (MNC)



46000



8.10 - CROATIA 8.10.1 - Operator : VIPNET APN (Access Point Network)



gprs.vipnet.hr



Mobile Network Code (MNC)



21910



8.11 - CZECH REPUBLIC 8.11.1 - Operator : T-MOBILE APN (Access Point Network)



internet.t-mobile.cz



Mobile Network Code (MNC)



23001



8.11.2 - Operator : OSKAR APN (Access Point Network)



internet



Mobile Network Code (MNC)



23003



8.12 - DENMARK 8.12.1 - Operator : TDC APN (Access Point Network)



internet



Mobile Network Code (MNC)



23801 23810



8.12.2 - Operator : ORANGE APN (Access Point Network)



web.orange.dk



Mobile Network Code (MNC)



23830



8.13 - EGYPT 8.13.1 - Operator : VODAFONE APN (Access Point Network)



internet.vodafone.net



Mobile Network Code (MNC)



60202 60202



8.14 - DOMINICAN REPUBLIC 8.14.1 - Operator : ORANGE DOMINICANA APN (Access Point Network)



orangenet.com.do



Mobile Network Code (MNC)



37001



8.15 - FINLAND 8.15.1 - Operator : TELIA APN (Access Point Network)



internet



Mobile Network Code (MNC)



24403



8.15.2 - Operator : RADIOLINJA APN (Access Point Network)



internet



Mobile Network Code (MNC)



24405



8.15.3 - Operator : SAUNALAHTI



APN (Access Point Network)



saunalahti



Mobile Network Code (MNC)



24421



8.15.4 - Operator : SONERA APN (Access Point Network)



internet



Mobile Network Code (MNC)



24491



8.16 - FRANCE 8.16.1 - Operator : ORANGE APN (Access Point Network)



internet-entreprise



Mobile Network Code (MNC)



20801 20802



8.16.2 - Operator : SFR APN (Access Point Network)



websfr



Mobile Network Code (MNC)



20810 20811 20813



8.16.3 - Operator : BOUYGUES TELECOM APN (Access Point Network)



a2bouygtel.com



Mobile Network Code (MNC)



20820 20821 20888



8.17 - GERMANY 8.17.1 - Operator : T-MOBILE



APN (Access Point Network)



internet.t-d1.de



Mobile Network Code (MNC)



26201 26206



8.17.2 - Operator : VODAFONE APN (Access Point Network)



web.vodafone.de



Mobile Network Code (MNC)



26202 26204 26209



8.17.3 - Operator : E-PLUS APN (Access Point Network)



internet.eplus.de



Mobile Network Code (MNC)



26203 26205 26277



8.17.4 - Operator : O2 APN (Access Point Network)



internet



Mobile Network Code (MNC)



26207 26208 26211



8.18 - GREECE 8.18.1 - Operator : COSMOTE APN (Access Point Network)



internet



Mobile Network Code (MNC)



20201



8.18.2 - Operator : VODAFONE APN (Access Point Network)



internet.vodafone.gr



Mobile Network Code (MNC)



20205



8.18.3 - Operator : TELESTET APN (Access Point Network)



gint.b-online.gr



Mobile Network Code (MNC)



20210



8.19 - HONG KONG 8.19.1 - Operator : CSL APN (Access Point Network)



internet



Mobile Network Code (MNC)



45400 45402 45418



8.19.2 - Operator : ORANGE APN (Access Point Network)



web.orangehk.com



Mobile Network Code (MNC)



45403 45404 45405



8.19.3 - Operator : NEW WORLD APN (Access Point Network)



internet



Mobile Network Code (MNC)



45410



8.19.4 - Operator : PEOPLE APN (Access Point Network)



internet



Mobile Network Code (MNC)



45412



8.19.5 - Operator : SMARTONE APN (Access Point Network)



internet



Mobile Network Code (MNC)



45406 45415 45422



8.19.6 - Operator : SUNDAY APN (Access Point Network)



internet



Mobile Network Code (MNC)



45416



8.20 - HUNGARY 8.20.1 - Operator : VODAFONE APN (Access Point Network)



vitamax.internet.vodafone.net



Mobile Network Code (MNC)



21670



8.21 - ICELAND 8.21.1 - Operator : SIMINN APN (Access Point Network)



gprs.simi.is



Mobile Network Code (MNC)



27401



8.22 - INDIA 8.22.1 - Operator : ORANGE APN (Access Point Network)



www



Mobile Network Code (MNC)



40420



8.22.2 - Operator : BPL MOBILE



APN (Access Point Network)



bplgprs.com



Mobile Network Code (MNC)



40421 40427 40443 40446



8.22.3 - Operator : AIRTEL APN (Access Point Network)



airtelgprs.com



Mobile Network Code (MNC)



40402 40403 40410 40431 40440 40445 40449 40470 40490 40492 40493 40494 40495 40496 40497 40498



8.23 - INDONESIA



8.23.1 - Operator : TELKOMSEL APN (Access Point Network)



internet



Mobile Network Code (MNC)



51010



8.24 - IRELAND 8.24.1 - Operator : O2 APN (Access Point Network)



internet



Mobile Network Code (MNC)



27202



8.24.2 - Operator : VODAFONE APN (Access Point Network)



live.vodafone.com



Mobile Network Code (MNC)



27201



8.25 - ISRAEL 8.25.1 - Operator : ORANGE APN (Access Point Network)



internet



Mobile Network Code (MNC)



42501



8.25.2 - Operator : CELLCOM APN (Access Point Network)



internetg



Mobile Network Code (MNC)



42502



8.26 - ITALY 8.26.1 - Operator : TIM APN (Access Point Network)



ibox.tim.it



Mobile Network Code (MNC)



22201



8.26.2 - Operator : VODAFONE OMNITEL



APN (Access Point Network)



web.omnitel.it



Mobile Network Code (MNC)



22210



8.26.3 - Operator : WIND APN (Access Point Network)



internet.wind



Mobile Network Code (MNC)



22288



8.27 - LUXEMBOURG 8.27.1 - Operator : TANGO APN (Access Point Network)



internet



Mobile Network Code (MNC)



27077



8.28 - MALAYSIA 8.28.1 - Operator : CELCOM APN (Access Point Network)



celcom.net.my



Mobile Network Code (MNC)



50213 50219



8.29 - MEXICO 8.29.1 - Operator : TELCEL APN (Access Point Network)



internet.itelcel.com



Mobile Network Code (MNC)



33420



8.30 - NETHERLANDS 8.30.1 - Operator : KPN APN (Access Point Network)



internet



Mobile Network Code (MNC)



20408



8.30.2 - Operator : O2 APN (Access Point Network)



internet



Mobile Network Code (MNC)



20412



8.30.3 - Operator : T-MOBILE APN (Access Point Network)



internet



Mobile Network Code (MNC)



20416



8.30.4 - Operator : ORANGE APN (Access Point Network)



internet



Mobile Network Code (MNC)



20420



8.30.5 - Operator : VODAFONE APN (Access Point Network)



web.vodafone.nl



Mobile Network Code (MNC)



20404



8.31 - NEW ZEALAND 8.31.1 - Operator : VODAFONE NZ APN (Access Point Network)



www.vodafone.net.nz



Mobile Network Code (MNC)



53001



8.32 - NORWAY 8.32.1 - Operator : TELENOR APN (Access Point Network)



internet



Mobile Network Code (MNC)



24201



8.32.2 - Operator : NETCOM



APN (Access Point Network)



internet.netcom.no



Mobile Network Code (MNC)



24202



8.33 - PAKISTAN 8.33.1 - Operator : UFONE APN (Access Point Network)



ufone.internet



Mobile Network Code (MNC)



41003



8.34 - PARAGUAY 8.34.1 - Operator : PERSONAL APN (Access Point Network)



internet



Mobile Network Code (MNC)



74403



8.35 - PHILIPPINES 8.35.1 - Operator : SMART APN (Access Point Network)



internet



Mobile Network Code (MNC)



51503



8.35.2 - Operator : GLOBE APN (Access Point Network)



internet.globe.com.ph



Mobile Network Code (MNC)



51502



8.36 - POLAND 8.36.1 - Operator : PLUSGSM APN (Access Point Network)



www.plusgsm.pl



Mobile Network Code (MNC)



26001



8.36.2 - Operator : ERA



APN (Access Point Network)



erainternet



Mobile Network Code (MNC)



26002



8.36.3 - Operator : IDEA APN (Access Point Network)



www.idea.pl



Mobile Network Code (MNC)



26003



8.37 - PORTUGAL 8.37.1 - Operator : VODAFONE APN (Access Point Network)



internet.vodafone.pt



Mobile Network Code (MNC)



26801



8.37.2 - Operator : OPTIMUS APN (Access Point Network)



internet



Mobile Network Code (MNC)



26803



8.37.3 - Operator : TMN APN (Access Point Network)



internet



Mobile Network Code (MNC)



26806



8.38 - ROMANIA 8.38.1 - Operator : ORANGE APN (Access Point Network)



internet



Mobile Network Code (MNC)



22610



8.39 - RUSSIA 8.39.1 - Operator : MEGAFON



APN (Access Point Network)



internet.nw



Mobile Network Code (MNC)



25002



8.39.2 - Operator : MTS APN (Access Point Network)



internet.mts.ru



Mobile Network Code (MNC)



25001



8.40 - SAUDI ARABIA 8.40.1 - Operator : SAUDI TELECOM APN (Access Point Network)



Jawalnet.com.sa



Mobile Network Code (MNC)



42001



8.41 - SERBIA 8.41.1 - Operator : MOBTEL APN (Access Point Network)



internet



Mobile Network Code (MNC)



22001



8.41.2 - Operator : TELEKOM APN (Access Point Network)



gprsinternet



Mobile Network Code (MNC)



22003



8.42 - SINGAPORE 8.42.1 - Operator : M1 APN (Access Point Network)



sunsurf



Mobile Network Code (MNC)



52503



8.42.2 - Operator : SINGTEL



APN (Access Point Network)



internet



Mobile Network Code (MNC)



52501 52502



8.42.3 - Operator : STARHUB APN (Access Point Network)



shwapint



Mobile Network Code (MNC)



52505



8.43 - SLOVAKIA 8.43.1 - Operator : EUROTEL APN (Access Point Network)



internet



Mobile Network Code (MNC)



23102 23104



8.43.2 - Operator : ORANGE APN (Access Point Network)



internet



Mobile Network Code (MNC)



23101 23105



8.44 - SLOVENIA 8.44.1 - Operator : MOBITEL APN (Access Point Network)



internet



Mobile Network Code (MNC)



29341



8.45 - SOUTH AFRICA 8.45.1 - Operator : MTN APN (Access Point Network)



internet



Mobile Network Code (MNC)



65510



8.46 - SPAIN 8.46.1 - Operator : ORANGE APN (Access Point Network)



internet



Mobile Network Code (MNC)



21403 21409



8.46.2 - Operator : MOVISTAR APN (Access Point Network)



movistar.es



Mobile Network Code (MNC)



21405 21407



8.46.3 - Operator : VODAFONE APN (Access Point Network)



airtelnet.es



Mobile Network Code (MNC)



21401 21406



8.47 - SWEDEN 8.47.1 - Operator : TELIA APN (Access Point Network)



online.telia.se



Mobile Network Code (MNC)



24001 24005



8.47.2 - Operator : VODAFONE APN (Access Point Network)



internet.vodafone.se



Mobile Network Code (MNC)



24006



24008 8.48 - SWITZERLAND 8.48.1 - Operator : SWISSCOM APN (Access Point Network)



gprs.swisscom.ch



Mobile Network Code (MNC)



22801



8.48.2 - Operator : ORANGE APN (Access Point Network)



internet



Mobile Network Code (MNC)



22803



8.48.3 - Operator : SUNRISE APN (Access Point Network)



internet



Mobile Network Code (MNC)



22802 22812



8.49 - TAIWAN 8.49.1 - Operator : FAR EASTONE APN (Access Point Network)



fetnet01



Mobile Network Code (MNC)



46601



8.49.2 - Operator : KG TELECOM APN (Access Point Network)



internet



Mobile Network Code (MNC)



46688



8.49.3 - Operator : CHUNGHWA APN (Access Point Network)



internet



Mobile Network Code (MNC)



46611



8.50 - THAILAND 8.50.1 - Operator : AIS APN (Access Point Network)



internet



Mobile Network Code (MNC)



52001



8.50.2 - Operator : DTAC APN (Access Point Network)



www.dtac.co.th



Mobile Network Code (MNC)



52018



8.51 - TURKEY 8.51.1 - Operator : TURKCELL APN (Access Point Network)



internet



Mobile Network Code (MNC)



28601



8.51.2 - Operator : VODAFONE APN (Access Point Network)



telsim



Mobile Network Code (MNC)



28602



8.51.3 - Operator : AVEA APN (Access Point Network)



internet



Mobile Network Code (MNC)



28603



8.51.4 - Operator : AYCELL APN (Access Point Network)



aycell



Mobile Network Code (MNC)



28604



8.52 - UKRAINE 8.52.1 - Operator : UMC APN (Access Point Network)



www.umc.ua



Mobile Network Code (MNC)



25501



8.52.2 - Operator : KYIVSTAR APN (Access Point Network)



www.kyivstar.net



Mobile Network Code (MNC)



25503



8.53 - UK 8.53.1 - Operator : JERSEY APN (Access Point Network)



pepper



Mobile Network Code (MNC)



23403 23450 23455



8.53.2 - Operator : O2 APN (Access Point Network)



mobile.o2.co.uk



Mobile Network Code (MNC)



23402 23410 23411



8.53.3 - Operator : VODAFONE APN (Access Point Network)



internet



Mobile Network Code (MNC)



23415



8.53.4 - Operator : T-MOBILE



APN (Access Point Network)



general.t-mobile.co.uk



Mobile Network Code (MNC)



23430



8.53.5 - Operator : ORANGE APN (Access Point Network)



orangeinternet



Mobile Network Code (MNC)



23433 23434



8.54 - USA 8.54.1 - Operator : T-MOBILE APN (Access Point Network)



internet2.voicestream.com



Mobile Network Code (MNC)



31016 31020 31021 31022 31023 31024 31025 31026 31027 31028 31029 31030 31031 31066



31080 8.54.2 - Operator : ATT APN (Access Point Network)



proxy



Mobile Network Code (MNC)



31038 31098



8.54.3 - Operator : CINGULAR APN (Access Point Network)



isp.cingular



Mobile Network Code (MNC)



31015 31017 31018 31041 31118



8.55 - VENEZUELA 8.55.1 - Operator : DIGITEL APN (Access Point Network)



gprsweb.digitel.ve



Mobile Network Code (MNC)



73401 73402 73403



8.56 - VIETNAM 8.56.1 - Operator : MOBIFONE APN (Access Point Network)



Mobi-gprs-wap



Mobile Network Code (MNC)



45201



9 - REMOTE UPDATE 9.1 - Description When the device receive order to start an update, it will try to download the file fileList.txt from the remote server. Remote server must hosts a ssh daemon with proper rights for files. The device will connect using its DSA keys (see 'Preparing device' section for more information), so the server must know the public key and allow key based authentication. The device can also applicate a strict host verification when it connects to the server (in order to prevent fake update). Once the fileList.txt is downloaded, it will be analyzed, its format is describe in the 'Preparing update' section. Then it will download appropriate other files, check the files checksums and then install it. Once the installation is done, it can reboot the device or wait. In case of error (can't resolve name, can't connect to server, can't find file, etc...) the update process will be retried 1000 times. After which it will abort the update. Update status can also be consulted (locally or remotely) in real time. To be able to proceed to update later, when you receive devices you will need to do. Prepare devices Give device a private key Store devices keys for SSH daemon Give device a server public key (optional)



Prepare update Prepare update files (fileList.txt, files...) Prepare update user list (device_list.txt) Start SSH daemon with correct device list



Do update (Commands) Send SMS orders to concerned devices Check update status



9.2 - Preparing device



9.2.1 - Device Key To be able to run a remote update, the device will at least need a DSA private key. There are only 3 ways to put the key on the device : when flashing the device (done in factory meaning same key for all devices from the same batch) using serial interface (you can do it when you receive the device) (see Administration console manual). using Remote update (meaning it already had one).



To create the key, you need to run the following command : [user]:~$ ssh-keygen -t dsa -f ./id_dsa -P ''



Then keep the public key 'id_dsa.pub' for your server, keep the private key 'id_dsa' to have a copy and transfer the private key id_dsa to the device. On the device the public key will be generated again (to avoid key mixing and unpairing). This key is mandatory to be able to run a GPRS update !!! 9.2.2 - Server key You can force a server identification strict check if you put a server key on the device (see Administration console manual). To create it, run the command : [user]:~$ ssh-keygen -t dsa -f ./serverNUMBER_dsa -P ''



Where NUMBER is the id of your server. Repeat for each one of your servers, changing NUMBER to different ids. Then for each of your server do : [user]:~$echo myServerNUMBERUrl,myServerNUMBERPublicIP \ `cat serverNUMBER_dsa.pub` 
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menu Vigilia di Natale:Layout 1 

The dishes we propose in this MenÃ¹ are the fruit of many years of experience, of the great cure and passion we have for our work and the careful selection.
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Menu 

MATERIAL MODELS MANUAL. III. TABLE OF CONTENTS ..... qa, E50 and Eur as defined by Eqs. (4.2) and (4.3), whilst the superscript p is used to denote.
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app/uploads/2014/02/25071215/MENU 1 
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RED ONE SYSTEM MENU MAP Pt. 1 

than 23.98, 24 & 25 fps. BUILD 16.3.2.5. FRAME GUIDE. Menu ... + VOLUME 2. - VOLUME 2. + ISO. - ISO. + SHUTTER. - SHUTTER. INPUT A. RECORD.
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MENU ANJ-DENIS-LAVAL-BROSS_Page 1 

(VIN BLANC, CITRON, BEURRE). PESTO CRÃ‰MEUX 1 5,95. PROVENÃ‡AL 1 5,95. (VIN BLANC, AIL, TDMATES, OIGNON). SAN PELLEGRINO 2,95 / 6,95.
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ROMANTIC BREAKAWAY MENU MENU OFFRE ROMANTIQUE ... 

ROMANTIC BREAKAWAY MENU. MENU OFFRE ROMANTIQUE. First Course / EntrÃ©e. Beetroot Salad, Orange Vinagrette and Goat Cheese. Salade de ...
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menus table d'hote menu terre / meat menu 

MENUS TABLE D'HOTE. MENU TERRE / MEAT MENU. ANTIPASTI A PARTAGER / ANTIPASTI TO BE SHARED: VITELLO TONNATO / VITELLO TONNATO.
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WINE MENU CHAMPAGNE WHITE WINE MENU ROSE 

WINE MENU. GLS BTL. CHAMPAGNE. Billecart-Salmon Brut Reserve. 17. 115. JM Gobillard Brut Grand Reserve 1er Cru. 20. 140. WHITE. Ondenc Domaine ...
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MENU 2 

citrÃ³n / rybacÃ chips. FILLET OF GOLDEN TROUT SOUS - VIDE. Confit Egg Yolk / Roasted Cauliflower / Cauliflower PurÃ©e /. Lemon / Fish Chips. HIGH TATRAS ...
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menu corporatif 

6$/personne (Si le dessert est inclus dans le repas pour tout le monde). Dessert entier type mousse, saveur à votre choix dans la sélection suivante: Trilogie de ...
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Untitled - Menu 

The second series are controllers for for brushless motors, Easy, TMMÂ® ... are designed for brushless sensorless electric motors such as e.g. Mega AC, Model .... Many controller manufacturers use standard integrated circuits for BEC (=serial ... Sec
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Menu FDM 

Soupe - Soup. CrÃ¨me d'asperges au basilic et chÃ¨vre, salpicon de fraises au balsamique. Cream of asparagus, goat cheese and basil, salpicon of balsamic ...
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Menu Lehtovaara 

Pala *bit*piece 5,00. Lajitelma*sortiment*assortment 14,00. CrÃ¨me brÃ»lÃ©e, kuningatarsorbettia. CrÃ¨me brÃ»lÃ©e med drottningsorbet. CrÃ¨me brÃ»lÃ©e with raspberry ...










 


[image: alt]





Django Menu 

Delamotte Champagne Brut (Le Mesnil-sur-Oger) 100. Chartogne Taillet, CuvÃ©e st.anne (merfy). 115 bourgeois-diaz, champagne extra brut CuvÃ©e 3c (Reims) ...
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catering menu 

J'accepte que toute l'information ci-dessus est exacte et j'ai 96 heures pour ... I accept that all the above information is exact and I have 96 hours to void my ...
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Menu DÃ©gustation Tasting Menu - Squarespace 

Grillades syriennes sur charbon de bois. Syrian Charcoal Grilled Dishes. Shish Taouk de Damas 34. Poitrine de poulet marinÃ©e Ã  la mode de Damas, salade de.
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MENU SOIR 

Only available when pre-booked online. Available everyday ... signature Rouge recipe with beef stock, GruyÃ¨re cheese and baguette croutons. PÃ‚TÃ‰ chicken ...
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Wine Menu 

Ned Noble Sauvignon Blanc, 2015, New Zealand 8.5 / 45. Sauternes, Castelnau de Suduiraut, 2011, Bordeaux, France 9 / 50. Penfolds Father Tawny, Australia ...
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Menu d'Amoureux 

Glass of Bellini. Tea or Coffee. LES COQUILLES SAINT JACQUES CEVICHE. Ceviche of scallop, palm heart, mango, basil caviar, yuzu, tobanjan chilli.
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BAR MENU 

Homemade Cucumber & Apple Shrub, fresh lime juice, Perrier. Samba - 55 Cal - 9. Pineapple juice .... Maker's Mark, Kentucky. 16. Four Roses Single, Kentucky.
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Menu Marathon 

Fromage blanc au coulis de fruits rouges & miel ou. Riz au lait sucrÃ©e â€œsucre & mielâ€� aux fruits secs ou. Compote maison & yaourt. 29,00â‚¬ par personne / du 26 ...
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DRINKS MENU 

BEER / CIDER. DRAUGHT BEER. TEA & COFFEE. Â£1.30. Â£1.60. SPIRITS / ALCOPOP. SOFT DRINKS. DRINKS MENU. Pint. Â½ Pint. Guinness Â£4.95 Â£2.55.
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emsherif-menu 

... table Slayered With SC2SOral del CaCl2S, With. 3. traditional plates, and Original Creat CSEm Sherifinvites you to experience elegance,. DINNER MENU.
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MENU 10 

Jambon Ã  Los Sauce Mader. Ou Bourguignon Ã  L'ancienne. Ou RÃ´ti de Porc au Jus. Ou Poulet RÃ´ti au Jus. Gratin D'dauphinois. Ou Polenta au Jus de Veau.
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