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Computer Security Specialist Lionel VICTOR Birth date September 28, 1973 Phone: +33 611 19 33 45 eMail: [email protected] Aivailability date negociable.



O bjective An operational position where 10 years of experience and a strong dedication will add value to my work. The possibility to exchange, learn and work with others is also one of my major priority. Research opportunities would be a plus.



K ey knowledge TCP/IP, Internet… Academic background includes a degree in Networking and Telecommunications. The last five years spent in the industry as a “Security Specialist” added to previous experiences of “ethical hacker” with miscellaneous internet protocols. System administration, shell scripting (bash, Perl...) Linux enthusiast since the mid 90's. The daily usage of the open source system and the experience of various “distributions” contributed to develop a strong knowledge of its internals and administration. Programming languages (C/C++, Java, assembler…) Capability to adapt to any procedural or object oriented language. The best path to a target must not be determined by the initial knowledge of the developer but rather from the best tools and languages available to solve the problem. Besides, adaptability is of the essence when reverse engineering code without prior knowledge of its internals. Hacking in general Have been hacking software occasionally since the age of 15. Mostly been coding demonstration programs for personal computers in the 90's until finally joined the security labs of gemplus in 2000 where ethical hacking became one of my first assignments.



E ducation and Research Patents 2005, « PROCEDE D’OBFUSCATION DE CODE COMPILE, TERMINAL ET LOGICIEL ASSOCIES » is a joint work with Béatrice PEIRANI about ways to obfuscate code for languages that have a reflection API (i.e.: that can load and search functions from their name ). Also filled another Patent with Pierre GIRARD on how to implement access control on a now deprecated smart card standard named Windows for Smart Cards. Research 2006, Software means to enhance faults reproducibility in our labs. 2002 to 2005, Obfuscation of Java byte-code and Java reflection API. 1995, Image and video compression using Neural Networks. Education 1998, Engineering degree in Computer Networks and Telecommunications 1995, BSc in Computer Studies with Mathematics



(E.S.I.L., FRANCE).



(University of Derby, midlands, UK).



W ork Experience Current work Since 2002, Security Specialist with gemalto • • • • •



(former gemplus, La Ciotat, FRANCE)



Security analysis of product architecture, design, and implementation. Identification, implementation and analysis of potential security vulnerabilities. Analysis of customer reported frauds and problems. Providing technical guidance and security training to development teams Providing guidelines for the technical risk assessment



Practically, assignments range for instance from using vulnerabilities on a personal computer in order to counter fake a digital signature, to injecting various glitches on a smart card in order to observe and guess more on its internals. This position offers the ability to work with a broad range of techniques. Besides, guidelines and given trainings are a perfect way to exchange with clients and other groups. Since 2007, Lecturer in an Engineering school, ISEN



(Toulon, FRANCE)



In addition to my assignments for gemalto, I’m teaching the basics of the “C” language to first year students and evaluate them during a one week project. This position fulfil my need to share knowledge and passion with receptive students. Previous jobs and assignments 2000 to 2002, Developer with gemalto • • •



(former gemplus, La Ciotat, FRANCE)



Code review and security analysis of product implementation. Coding and risk evaluation of known attacks. Providing technical guidance and security training to development teams.



1998 to 2000, Developer with NexWave Solutions • • •



1998, System administrator, UNI-C • •



(former SunTECH, Montpellier, FRANCE)



Analysis and development of Web based front-end for custom applications. Configuration and on-site installation of firewalls and linux servers for large accounts (CEA, BRL, Alstom). Design and embedding of a small web server into an Uninterruptible Power Supply for secured distant monitoring and control. (Copenhagen, DENMARK)



Analysis and eventually response to network attacks and malicious network scans. Daily system administration tasks under linux (red hat and debian).



E xtra-curricular Activities Open Source Casual participation in open-source projects like PCSC-Perl for instance



(a framework now main-



tained by Ludovic ROUSSEAU that is aimed at communicating with smart cards with the Perl scripting language).



Founder member of an association named ELINGSYS that promotes open-source in my former engineering school. (This association was meant to help the school’s system administrator in its daily work and had among its members people like Dimitri Robert who has now written a book on “GIMP”, an open source image manipulation program).



Leisures, • • •



Digital Photography Mountain Biking I also practice Sailing occasionally



























des documents recommandant







[image: alt]





Computer & Network Security Introduction 

digital signature (implemented with encryption schemes). â€¢ Cryptanalysis. Cryptographic facilities. â€¢ symmetric systems, publickey systems, hash functions ...










 


[image: alt]





Computer & Network Security 

Sep 27, 2006 - Suppose Alice and Bob have RSA public keys in a file on a server. ... replaced the public keys Bob and Alice won't be able to decrypt correctly ...










 


[image: alt]





Computer Security and Reliability 
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