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Command Syntax Conventions The conventions used to present command syntax in this book are the same conventions used in the Cisco IOS Command Reference, as follows: ■



Boldface indicates commands and keywords that are entered literally as shown. In actual conﬁguration examples and output (not general command syntax), boldface indicates commands that are manually input by the user (such as a show command).



■



Italics indicate arguments for which you supply actual values.



■



Square brackets ([ ]) indicate optional elements.



■



Braces ({ }) indicate a required choice.



■



Vertical bars (|) separate alternative, mutually exclusive elements.



■



Braces within square brackets ([{ }]) indicate a required choice within an optional element.
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Introduction Professional certiﬁcations have been an important part of the computing industry for many years and will continue to become more important. Many reasons exist for obtaining these certiﬁcations, but the most popularly cited reason is that of credibility. Although the Remote Access exam is just one of the foundation topics in the CCNP certiﬁcation, if you pass the exam, you can consider yourself a truly skilled routing/switching engineer or specialist. All other considerations being equal, a certiﬁed employee/consultant/job candidate is considered more valuable than one who is not certiﬁed.



Goals and Methods As the title of this book indicates, the most important goal of this book is to help you pass the BCRAN exam (642-821). However, the methods used in this book to help you pass the CCNP BCRAN exam are designed to also make you much more knowledgeable about how to do your job. In other words, this book helps you to truly learn and understand the topics, not just memorize them long enough to pass the exam. To that end, the book uses the following methods to help you pass the Remote Access exam: ■



Presents questions that help you to discover which test topics you have not mastered and need to review in more depth



■



Provides explanations and information to ﬁll in your knowledge gaps



■



Supplies exercises and scenarios that enhance your ability to recall and deduce the answers to test questions



■



Provides practice exercises on the topics and the testing process via test questions on the CDROM, enabling you to prove to yourself that you have mastered the topics



Who Should Read This Book? This book is intended for network administrators who want to signiﬁcantly increase their chances of passing the CCNP BCRAN exam. (It is also a good general reference for networking topics, although that is not its intended purpose.) Passing the CCNP BCRAN exam is one of the milestones toward getting the CCNP certiﬁcation. The reasons for getting CCNP certiﬁcation vary. It could mean a raise, a promotion, professional recognition, or an important enhancement to your resume. Perhaps you want to demonstrate that you are serious about continuing the learning process. Or, perhaps you want to please your reseller-employer, who needs more certiﬁed employees to obtain a higher discount from Cisco. Regardless of the reason, you ﬁrst need to pass the CCNP BCRAN exam, and this book will help you to do so.
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Strategies for Exam Preparation The strategy you use to prepare for CCNP BCRAN exam might be slightly different than strategies used by other readers, mainly based on the skills, knowledge, and experience you already have obtained. For instance, if you have attended the BCRAN course, then you might take a different approach than someone who learned remote access via on-the-job training. Later in this introduction, the section “All About the Cisco Certiﬁed Network Professional and Design Professional Certiﬁcation” includes different strategies for various backgrounds so that you can choose a strategy that closely matches your own background. Regardless of the strategy you use or the background you have, the book is designed to help you get to the point where you can pass the exam with the least amount of time required. For instance, there is no need for you to practice or read about IP addressing and subnetting if you fully understand it already. However, many people like to make sure that they truly know a topic, and thus read over material that they already know. Several book features will help you to determine conﬁdently which material you already know and which material you need to study more.



How This Book Is Organized Although this book could be read cover to cover, it is designed to be ﬂexible and allow you to easily move between chapters and sections of chapters to cover just the material that you need more work with. Chapter 1 provides an overview of the CCNP and CCDP certiﬁcations, and offers some strategies for how to prepare for the exams. Each chapter in this book covers a section of the critical objectives that you need to know for the BCRAN exam. If you intend to read all chapters, the order of the book is an excellent sequence to use. The chapters cover the following topics: ■



Chapter 1, “Remote Access Solutions,” provides an overview of the remote-access product line from Cisco Systems and coverage of WAN technologies.



■



Chapter 2, “Identifying Site Requirements,” addresses appropriate selection criteria for the placement of equipment, WAN access methods for remote access, and site requirements.



■



Chapter 3, “Network Overview,” steps you through the issues involved in choosing WAN equipment and assembling and cabling the equipment.



■



Chapter 4, “Conﬁguring Asynchronous Connections with Modems,” gives a solid background in modem signaling, conﬁguration using reverse Telnet, router line numbering, and basic asynchronous conﬁguration.



■



Chapter 5, “Conﬁguring PPP and Controlling Network Access,” discusses the background and basics of the PPP and its use in today’s remote-access networks.



■



Chapter 6, “PPP Link Control Protocol Options,” discusses features of PPP to enhance the operation and security of implementing it. Options such as authentication, callback, and multilink are discussed in some detail.
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■



Chapter 7, “Using ISDN and DDR Technologies,” covers the basics and background of ISDN as a technology. ISDN remains a staple of remote-access networking throughout the industry. This chapter explores the ins and outs of the technology.



■



Chapter 8, “Advanced DDR Options,” discusses dial-on-demand routing issues such as dialer proﬁles and rotary groups. These two implementations further augment the functionality of ISDN services in a remote-access network.



■



Chapter 9, “Using ISDN Primary Rate Interface,” provides an introduction to T1 and E1 PRI implementations. These connections are useful in providing central site connectivity and ISPtype dialup capabilities for a remote-access network.



■



Chapter 10, “Broadband Options to Access a Central Site,” discusses various options for highspeed Internet connectivity available in today’s marketplace. Satellite, cable, and wireless networking will have a profound effect on the access market in the years to come.



■



Chapter 11, “Using DSL to Access a Central Site,” discusses the basics and background of DSL technologies. DSL is emerging as the forerunner in the SOHO Internet connectivity market. This chapter builds on the information covered in Chapter 10.



■



Chapter 12, “Establishing a Frame Relay Connection,” discusses the basics and background of Frame Relay as a technology. Frame Relay has proven itself to be a robust and reliable technology for interofﬁce connectivity.



■



Chapter 13, “Frame Relay Trafﬁc Shaping,” discusses the manipulation of trafﬁc traversing Frame Relay circuits. This is a key function in Frame Relay hub-and-spoke environments where there typically exists a speed mismatch between the ends of a particular circuit.



■



Chapter 14, “Enabling a Backup to the Permanent Connection,” discusses various methods that are used to provide redundancy in connectivity if a circuit or interface fails. Issues such as dial backup and snapshot routing are covered.



■



Chapter 15, “Managing Network Performance with Queuing and Compression,” provides an overview of queuing, with coverage Class-Based Weighted Fair Queuing, Low-Latency Queuing, and compression techniques.



■



Chapter 16, “Scaling IP Addresses with NAT,” examines Network Address Translation, with discussion of its characteristics, overloading, overlapping networks, and TCP load distribution. This chapter also covers port address translation (PAT).



■



Chapter 17, “Using AAA to Scale Access Control in an Expanding Network,” covers authentication, authorization, and accounting. Security protocols are discussed, and a complete overview of TACACS and RADIUS is provided.



■



Chapter 18, “Securing Remote Access Network Connections,” helps you to understand the process Cisco Systems uses to create VPN networks with its line of products and IPSec and other encryption algorithms. As a CCNP candidate, you must come up with solutions for remote access that are secure, reliable, and cost effective, and this chapter describes how to do so.
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Each of these chapters uses several features to help you make the best use of your time in that chapter: ■



“Do I Know This Already?” quiz—Each chapter begins with a quiz that helps you determine the amount of time you need to spend studying that chapter. The quiz is broken into subdivisions, each of which corresponds to a section of the chapter. Based on your score on the quiz, you will be directed to study all or particular parts of the chapter.



■



Foundation Topics—This is the core section of each chapter that explains the protocols, concepts, and conﬁguration for the topics in the chapter.



■



Foundation Summary—This section is designed to help you review the key concepts in the chapter, and it is an excellent tool for last-minute review.



■



Q&A—These end-of-the-chapter questions focus on recall, covering topics in the “Foundation Topics” section by using several types of questions. It is a tool for ﬁnal review when your exam date is approaching.



■



CD-ROM-based practice exam—The companion CD-ROM contains a large number of questions that are not included in the text of the book. You can answer these questions by using the simulated exam feature, or by using the topical review feature. This is the best tool for helping you prepare for the test-taking process.



Approach Retention and recall are the two features of human memory most closely related to performance on tests. This exam preparation guide focuses on increasing both retention and recall of the topics on the exam. The other human characteristic involved in successfully passing the exam is intelligence; this book does not address that issue! Adult retention is typically less than that of children. For example, it is common for four-year-old children to pick up basic language skills in a new country faster than their parents. Children retain facts as an end unto itself; adults typically either need a stronger reason to remember a fact or must have a reason to think about that fact several times to retain it in memory. For these reasons, a student who attends a typical Cisco course and retains 50 percent of the material is actually quite an amazing student. Memory recall is based on connectors to the information that needs to be recalled—the greater the number of connectors to a piece of information, the better chance and better speed of recall. Recall and retention work together. If you do not retain the knowledge, it will be difﬁcult to recall it. This book is designed with features to help you increase retention and recall. It does this in the following ways: ■



By providing succinct and complete methods of helping you decide what you recall easily and what you do not recall at all.
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■



By giving references to the exact passages in the book that review those concepts you did not recall so that you can quickly be reminded about a fact or concept. Repeating information that connects to another concept helps retention, and describing the same concept in several ways throughout a chapter increases the number of connectors to the same pieces of information.



■



By including exercise questions that supply fewer connectors than multiple-choice questions. This helps you exercise recall and avoids giving you a false sense of conﬁdence, as an exercise with only multiple-choice questions might do. For example, ﬁll-in-the-blank questions require you to have better recall than multiple-choice questions.



Finally, accompanying this book is a CD-ROM that has exam-like, multiple-choice questions as well as simulation-based questions. These are useful for you to practice taking the exam and to get accustomed to the time restrictions imposed during the exam.



All About the Cisco Certified Network Professional Certification The Cisco Certiﬁed Network Professional (CCNP) certiﬁcation proves that an individual has completed rigorous testing in the network arena. In addition, the CCNP certiﬁcation is becoming more important than ever because Cisco is providing greater and greater incentives to its partners that have employees with CCNP-level expertise. The CCNP track requires the candidate to be comfortable with advanced routing techniques, switching techniques, and dialup or Remote Access Server (RAS) technology. On top of those areas, the CCNP must be able to, without consulting a book or other resource, conﬁgure and troubleshoot a routed and switched network. The CCNP is a hands-on certiﬁcation that requires a candidate to pass the Cisco Internetwork Troubleshooting exam. The emphasis in the exam is on troubleshooting the router if the conﬁguration for it has failed. CCNP is currently one of the most sought-after certiﬁcations, short of the Cisco Certiﬁed Internetworking Expert (CCIE). The CCNP track is daunting at ﬁrst glance because it requires a candidate to pass a number of tests. To become a CCNP, a candidate must ﬁrst be a Cisco Certiﬁed Network Associate (CCNA). The CCNP certiﬁcation requires study and proﬁciency in the three areas of advanced routing, in switching and RAS, and in either design or troubleshooting. Some of the information in this book overlaps with information in the routing ﬁeld, and you may have seen some of this book’s information while studying for the BCMSN exam. In addition, there are other certiﬁcation books that speciﬁcally focus on advanced routing and switching. You might ﬁnd some overlap in those manuals also. This is to be expected—all the information taken as a whole is what produces a CCNP. The exam is a computer-based exam that has multiple choice, ﬁll-in-the-blank, and list-in-order style questions. The ﬁll-in-the-blank questions are ﬁlled in using the complete syntax for the
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command, including dashes and the like. For the ﬁll-in-the-blank questions, a tile button is given to list commands in alphabetical order. This is a real lifesaver if you can’t remember whether there is a dash or an s at the end of a command. Knowing the syntax is key, however, because the list contains some bogus commands in addition to the real ones. The exam can be taken at any Pearson VUE testing center (http://www.PearsonVue.com/cisco/) or Thomson Prometric testing center (866-PROMETRIC or www.prometric.com). As with most Cisco exams, you cannot mark a question and return to it. In other words, you must answer a question before moving on, even if this means guessing. Remember that a blank answer is scored as incorrect. Most of the exam is straightforward; however, the ﬁrst answer that leaps off the page may be incorrect. You must read each question and each answer completely before making a selection. If you ﬁnd yourself on a question that is incomprehensible, try restating the question a different way to see if you can understand what is being asked. Very few candidates score 100 percent in all categories—the key is to pass. The exam has so few questions that giving up just one question because of lack of diligence can mean the difference between passing and failing. Four questions one way or the other can mean a change of 10 to 20 percent! Many people do not pass on the ﬁrst try, but success is attainable with study. This book includes questions and scenarios that are designed to be more difﬁcult and more in depth than most questions on the test. This was not done to show how much smarter we are, but to allow you a certain level of comfort when you have mastered the material in this book. The CCNP certiﬁcation is difﬁcult to achieve, but the rewards are there, and will continue to be there, if the bar is kept where it is.



How This Book Can Help You Pass the CCNP BCRAN Exam The primary focus of this book is not to teach material in the detail that is covered by an instructor in a ﬁve-day class with hands-on labs. Instead, we tried to capture the essence of each topic and to present questions and scenarios that push the envelope on each topic that is covered for the BCRAN exam. The audience for this book includes candidates that have successfully completed the Building Cisco Remote Access Networks (BCRAN) class and those that have a breadth of experience in this area. The show and debug commands from that class are fair game for questions within the Remote Access exam, and hands-on work is the best way to commit those to memory. If you have not taken the BCRAN course, the quizzes and scenarios in this book should give you a good idea of how prepared you are to skip the class and test out based on your experience. On the ﬂip side, however, you should know that although having the knowledge from just a classroom setting can be enough to pass the test, some questions assume a CCNA level of internetworking knowledge.
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Overview of Cisco Certifications Cisco fulﬁlls only a small portion of its orders through direct sales; most times, a Cisco reseller is involved. Cisco’s main motivation for developing the current certiﬁcation program was to measure the skills of people working for Cisco Resellers and Certiﬁed Partners. Cisco has not attempted to become the only source for consulting and implementation services for network deployments using Cisco products. In 1996 and 1997, Cisco embarked on a channel program in which business partners would work with smaller and midsize businesses with whom Cisco could not form a peer relationship. In effect, Cisco partners of all sizes carried the Cisco ﬂag into these smaller companies. With so many partners involved, Cisco needed to certify the skill levels of the employees of the partner companies. The CCIE program was Cisco’s ﬁrst cut at certiﬁcations. Introduced in 1994, the CCIE was designed to be one of the most respected, difﬁcult-to-achieve certiﬁcations. To certify, a written test (also at Thomson Prometric) had to be passed, and then a two-day hands-on lab test was administered by Cisco. The certiﬁcations were a huge commitment for the smaller resellers that dealt in the commodity-based products for small business and home use. Cisco would certify resellers and services partners by using the number of employed CCIEs as the gauge. This criterion worked well originally, partly because Cisco had only a few large partners. In fact, the partners in 1995–1997 were generally large integrators that targeted the midsize corporations with whom Cisco did not have the engineering resources to maintain a personal relationship. This was a win-win situation for both Cisco and the partners. The partners had a staff that consisted of CCIEs that could present the product and conﬁguration with the same adroitness as the Cisco engineering staff and were close to the customer. As stated, Cisco used the number of CCIEs on staff as a criterion in determining the partner status of another company. That status in turn dictated the discount received by the reseller when buying from Cisco. The number of resellers began to grow, however, and with Cisco’s commitment to the lower-tier market and smaller-sized businesses, it needed to have smaller integrators that could handle that piece of the market. The CCIE certiﬁcation didn’t help the smaller integrators who were satisfying the small business and home market; because of their size, the smaller integrators were not able to attain any degree of discount. Cisco, however, needed their skills to continue to capture the small-business market, which was—and is—one of the largest markets in the internetworking arena. What was needed by Cisco was a level of certiﬁcation that was less rigorous than CCIE but that would allow Cisco more granularity in judging the skills on staff at a partner company. So Cisco created several additional certiﬁcations, CCNP and CCDP included. Two categories of certiﬁcations were developed—one to certify implementation skills and the other to certify design skills. Service companies need more implementation skills, and resellers working
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in a pre-sales environment need more design skills. So, the CCNA and CCNP are implementationoriented certiﬁcations, whereas the Cisco Certiﬁed Design Associate (CCDA) and CCDP are design-oriented certiﬁcations. Rather than just one level of certiﬁcation besides CCIE, Cisco created two additional levels: Associate and Professional. CCNA is more basic, and CCNP is the intermediate level between CCNA and CCIE. Likewise, CCDA is more basic than CCDP. Several certiﬁcations require other certiﬁcations as a prerequisite. For instance, CCNP certiﬁcation requires CCNA ﬁrst. Also, CCDP requires both CCDA and CCNA certiﬁcation. CCIE, however, does not require any other certiﬁcation prior to the written and lab tests—mainly for historical reasons. Cisco certiﬁcations have become a much needed commodity in the internetworking world as companies scramble to position themselves with the latest e-commerce, e-business, and e-life that is out there. Because Novell, Windows NT, Linux, or any other routed protocols generally need to be routed somewhere, the integrators want a piece of that business as well. Because Cisco cannot form a relationship with every new startup business, it looks for certiﬁed partners to take on that responsibility. The CCNP and CCDP certiﬁcations are truly another win-win situation for resellers, integrators, you, and Cisco.



The BCRAN Exam and the CCNP Certification Passing the BCRAN exam proves mastery of the features used in larger corporate dial-in facilities and ISP operations. Skills required for CCNP and CCDP certiﬁcations include the ability to install, conﬁgure, operate, and troubleshoot remote-access devices in a complex WAN environment. Speciﬁcally, the remote-access skills required demonstrate that the CCNP or CCDP candidate can ensure minimal WAN costs to the customer or client using the Cisco IOS features. The Cisco features that are critical to this endeavor include dial-on-demand, bandwidth-on-demand, dial backup, snapshot routing, dialer maps, and dialer proﬁles. In addition, successful candidates should be comfortable with Frame Relay, ISDN, queuing, and broadband services. The target audience for CCNP certiﬁcation includes the following: ■



Gold- or Silver-certiﬁed partners



■



CCNAs who want increased earning power, professional recognition, job promotions, and so on



■



Level 1 network support individuals who want to progress to level 2



■



ISP professionals who want to gain a larger understanding of the Internet picture and its intricacies



0848.book Page xxvii Tuesday, October 14, 2003 11:27 AM



xxvii



A CCNP’s training and experience enables them to accomplish the following: ■



Install and conﬁgure a network to minimize WAN costs and to ensure connectivity from remote sites



■



Maximize performance over a WAN link



■



Improve network security



■



Provide access to remote customers or clients



■



Conﬁgure queuing for congested links to alleviate occasional congestion



■



Provide dialup connectivity over analog and digital networks



■



Implement DDR backup services to protect against down time



Exams Required for Certification As described earlier, you are required to pass a group of exams to achieve CCNP certiﬁcation. The exams generally match the same topics that are covered in one of the ofﬁcial Cisco courses. Table I-1 outlines the exams and the courses with which they are most closely matched. Table I-1



Exam-to-Course Mappings for CCNP Certification



Certification



Exam Number



Name



Course Most Closely Matching the Exam’s Requirements



CCNA



640-801



CCNA



Interconnecting Cisco Network Devices (ICND)



CCNP



642-801



BSCI



Building Scalable Cisco Internetworks (BSCI)*



642-811



BCMSN



Building Cisco Multilayer Switched Networks (BCMSN)



642-821



BCRAN



Building Cisco Remote Access Networks (BCRAN)



642-831



CIT



Cisco Internetwork Troubleshooting (CIT)



* Passing the Foundation exam 640-841, which is also a recertification exam for CCNP, meets the same requirements as passing exams 642-801 and 642-811.



What Is on the BCRAN Exam? The BCRAN exam evaluates the knowledge of network administrators and specialists who must conﬁgure and maintain a RAS and the associated peripheral components that accompany it. Candidates attempting to pass the BCRAN exam must perform the following tasks: ■



Describe how different WAN technologies can be used to provide remote access to a network, including asynchronous dial-in, Frame Relay, ISDN, cable modem, and DSL



■



Describe trafﬁc-control methods used to manage trafﬁc ﬂow on WAN links



■



Explain the operation of remote network access control methods
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Identify PPP components, and explain the use of PPP as an access and encapsulation method



■



Describe the structure and operation of VPN technologies



■



Describe the process of Network Address Translation



■



Conﬁgure asynchronous modems and router interfaces to provide network access



■



Conﬁgure an ISDN solution for remote access



■



Conﬁgure Frame Relay operation and trafﬁc control on WAN links



■



Conﬁgure access control to manage and limit remote access



■



Conﬁgure DSL operation using Cisco IOS



■



Conﬁgure VPN operation using Cisco IOS



■



Conﬁgure Network Address Translation



■



Design a Cisco remote-access solution using asynchronous dialup technology



■



Plan a Cisco ISDN solution for remote access or primary link backup



■



Design a Cisco Frame Relay infrastructure to provide access between remote network components



■



Design a solution of access control to meet required speciﬁcations



■



Plan trafﬁc shaping to meet required quality of service on access links



■



Troubleshoot nonfunctional remote-access systems



■



Troubleshoot a VPN system



■



Troubleshoot trafﬁc-control problems on a WAN link



Recommended Training Path for CCNP The recommended training path for the Cisco professional-level certiﬁcations is, of course, the instructor-led courses: ■



Building Scalable Cisco Internetworks (BSCI)—Covers the advanced routing protocols and the scaling issues involved with a large, routed network with multiple protocols.



■



Building Cisco Multilayer Switched Networks (BCMSN)—Covers the switch infrastructure and the conﬁguration in a large network environment.



■



Building Cisco Remote Access Networks (BCRAN)—Covers the dialup and RAS issues involved in large-scale remote-access designs and implementations.



After these courses, the CCNP requires Cisco Internetwork Troubleshooting as the ﬁnal course. The previously listed courses are the recommended training events for passing the exams for the CCNP track. However, as Cisco evolves the testing, the tests might not necessarily correlate to the given class. In other words, the tests can cover material that is germane to the material in the class but that might not have been covered per se. In essence, Cisco is looking for each test to be less a fact-stufﬁng event and more a gauge of how well you know the technology.
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How to Use This Book to Pass the Exam There are four sections in each chapter: a short pre-assessment quiz, the main topics of the chapter, a summary of the key points of the chapter, and a test to ensure that you have mastered the topics in the chapter. Each chapter begins with a “Do I Know This Already?” quiz, which maps to the major topic headings in the chapter. If you get a high score on these quizlets, you might want to review the “Foundation Summary” section at the end of the chapter and then take the chapter test. If you score high on the test, you should review the summary to see if anything else should be added to your crib notes for a ﬁnal run-through before taking the live test. The “Foundation Summary” section in each chapter provides a set of “crib notes” that can be reviewed prior to the exam. These notes are not designed to teach, but merely to remind the reader what was in the chapter. If you score well on one group of questions in the quiz, but low on another, you are directed to the section of the chapter that corresponds to the questions on which you scored low. You’ll notice that the questions in the quizlet are not multiple choice in most cases. This testing format requires you to think through your answer to see if the information is already where you need it—in your brain! If you score poorly on the overall quiz, it is recommended that you read the whole chapter, because some of the topics build on others. All “Do I Know This Already?” and Q&A questions, with answers, are in Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Q&A Sections.” These conveniently located questions can be read and reviewed quickly prior to taking the live test. The CD-ROM has testing software and many additional questions that are similar to the format of the Remote Access exam. These questions should be a valuable resource when you are making ﬁnal preparations for the exam. Anyone preparing for the BCRAN exam can use the guidelines at the beginning of each chapter to guide their study. However, if you would like some additional guidance, the ﬁnal parts of this introduction give additional strategies for study, based on how you have prepared before buying this book. So, ﬁnd the section that most closely matches your background in the next few pages, and then read some additional ideas to help you prepare. There is a section for the reader who has passed other CCNP exams and is ready for the BCRAN exam, one for the reader who has passed the CCNA and is starting the CCNP track, and one for the reader who has no Cisco certiﬁcations and is starting the CCNP track.



One Final Word of Advice The “Foundation Summary” section and your notes are your “crib note” knowledge of remote access. These pieces of paper are valuable when you are studying for the CCIE or Cisco recertiﬁcation exam. You should take the time to organize them so that they become part of your paper “long-term memory.”
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Reviewing information that you actually wrote in your own handwriting is the easiest data to put back into your brain’s RAM. Gaining a certiﬁcation but losing the knowledge is of no value. For most people, maintaining the knowledge is as simple as writing it down.



You Have Passed Other CCNP Exams and Are Preparing for the BCRAN Exam Consider the following scenarios as you plan your study time. Scenario 1: You Have Taken the BCRAN Course Because you have taken other Cisco exams and have taken the BCRAN course, you know what you are up against in the test experience. The BCRAN exam is like all the others. The questions are “Sylvanish” and the answers are sometimes confusing if you read too much into them. The best approach with this book is to take each chapter’s “Do I Know This Already?” quiz and then focus your study on the parts of the chapter that cover the questions you answered incorrectly. It is best not to jump to the ﬁnal exam until you have given yourself a chance to review the entire book. Save the ﬁnal exam to test your knowledge after you have mentally checked each section to ensure that you have an idea of what the whole test could cover. Remember that the CD-ROM testing engine spools out a sampling of questions and might not give you a good picture the ﬁrst time you use it; the test engine could spool a test that is easy for you, or it could spool one that is very difﬁcult. Before the test, make your own notes using the “Foundation Summary” sections and your own handwritten notes. Once you have your bank of notes, study them, and then take the ﬁnal exam three or four times. Each time you take the test, force yourself to read each question and each answer, even if you have seen them before. Again, repetition is a super memory aid. Scenario 2: You Have Not Taken the BCRAN Course Because you have taken other Cisco exams, you know what you are up against in the test experience. The BCRAN exam is like all the others. The questions are “Sylvanish” and the answers are sometimes confusing if you read too much into them. The best approach with this book, because you have not taken the class, is to take each chapter’s “Do I Know This Already?” quiz to determine what to look for as you read the chapter. Once you have completed a chapter, take the end-of-chapter test to see how well you have assimilated the material. If there are sections that do not seem to gel, you might want to consider buying a copy of the Cisco
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Press book Building Cisco Remote Access Networks, which is a hard copy of the material found in the BCRAN course. After you have completed each chapter, you should go back through the book and do the scenarios, where available, to verify that you can apply the material you have learned. At that point, you should then use the CD-ROM testing engine to ﬁnd out how well you know the material. Before the test, make notes using the “Foundation Summary” sections and your own additions. Writing something down, even if you are copying it, makes it easier to remember. Once you have your bank of notes, study them, and then take the ﬁnal practice exam on the CD-ROM testing engine three or four times. Each time you take the test, force yourself to read each question and each answer, even if you have seen them before. Again, repetition is a super memory aid.



You Have Passed the CCNA and Are Preparing for the BCRAN Exam Consider the following scenarios as you plan your study path. Scenario 1: You Have Taken the BCRAN Course Because you have taken other Cisco exams and have taken the BCRAN course, you know what you are up against in the test experience. The BCRAN exam is like all the others. The questions are “Sylvanish” and the answers are sometimes confusing if you read too much into them. The best approach with this book is to take each chapter’s “Do I Know This Already?” quiz and focus on the parts that draw a blank. It is best not to jump to the ﬁnal exam until you have given yourself a chance to review the entire book. Save the ﬁnal exam to test your knowledge after you have mentally checked each section to ensure that you have an idea of what the whole test could cover. The CD-ROM testing engine spools out a sampling of questions and might not give you a good picture the ﬁrst time you use it; the test engine could spool a test that is easy for you, or it could spool one that is very difﬁcult. Before the test, make your own notes using the “Foundation Summary” sections and your own additions. Writing something down, even if you are copying it, makes it easier to remember. Once you have your bank of notes, study them, and then take the ﬁnal practice exam on the CD-ROM testing engine three or four times. Each time you take the test, force yourself to read each question and each answer, even if you have seen them before. Again, repetition is a super memory aid.
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Scenario 2: You Have Not Taken the BCRAN Course Because you have taken other Cisco exams, you know what you are up against in the test experience. The BCRAN exam is like the others. The questions are “Sylvanish” and the answers are sometimes confusing if you read too much into them. The best approach with this book, because you have not taken the course, is to take each chapter’s “Do I Know This Already?” quiz to determine what to look for as you read the chapter. Once you have completed a chapter, take the end-of-chapter test to see how well you have assimilated the material. If there are sections that do not seem to gel, you might consider buying a copy of the Cisco Press book Building Remote Access Networks, which is a hard copy of the material found in the course. After you have completed each chapter, you should go back through the book and do the chapter scenarios to ensure that you can apply the material you have learned. At that point, you should then use the CD-ROM testing engine to ﬁnd out how well you know the material. Before the test, make your own notes using the “Foundation Summary” sections and your own additions. Writing something down, even if you are copying it, makes it easier to remember. Once you have your bank of notes, study them, and then take the ﬁnal practice exam on the CD-ROM testing engine three or four times. Each time you take the test, force yourself to read each question and each answer, even if you have seen them before. Again, repetition is a super memory aid.



You Have Experience and Want to Skip the Classroom Experience and Take the BCRAN Exam Consider carefully the following scenarios. Scenario 1: You Have CCNA Certification Because you have taken other Cisco exams, you know what you are up against in the test experience. The BCRAN exam is like the others. The questions are “Sylvanish” and the answers are sometimes confusing if you read too much into them. The best approach with this book, because you have not taken the course, is to take each chapter’s “Do I Know This Already?” quiz to determine what to look for as you read the chapter. Once you have completed a chapter, take the end-of-chapter test to see how well you have assimilated the material. If there are sections that do not seem to gel, you might want to buy a copy of the Cisco Press book Building Remote Access Networks, which is a hard copy of the material found in the course.
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After you have completed each chapter, you should go back through the book and do the chapter scenarios to see if you can apply the material you have learned. At that point, you should use the CD-ROM testing engine to ﬁnd out how well you know the material. Before the test, make your own notes using the “Foundation Summary” sections and your own additions. Writing something down, even if you are copying it, makes it easier to remember. Once you have your bank of notes, study them, and then take the ﬁnal practice exam on the CD-ROM testing engine three or four times. Each time you take the test, force yourself to read each question and each answer, even if you have seen them before. Again, repetition is a super memory aid. Scenario 2: You Do Not Have CCNA Certification Why don't you have the certiﬁcation? The prerequisite for the CCNP certiﬁcation is to be certiﬁed as a CCNA, so you really should pursue your CCNA certiﬁcation before tackling the CCNP certiﬁcation. Beginning with the BCRAN exam gives you a skewed view of what is needed for the Cisco Professional certiﬁcation track. That being said, if you must pursue the certiﬁcations out of order, follow the spirit of the book. Read each chapter and then do the quiz at the front of the chapter to see if you caught the major points. After you have done that, try the test on the CD-ROM and pay particular attention to the VUE/ Sylvan-way of testing so that you are prepared for the live test. Good luck to all!
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PART I: Identifying Remote Access Needs Chapter 1



Remote Access Solutions



Chapter 2



Identifying Site Requirements



Chapter 3



Network Overview



This part of the book covers the following BCRAN exam topics: ■



Describe how different WAN technologies can be used to provide remote access to a network, including asynchronous dial-in, Frame Relay, ISDN, cable modem, and DSL



■



Explain the operation of remote network access control methods
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This chapter covers the following subjects: ■



Questions for Evaluating Remote Access Products



■



Discussion of Remote Access Products



■



WAN Connections



■



Determining the Site Requirements



■



Introduction to QoS
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1



Remote Access Solutions Most corporations now recognize that to remain competitive, their employees must be able to access the corporate network remotely at all times and from a variety of locations. Whether this access is by a home user, a “road warrior” (an employee who connects to the ofﬁce from numerous different remote locations), or a remote ofﬁce, as a network administrator, you must consider the many different scenarios in which employees might need to access the network remotely and provide support for that access. Depending on where the users may be located, you have to consider many types of access technologies. Because there are so many access technologies available, the choice of infrastructure equipment that will support the appropriate technology is critical. You need to support current access technologies and also be able to support future technologies. You also have to take into account such factors as security, availability, reliability, and cost. One important consideration in today’s networks is the ability to guarantee quality of service (QoS) for certain types of trafﬁc, such as voice and video. You also need to consider the fundamentals of QoS, so that when a remote user is running an application that needs priority or guaranteed bandwidth, you can try to accommodate that need. Accomodating this need is usually accomplished between remote ofﬁces or home ofﬁces with high-speed connections, because the amount of bandwidth available to a dialup user is just too small to send toll-quality voice and video in addition to regular data across.



“Do I Know This Already?” Quiz The purpose of the “Do I Know This Already?” quiz is to help you decide whether you really need to read the entire chapter. If you already intend to read the entire chapter, you do not necessarily need to answer these questions now. The 15-question quiz, derived from the major sections in the “Foundation Topics” portion of the chapter, helps you to determine how to spend your limited study time. Table 1-1 outlines the major topics discussed in this chapter and the “Do I Know This Already?” quiz questions that correspond to those topics.
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Table 1-1



“Do I Know This Already?” Foundation Topics Section-to-Question Mapping Foundation Topics Section



Questions Covered in This Section



Questions for Evaluating Remote Access Products



1–3



Discussion of Remote Access Products



4–6



WAN Connections



7–9



Determining the Site Requirements



10–12



Introduction to QoS



11–15



CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chapter. If you do not know the answer to a question or are only partially sure of the answer, you should mark this question wrong for purposes of the self-assessment. Giving yourself credit for an answer you correctly guess skews your self-assessment results and might provide you with a false sense of security. 1.



2.



3.



Who is usually considered to be using remote access? a.



Anyone who is not logged on locally to the resource



b.



Anyone in a branch ofﬁce



c.



A user on a different subnet



d.



Anyone who has to use some form of WAN connection



What are some common considerations for remote access usage? a.



Security



b.



Reliability



c.



Cost



d.



Availability



e.



All of the above



What are the two main categories for Cisco’s product lineup? a.



Modular



b.



Layer 3



c.



Fixed



d.



Layer 2
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4.



5.



6.



7.



8.



Where does the Cisco 800 Series router ﬁt into the product lineup? a.



Small ofﬁce



b.



Remote ofﬁce



c.



Branch ofﬁce



d.



Head ofﬁce



Where does the Cisco 2600 Series router ﬁt into the product lineup? a.



Small ofﬁce



b.



Remote ofﬁce



c.



Branch ofﬁce



d.



Head ofﬁce



Where does the PIX 501 Firewall ﬁt into the product lineup? a.



Small ofﬁce



b.



Remote ofﬁce



c.



Branch ofﬁce



d.



Home ofﬁce



What is the most common dedicated WAN connection? a.



xDSL



b.



Wireless



c.



X.25



d.



Leased line



e.



Frame Relay



What is the typical maximum speed of an asynchronous dialup connection? a.



1 Mbps



b.



1.544 Mbps



c.



128 kbps



d.



53 kbps



7
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9.



10.



11.



12.



13.



What are three emerging WAN technologies? a.



Frame Relay



b.



Wireless



c.



xDSL



d.



Cable



What are typical network growth estimates at a head ofﬁce site? a.



0%



b.



5%



c.



10%



d.



15%



e.



20%



To save costs, ﬁxed-conﬁguration devices are used at the branch-ofﬁce level. a.



True



b.



False



At home ofﬁce or small ofﬁce sites, what is the predominant deciding factor when choosing the connection type? a.



Reliability



b.



Speed



c.



Cost



d.



Bandwidth



What is the default interface queuing option on serial interfaces? a.



FIFO



b.



WFQ



c.



Round robin



d.



No queuing turned on
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14.



15.



9



What is a common problem with Priority Queuing? a.



Cannot be used with most types of trafﬁc



b.



No way of differentiating packets



c.



Only two classes of trafﬁc, high and normal



d.



Lower-priority queues could be starved for bandwidth



How many user-deﬁnable queues are available with Custom Queuing? a.



1



b.



2



c.



4



d.



16



The answers to the “Do I Know This Already?” quiz are found in Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Q&A Sections.” The suggested choices for your next step are as follows: ■



8 or fewer overall score—Read the entire chapter. This includes the “Foundation Topics,” “Foundation Summary,” and “Q&A” sections.



■



9, 10, or 11 overall score—Begin with the “Foundation Summary” section and then go to the “Q&A” section.



■



12 or more overall score—If you want more review on these topics, skip to the “Foundation Summary” section and then go to the “Q&A” section. Otherwise, move to the next chapter.
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Foundation Topics As you progress through this chapter, you will discover the need for remote access to your data. You will see that when designing remote access solutions, you need to consider many things, such as the bandwidth required for the applications being used, whether the application needs guaranteed bandwidth, and which Cisco devices offer the features and interfaces that you may need. As you decide on what options fulﬁll your current needs, you also have to consider future growth and new technologies that may need to be added, such as VPN support or different access technologies such as DSL, wireless, or cable. Considering all of your options will help you narrow down the choices of equipment and access technologies. Cisco has a complete lineup of devices that meets the demanding criteria for today’s data infrastructures. The challenge is to narrow down the list to what ﬁts into your network and supports your network’s goals for remote access. The ﬁrst objective is to become familiar with the technologies offered by Cisco. There are two types of platforms: ■



Modular—Provides the capability to support different conﬁgurations of ports and modules by placing the appropriate interface modules into the modular chassis of the device to support your current network solution, while leaving the ﬂexibility to add new options later.



■



Fixed—Provides the capability to support a ﬁxed type/number of interfaces or modules. You cannot change the conﬁguration of the speciﬁc types of interfaces/modules that are in the device. If new options arise, you must buy a new device that supports that type of interface.



Cisco has built most of its current product line on a modular chassis format. The next consideration is how many remote users you need to support and where they are located. If the majority of your users are located at a remote ofﬁce, then you need to support some type of connection that is permanently available. If the majority of remote access users are connecting from home or on the road, you need to support some type of connection that is an on-demand circuit. Usually, support for a combination of both access methods needs to be provided. These are just some considerations to keep in mind as you familiarize yourself with Cisco’s product line. This chapter focuses on the routers and remote access devices in the Cisco product line. For a complete lineup of Cisco’s products, go to http://www.cisco.com and search for “Cisco Products.”
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Discussion of Remote Access Products This section provides a brief overview of some of the more popular remote access equipment in the Cisco product lineup. Please see the white papers about the speciﬁc product on the Cisco website if you need more details.



Cisco 700 Series The Cisco 700 Series router supports IP and IPX routing over ISDN. Routers from this family have no scalability for adding ports and were designed for remote ofﬁces (ROs) and small ofﬁces, home ofﬁces (SOHOs). The 700 Series router is an inexpensive ISDN access device. Figure 1-1 shows a Cisco 700 Series router. Figure 1-1



Cisco 700 Series Router



Cisco 800 Series The Cisco 800 Series router is the lowest-priced entry-level router that runs the Cisco IOS software. Because the base operating system for the 800 Series router is the same as for the higher-end router platforms, this platform enables the corporate staff to use the same language to conﬁgure the remote device. The Cisco 800 Series router is ideal for the RO or SOHO. The WAN options for the 800 Series are the same as for the 700 Series. Figure 1-2 shows a Cisco 800 Series router.
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Figure 1-2



Cisco 800 Series Router



Cisco 1600 Series The Cisco 1600 Series router offers a modular construction that enables the WAN interfaces to be changed by the customer as needed. The WAN cards in a 1600 Series router can be shared with routers from the 2600 and 3600 router Series. This enables the maintenance of only a small set of hot-spare boards. The 1600 uses the trademark Cisco IOS software and is generally positioned at a branch-ofﬁce site and not at a RO or SOHO. Figure 1-3 shows a Cisco 1600 Series router. Figure 1-3



Cisco 1600 Series Router



Cisco 1700 Series The Cisco 1700 Series router is a replacement for the 1600 Series. It is designed to support small to medium-sized branch-ofﬁce networks. It has near wire speed capability for VPN and IPSec networks, including support for stateful ﬁrewall and intrusion detection. It also supports converged networking by offering Voice over IP capabilities and QoS services.
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Cisco 2500 Series The Cisco 2500 Series router is the oldest router platform mentioned so far. A router from this series is a ﬁxed-conﬁguration router that offers a wide range of options for the branch or central ofﬁce. This router series is not modular. If a different port conﬁguration is needed, a new 2500 is required. Figure 1-4 shows a Cisco 2500 Series router. Figure 1-4



Cisco 2500 Series Router



Cisco 2600 Series The Cisco 2600XM Series router is replacing the current 2600 Series router because of its ﬂexibility with the WAN card design and added CPU processing power and RAM. The 2600XM Series router can support many different hardware conﬁgurations in a single chassis. In fact, the customer can mix and match both LAN and WAN resources by simply changing boards on the chassis. The 2600XM Series router is generally positioned in a branch-ofﬁce site or small, central facility. Figure 1-5 shows a Cisco 2600XM Series router. Figure 1-5



Cisco 2600XM Series Router



Cisco 3600 Series The Cisco 3600 Series router provides two, four, or six module slots, depending on the model. The 2600 Series router provides only two module slots. A 3600 Series router is considered a centralofﬁce piece of equipment because its ﬂexibility and port density are so high.
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Figure 1-6 illustrates a Cisco 3600 Series router. Figure 1-6



Cisco 3600 Series Router



Cisco 3700 Series The Cisco 3700 Series router is replacing the 3600 Series. It is the cornerstone to Cisco’s Architecture for Voice, Video and Integrated Data (AVVID). It offers many of the advanced features of today’s top-end equipment. Some of the features include in-line power for IP phones, highdensity port population, and support for multiple Advanced Integration Modules (AIMs).



Cisco AS5000 Series The Cisco AS5000 Series router (speciﬁcally, the 5200 and 5300 routers) provides a high port density and is typically found at an Internet service provider’s (ISP) point of presence (POP). The AS5000 chassis incorporates the functions of modems, switches, routers, and channel banks into a single platform. In addition, the AS5000 Series can support serial, digital, ISDN, and asynchronous access through a single physical interface. This support of mixed media makes this router very useful for a central ofﬁce environment in which many different branch ofﬁces and remote ofﬁces must be supported. Figure 1-7 illustrates a Cisco AS5300 Series router. Figure 1-7



Cisco AS5300 Series Router
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Cisco 7200 Series The Cisco 7200 Series router is used in a remote access services (RAS) environment. The 7200 Series can provide a central site with many high-speed interfaces in which many branch ofﬁces can be aggregated. Figure 1-8 shows several Cisco 7200 Series routers. Figure 1-8



Cisco 7200 Series Router



PIX Firewall Series The Cisco PIX Firewall Series is an excellent choice for ﬁrewalls. There are many different models to choose from, but the focus here is what ﬁts in a small branch ofﬁce or home ofﬁce. There are two models to choose from. The PIX 501 offers basic site-to-site VPN conﬁguration and connectivity for asymmetric digital subscriber line (ADSL) with Point-to-Point Protocol over Ethernet (PPPoE) connections and offers a built-in four-port 10/100 switch. The PIX 506E offers a little more horsepower than the PIX 501, for more VPN site-to-site trafﬁc, and offers the same robust ﬁrewall features. Cisco has recently released a PIX Firewall Services Module for the 7200 Series router or the Catalyst 6500 Series switch. It offers many of the same advantages as the PIX Firewall, but with a much higher throughput.



VPN 3000 Concentrator Series Cisco offers many ﬂexible solutions for small to large VPN networks. For a SOHO scenario, you could consider installing a VPN 3002 hardware client that does the VPN tunneling for many PCs and devices connected to it, instead of having each PC run its own client software and connect back to the main site. The preceding device descriptions represent much of the Cisco product line. To properly install this equipment, you should consult Cisco’s website (http://www.cisco.com) to get the most up-to-date information.
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Although it is possible to review the entire suite of Cisco products before you make a product decision for an installation, to do so would be extremely time consuming. To help you with the selection task, you should use the Cisco Product Selection Tool, which is available on CD-ROM and at Cisco’s website (http://www.cisco.com/warp/public/779/smbiz/service/advisor). This tool enables you to quickly narrow a selection to a small number of router platforms by paring down the Cisco product line so that only the router platforms that match the search criteria are displayed. In addition to using the Product Selection Tool, you can simply provide the requirements to a Ciscocertiﬁed value-add reseller (VAR) or to a Cisco sales engineer and ask which products satisfy the requirements. This advice might sound a bit trite, but Cisco is truly focused on ensuring that the right solution is provided in every instance in which its products are used. The emphasis that Cisco has placed on the certiﬁcation process for its VARs is just one piece of evidence that supports this statement.



WAN Connections Now that you have looked at what Cisco’s product lineup can support, you need to review what WAN connections are available and decide which one will meet your needs. There are many different types of WAN connections, such as the ones described in the sections that follow.



Traditional WAN Technologies These are the traditional WAN technologies: ■



Asynchronous dialup—This is a standard dialup connection across a service provider’s network (PSTN) that provides an on-demand dedicated circuit, usually running at speeds up to 53 kbps. Dialup is the least expensive access method if the calls are local and for short periods of time. This may be the only wire-based access technology available in some areas. If more bandwidth is required, you can use Multilink PPP connections that bond two asynchronous dialup connections together, but then you have twice the cost for long-distance toll charges, and so on. This could give you speeds up to approximately 100 kbps if you bond two lines together.



■



Integrated Services Digital Network (ISDN)—ISDN offers more bandwidth than standard PSTN connections because it offers a digital circuit-switched connection from end to end. It can achieve speeds of 128 kbps with the bonding of two B channels, which is common with a BRI interface. As with Asynchronous connections, if you need more bandwidth, multiple B channels can be bonded together. ISDN can also come in a PRI style interface. It is 23B channels and 1 signaling channel. Typical speeds are 1.544 Mbps.
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■



Leased line—If the company needs to control all aspects of the connection, such as protocol encapsulation and bandwidth division, you should consider a leased-line solution. This is one of the higher-cost solutions, but it offers many advantages such as complete control of the bandwidth including channelizing voice and data across the same leased line, very high data rates available, and access to the full bandwidth 100 percent of the time. It is not shared with anyone else. Typical speeds are between 1.544 Mbps and 45 Mbps.



■



Frame Relay—Frame Relay circuits are still the most popular WAN connection method for dedicated access. Frame Relay offers many of the advantages of a dedicated leased line while retaining the cost savings of shared bandwidth. Frame Relay speciﬁes a committed information rate (CIR), which is the minimum amount of throughput a customer needs. From there, the customer can burst to the port speed for periods at a time as long as the network is not too busy. The service provider decides on what information above the CIR is allowed through. Even though Frame Relay is shared bandwidth, you still have some security because each customer gets its own permanent virtual circuit (PVC) through the service provider’s cloud. In the United States, you must specify the port speed, minimum CIR, and the number of PVCs or data-link connection identiﬁers (DLCIs) you need per location. In Canada, in which the service provider network is overprovisioned, you only have to specify the port speed and the number of PVCs or DLCIs that you need per location. You do not need to purchase CIR in Canada unless you have a mission-critical application, in which case it is suggested that you buy enough CIR to allow your applications to function properly. Typical port speeds are from 56 kbps to 1.544 Mbps.



■



Asynchronous Transfer Mode (ATM)—ATM is not normally used for WAN connections by end customers; it is usually a service provider backbone technology. However, it is possible to purchase ATM when remote sites need high bandwidth, guaranteed throughput, and low latency. It works by fragmenting packets into 53-byte cells and transporting them (usually) across a ﬁber-optic network. ATM is considered to be the grandfather of LAN extensions. Typical speeds are 5 Mbps to 622 Mbps.



Emerging WAN Technologies The following are the emerging WAN technologies: ■



xDSL LAN Extension—This is a newer technology that offers WAN connectivity to remote sites by simulating an Ethernet environment over xDSL technologies. It is used for higherbandwidth solutions and, because of the common infrastructure that it uses, service providers can offer it at lower prices. Typical speeds are up to 1 Mbps synchronous or 640 kbps upload and up to 8 Mbps download if you get an asynchronous ﬂavor of DSL.



■



Cable access—In most places where a cable network is already in place, service providers can connect you to a coaxial cable infrastructure that allows data and television signals to traverse across the same network. This solution is usually low cost and provides a medium to high data rate. Typical speeds are up to 4 Mbps upload and up to 28 Mbps download.
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■



Wireless—This is a general term used to describe any type of connectivity that is not based on a physical cable between sites. With the advancements of today’s wireless technologies, very high-rate data transfers can be established over great distance. Some of the common deployments are site-to-site tertiary connections (when you have line of site for distances of up to a few kilometers) or connections using the cellular phone infrastructure for connecting back to the ofﬁce through a dialup scenario or VPN access across the Internet. Typical speeds are from 19.2 kbps to 10 Gbps.



Determining the Site Requirements In general, each company site can be placed into one of three categories: central ofﬁce, branch ofﬁce, or SOHO or RO (which are grouped into one category because of the small number of end users at these sites). Each type of site provides different opportunities for growth. The sections that follow provide insight into which platforms would be used at each site.



Central Site Installations When the installation is in a central site or corporate headquarters, you should strongly consider the need for growth. Typical considerations are purchasing expansion capabilities for approximately 20 percent growth. Room for growth is important because remote or branch sites can be added or deleted over time and the hardware platform should be ﬂexible so that a “forklift” upgrade is not needed every time a change in corporate strategy occurs. The criteria for the central ofﬁce should include evaluation of speeds and technologies available. The speeds should be sufﬁcient to aggregate the information ﬂows from the branch and remote sites. With speed, cost is a major consideration because the recurring WAN charges are the dominant cost factor. Hardware costs usually pale in comparison to the ongoing costs for WAN charges. Firewalls and access control (feeds) are also top considerations, because the central site must maintain and enable outside communication but protect against unauthorized access.



Branch-Office Installations When the installation is for a branch ofﬁce, there is usually less need for ﬂexibility than with the central site, and cost becomes more of an issue. This does not mean that a ﬁxed-conﬁguration device is acceptable, however. It is still strongly suggested that a router contain enough ports for expansion, but possibly on a smaller scale (such as 10 percent growth). Branch-ofﬁce support may include access to smaller, single-function remote ofﬁces or remote users. Considerations at the branch ofﬁce include dedicated WAN connections to the head ofﬁce and possibly on-demand circuits for home users or small remote ofﬁces. The monthly costs are still a strong consideration. Additionally, the branch ofﬁce must be able to authenticate itself to the central site.
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The issue of availability is another critical factor in the branch ofﬁce. You should take into account how much the company would lose if the network goes down. Estimating the potential for loss builds a strong case for considering some form of backup connection. The central ofﬁce generally uses links that are always available or highly reliable, whereas the branch ofﬁce might not want to pay for that reliability.



Remote Office or Home Office Installations As you look to support end users or small remote ofﬁces/home ofﬁces, cost becomes the predominant factor. Usually, ﬁxed-function devices are chosen, with cost as a main factor. Another important criteria is WAN connection availability in the area. Once you decide on which type of access method to use, it is unlikely to change in the near future. The trafﬁc or data that exits the RO or HO can usually be categorized very neatly. An example of this categorization would be a remote salesperson who must download corporate pricing and upload sales data and e-mail. The overriding consideration at these ofﬁces is generally cost. In addition, the RO must maintain a method for authentication to the branch or central site and justify the connection time to a central or branch ofﬁce. In general, these ofﬁces would use a dial-on-demand methodology to minimize WAN charges.



Introduction to QoS As you add more and more services to your data networks, you need to consider the trafﬁc types and service guarantees for the different types of trafﬁc on the network. Today’s networks carry different types of trafﬁc, such as ﬁle transfers, interactive sessions, and voice and video, to name a few. Each of these types of trafﬁc has different characteristics that the network must accommodate. The problem with network equipment is that most of it is conﬁgured by default to work on a ﬁrstin, ﬁrst-out (FIFO) basis. If you are using the Internet as a WAN technology (VPN networks), you have another problem, because there is no guaranteed class of service (CoS) across the Internet. If you use service providers for WAN connections, you can purchase different classes of service depending on your data needs. All of these factors must be considered. Here are some guidelines when deciding to implement QoS services: ■



Prioritization of delay-sensitive trafﬁc is important if you have interactive sessions and ﬁle transfers on the same WAN links. Large ﬁle transfers could make interactive sessions seem sporadic. Always give delay-sensitive trafﬁc (interactive trafﬁc) explicit priority over less timesensitive trafﬁc (ﬁle transfers).
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■



If slower WAN links are at 100 percent usage all the time, QoS will not help. It is most effective on slower WAN connections that spike to 100 percent usage some of the time, causing temporary congestion.



■



QoS is usually only applied to lower-bandwidth links because of the added processing time.



■



If you do not experience congestion or sporadic interactive sessions, you probably don’t need QoS.



There are many options within the QoS portfolio, as follows: ■



Compression—QoS does not provide more bandwidth on the link; rather, it just makes better use of the available bandwidth by using compression to reduce the size of the packets traversing the link to give the appearance of more bandwidth. You could introduce compression on the whole packet, on just the header, or on just the payload. Compression should only be done on links below T1/E1 speeds due to the added processing time and possible memory usage because of compressing each packet.



■



Bandwidth Reservation Protocol—If devices along the path support the reservation protocol, a connection from sender to receiver can be set up with a guaranteed CoS, providing timesensitive or bandwidth-intensive trafﬁc the necessary path through the network.



■



QoS classification—With the IP precedence bits, you can differentiate multiple classes of service for different trafﬁc types. Therefore, you can provide different trafﬁc-ﬂow characteristics that the packets need to traverse the network properly.



■



Congestion management—As an abundance of packets enters a device, congestion management prioritizes the trafﬁc as it places the packets on the outgoing link. The goal is to set a QoS class and prioritize the packets according to deﬁned characteristics. Any delaysensitive trafﬁc, such as voice, should be given adequate bandwidth and always set into a priority queue. This is done at the expense of less critical data. Some of the Cisco IOS queuing methods that are currently supported are the following: — Priority Queuing (PQ)—PQ is based on four speciﬁc queues: high, medium, normal, and low. The high-priority queue is always serviced ﬁrst. After the high-priority queue is empty, the process checks the medium-priority queue. If data is there, the device transmits a ﬁxed amount and then goes back and checks the high-priority queue to see if any new trafﬁc has arrived. This process is repeated, always checking the highestpriority queues ﬁrst; if they are empty, the process services the next queue. This could lead to starvation in the normal- and low-priority queues if too much information is sent to the higher-priority queues. — Custom Queuing (CQ)—This method has up to 16 custom-deﬁned queues. The administrator can decide on the number of bytes or packets serviced from each queue. This is one way of guaranteeing that no queue will be starved. This also provides a way to guarantee how much bandwidth each queue receives.
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— Weighted Fair Queuing (WFQ)—This is the default method of queuing on links that are T1/E1 speeds or less. It offers fair access to the available bandwidth for each trafﬁc ﬂow. It can recognize IP precedence and apply a weight or priority to selected trafﬁc to provide classiﬁcation and determine how much bandwidth each conversation or ﬂow is permitted. ■



Congestion avoidance—Also known as traffic policing, this shapes trafﬁc from different ﬂows by limiting the bandwidth trafﬁc can use, therefore causing the applications to reduce the amount of trafﬁc they are sending. Trafﬁc policing actually drops trafﬁc above a certain rate, whereas trafﬁc shaping simply limits the ﬂow of trafﬁc. Cisco supports Generic Trafﬁc Shaping and three basic types of policing: — Committed Access Rate (CAR) — Random Early Detection (RED) — Weighted Random Early Detection (WRED)
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Foundation Summary The Foundation Summary section of each chapter lists the most important facts from the chapter. While this section does not list every fact from the chapter that will be on your Remote Access exam, a well-prepared CCNP candidate should at a minimum know all the details in each Foundation Summary before going to take the exam. This chapter discussed what type of equipment is available to install at each of the different ofﬁce types and what WAN technologies each ofﬁce type could use. When designing a remote access solution, you need to look at many different components and then select the appropriate WAN technologies, device technologies, and option features such as QoS. This chapter covered a few basic concepts of remote access. Some of the key points discussed regarding WAN connections were availability, reliability, and cost.
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Q&A The questions and scenarios in this book are more difﬁcult than what you should experience on the actual exam. The questions do not attempt to cover more breadth or depth than the exam, but they are designed to make sure that you know the answer. Rather than enabling you to derive the answer from clues hidden inside the question, the questions challenge your understanding and recall of the subject. Hopefully, mastering these questions will help you limit the number of exam questions on which you narrow your choices to two options and then guess. The answers to these questions can be found in Appendix A. 1.



What are some of the considerations for remote access networks?



2.



Why are modular chassis preferred over a ﬁxed conﬁguration?



3.



What is the difference between trafﬁc shaping and trafﬁc policing?



4.



How does Custom Queuing work?



5.



Why is queuing only put on links that spike to 100 percent utilization and not on every single link?



6.



What advantages does using wireless WAN links offer the designer?



0848.book Page 24 Tuesday, October 14, 2003 11:27 AM



This chapter covers the following topics that you will need to comprehend to master the BCRAN exam: ■



■



■



■



Determining Site Requirements—The three sites described by Cisco Systems are the central ofﬁce, remote ofﬁce/branch ofﬁce (ROBO), and small ofﬁce/home ofﬁce (SOHO). The successful CCNP candidate should be aware of these sites and their associated requirements. Guidelines for Equipment Selection—This section addresses the questions raised when planning a Cisco network: Is the device going to be used at a central ofﬁce, a branch ofﬁce, or in support of telecommuters? What are the cost factors and how volatile is the proposed location? What types of features are required to implement the network? WAN Access Methods for Remote Access—The WAN connection type directly affects the current and future needs of the customer and inﬂuences its level of satisfaction. This section addresses the selection process for the various WAN technologies available. Technology Assessment—You may need to address additional factors, such as encryption and security. Virtual private networks (VPNs) have become commonplace in today’s networks. In some cases, a VPN might not be needed. But in others, data encryption is essential.
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Identifying Site Requirements This chapter covers the site preparation necessary to successfully deploy a remote-connection solution. First, you must understand the scope and requirements for different types of sites. Then, you can determine the appropriate connection technology to send data to that site. Today, a design engineer has a tremendous number of selections, including leased lines, packet switching (Frame Relay), ISDN, DSL, and even cable modems. Even analog modems are still used in locations where other services are not available, or just not needed. After the site requirements are accepted, you can select the Cisco hardware to fulﬁll the design. The next chapter is dedicated to ﬁnding the correct Cisco product based on the site surveys and technology available at each of the sites in question.



“Do I Know This Already?” Quiz The purpose of the “Do I Know This Already?” quiz is to help you decide whether you really need to read the entire chapter. If you already intend to read the entire chapter, you do not necessarily need to answer these questions now. The eight-question quiz, derived from the major sections in the “Foundation Topics” portion of the chapter, helps you to determine how to spend your limited study time. Table 2-1 outlines the major topics discussed in this chapter and the “Do I Know This Already?” quiz questions that correspond to those topics. Table 2-1



“Do I Know This Already?” Foundation Topics Section-to-Question Mapping Foundation Topics Section



Questions Covered in This Section



Determining Site Requirements



1–2



Guidelines for Equipment Selection



3–4



WAN Access Methods for Remote Access



5–6



Technology Assessment



7–8
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CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chapter. If you do not know the answer to a question or are only partially sure of the answer, you should mark this question wrong for purposes of the self-assessment. Giving yourself credit for an answer you correctly guess skews your self-assessment results and might provide you with a false sense of security. 1.



2.



3.



4.



Which of the following best describes some telecommunications parameters for a central ofﬁce? a.



Low-speed connections are an option



b.



Redundancy is required



c.



Cost is very important



d.



Fixed conﬁguration routers are a must



Which of the following link connection speeds is considered appropriate for a remote ofﬁce? a.



100 users with an ISDN BRI connection



b.



10 users with a T1 connection



c.



100 users with a cable-modem connection



d.



100 users with a T1 connection



Which of the following terms describes whether a service provider is capable of providing a service in your area? a.



Reliability



b.



Cost



c.



Availability



d.



Redundancy



How does QoS affect the ﬂow of packets? a.



QoS allows high-priority trafﬁc to exit ﬁrst



b.



QoS blocks certain trafﬁc ﬂows



c.



QoS puts smaller packets at the end of the line



d.



QoS has different behavior patterns based on the time of day
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Which connection option guarantees consistent bandwidth availability all the time? a.



Frame Relay



b.



Leased line



c.



ISDN



d.



DSL



What is the maximum speed of an ISDN BRI connection? a.



64 kbps



b.



128 kbps



c.



256 kbps



d.



1544 kbps



Which of the following WAN connection methods establishes connections with an ISP instead of with another site? a.



Frame Relay



b.



Leased line



c.



ISDN



d.



DSL



What type of VPN link creates a tunnel between a PC and a router? a.



Site-to-site VPN



b.



VPN client



c.



Site-to-client VPN



d.



Host-to-host VPN



The answers to the “Do I Know This Already?” quiz are found in Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Q&A Sections.” The suggested choices for your next step are as follows: ■



4 or fewer overall score—Read the chapter. This includes the “Foundation Topics,” “Foundation Summary,” and “Q&A” sections, as well as the scenarios at the end of the chapter.



■



5 or more overall score—If you want more review on these topics, skip to the “Foundation Summary” section, and then go to the “Q&A” section and the scenarios at the end of the chapter. Otherwise, move to the next chapter.
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Foundation Topics



Determining Site Requirements In general, each company site can be placed into one of three categories: central ofﬁce, remote ofﬁce/branch ofﬁce (ROBO), or small ofﬁce/home ofﬁce (SOHO). Each type of site provides different opportunities for growth and has unique requirements for connectivity and equipment. The sections that follow provide insight into what constitutes each type of site.



Determine the Goals of the Network You must lay out the goals of the overall network ahead of time. Regardless of the type of site that is chosen, you must ﬁrst determine the goals of the network. Some of the questions you should consider include: ■



What do you wish to gain from this speciﬁc deployment?



■



How many users must it support?



■



How much bandwidth is necessary to support the applications in use at and between each site?



■



Has future growth been taken into account?



■



Will the selected WAN components support an upgrade, or will a new component (forklift) be necessary?



■



What type of corporate resources must be accessed from the SOHO location?



Figure 2-1 shows how various elements of a network may ﬁt together. In the upper-left corner, two different types of SOHO sites are shown. One is permanently connected to the Internet via a cable or DSL modem, while the other uses a small Cisco router for temporary ISDN or analog dialup connectivity. On the bottom of the ﬁgure are two types of ROBOs. One uses Frame Relay as a primary connection back to the central ofﬁce with ISDN as a backup. The second uses a leased line to the main ofﬁce, and does not have any backup capabilities. And the central ofﬁce has the ability to terminate connections from any of the small or remote ofﬁces.
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Typical Site Installations SOHO Site Cable modem DSL modem



ISP



SOHO Site



ISDN/ Analog



Central Site Frame Relay ROBO Site



ROBO Site



Central-Site Installations The central site tends to be the administrative nucleus of a company (the headquarters). In most cases, this also is the largest site, whether it is a building or an entire campus. There is normally a requirement that all sites have communication to the central site, but they might not need to communicate with each other. This requires a diverse set of WAN connection methods. In networks similar to that shown in Figure 2-1, the Frame Relay connection into the central site is typically much larger than any Frame Relay connection to a remote or branch ofﬁce. In this case, the larger pipe is needed to be able to terminate multiple remote sites simultaneously. At the same time, it is rare to ﬁnd a central-site Frame Relay connection that is simply the sum of all the bandwidth used at all the remote locations. Chances are, not all remote sites will be sending data to the central site at the same time.
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If the installation is taking place in a central or corporate headquarters site, room for growth should be a strong consideration. Room for growth is important because remote or branch sites can be added or deleted over time, and the hardware platform should be ﬂexible so that a “forklift” upgrade (an upgrade that requires physically changing equipment because the older equipment is too small/ slow/inadequate) is not needed every time a change in corporate strategy occurs. Decisions for the central ofﬁce should include evaluation of speeds and feeds. The speeds should be sufﬁcient to aggregate the information ﬂows from the branch and remote sites. With speeds, cost is a major consideration, because the recurring WAN charges (for the size of pipe and distance traveled) are the dominant cost factor. In fact, hardware costs pale in comparison to the ongoing costs for WAN charges. But such costs are less critical at the central ofﬁce. Firewalls and access control (feeds) are also top considerations, because the central site must maintain and enable outside communication, but protect against unauthorized access. A network may have a requirement that all trafﬁc passes through the central site before going to other locations. Redundancy is also an important consideration at the central site. Normally, a network outage that would prevent any remote sites or customers from accessing the network is not acceptable. Such redundancy comes at a price (additional hardware and WAN circuits), but this cost is normally offset by the price of a network failure.



Remote Office/Branch Office Installations A branch ofﬁce is normally smaller than a central site, and it gives a corporate presence in a speciﬁc region. If the installation is to be done in a branch ofﬁce, there is less need for ﬂexibility than with the central site. This does not mean that a ﬁxed conﬁguration device is acceptable, however. It still might be more palatable for the router to contain enough ports for expansion. Branch-ofﬁce support generally includes access to smaller, single-function remote ofﬁces or remote users. Most modern Cisco devices that could be employed at a branch or central site are modular. This means that the devices can be changed by adding or removing cards, ports, and functionality. Only the smallest SOHO routers are still ﬁxed, meaning no additional ports or capabilities can be added to the chassis. Considerations at the branch ofﬁce include the WAN connection method and the monthly costs. Additionally, the branch ofﬁce must be able to authenticate itself to the central site. This authentication prevents unwanted devices from connecting to the resources at the main site. Authentication is especially important for temporary connections, like dialup ISDN or analog, used for backup circuits from a branch ofﬁce. The issue of availability is another critical factor in the branch ofﬁce. You must know how often and how long the primary connection will be needed and whether a backup is necessary. Typical
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questions would be “Can the remote site tolerate an outage?”; if yes, “How long of an outage can the remote site tolerate?” and “Does the remote site need 24-hour access?” Normally, outages are not acceptable at the central site. The central ofﬁce generally uses links that are always available or highly reliable (leased lines), whereas the branch ofﬁce might not want to pay for that reliability (Frame Relay). At the same time, a branch ofﬁce may need a permanent connection (Frame Relay or leased line), but can temporarily do without a backup connection (no ISDN or analog backup). Consider a small branch ofﬁce of three users with low bandwidth needs. ISDN BRI might be a good ﬁt for the installation. However, what if the ofﬁce grows to 20 users in a short time? At that point, the 128 kbps may be inadequate to support them, yet ISDN BRI has no additional bandwidth to offer. If the bandwidth becomes inadequate, a technology or router change becomes necessary. However, the time and costs involved may not be feasible. Would adequate planning and an alternate choice of technology have prevented the issue? Yes, they may have prevented the issue, if there were any indication that this particular ofﬁce was going to grow as it did. Overall, it is a guessing game sometimes.



Small Office/Home Office Installations An installation at either of these locations is likely to have a ﬁxed function (but not ﬁxed conﬁguration) device that was chosen with cost as a main factor. Once the election of the access method is made, it is unlikely to change in the near term. Note that a single salesperson with a laptop and a modem constitutes a SOHO. The trafﬁc or data that exits the SOHO can usually be categorized very neatly. An example of this categorization is a remote salesperson who must download corporate pricing and upload sales data and e-mail. Normally, a SOHO location has so few subnets that a combination of static and default routes are employed. The SOHO site sends all trafﬁc back to the central site (default route), while the central site has a speciﬁc static route pointing down to the SOHO. Although this method requires a bit more conﬁguration, it alleviates the overhead (bandwidth consumption, CPU utilization, memory usage) associated with any dynamic routing protocol. The overriding consideration at these ofﬁces is generally cost. In addition, the SOHO must maintain a method for authentication to the branch or central site and justify the connection time to a central or branch ofﬁce. It is possible that these ofﬁces would use a dial-on-demand methodology to minimize WAN charges.
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However, many SOHOs have DSL or cable modem connectivity to their ISP today. With such a connection, the only issue is now how to secure the corporate trafﬁc as it travels from the SOHO to the branch or central ofﬁce. The utilization of today’s networks often sees sales and design engineers working out of their house, and spending little if any time in the actual ofﬁce. As such, they normally need complete access to both corporate data and phone resources. Thus, their SOHO is actually an encrypted extension of the main ofﬁce that they rarely visit. And even if the ofﬁce is a frequent destination, this type of SOHO VPN access allows for ofﬁce work to be performed during times of bad weather, bad trafﬁc, or just the lack of desire to commute (if allowed).



Guidelines for Equipment Selection The selection of a hardware product for remote-access usage is an art form to some extent, and the biggest, most-scalable router possible is not always the best router. Information that you gather about the site is critical in the process of selecting the hardware and connection type. In addition, you must consider the connection speed (the size of the pipe) to ensure that various types of trafﬁc can successfully be sent to and from each site. Figure 2-2 shows the same network described earlier. However, this time, various considerations for network design are added to the diagram. In some cases, connectivity between two sites is simply a matter of passing trafﬁc. However, in others, various factors are considered to ensure the proper movement of data. Figure 2-2 shows these options, which are also described in the subsequent list. ■



Bandwidth—What speed is required for the applications that will use the link? This is normally measured in bits per second (bps). Bandwidth is generally thought of in increments of 64 thousand bits per second (kbps). A T1 (typically seen in North America) equates to 1544 kbps, or 1.544 Mbps (million bits per second). An E1 (seen in most places except North America) runs at 2.048 Mbps. It is important that the bandwidth handle the client’s requirements at any particular site. In general, clients who are extremely cost-conscious might look for solutions that are doomed to failure. There is often truth in the statement “you get what you pay for.” Proper network surveys can help determine bandwidth requirements up front. Also be aware that some solutions today offer asymmetrical speeds. This means that the transfer speed in one direction is different than the speed in the other. With some technologies, and some price packages, a site might have terriﬁc download capabilities but lousy upload capabilities.
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Selection Criteria SOHO Site



Availability? Cable modem DSL modem



SOHO Site



ISP



Encr yptio n?



Applications/ Traffic Pattern? ISDN/ Analog



ROBO Site



Access Control/ Security?



Co st ?



Ba nd wi dt h?



? cy an nd u d Re



Central Site



Frame Relay QoS? Reliable?



ROBO Site



Manageable?



■



Availability—The key question here is, “Is there ISDN or DSL in my area, and can I get it?” This book discusses remote access, yet it is not a given that the desired service is available. Sometimes a television commercial announcing availability of DSL or cable modem cannot be fulﬁlled to every location by the provider. Generally, dedicated lines (leased T1 or fractional T1 service) or packet-switching networks (Frame Relay) are universally available. But such services or expenses may not be required or desired. Often, metropolitan areas are rich in WAN options. However, branch ofﬁces in remote locations may suffer from service unavailability. It is often cost-ineffective for a carrier to offer certain services in remote locations until it can be shown that there will be enough customers to make the endeavor ﬁnancially feasible. This catch-22 often leaves only high-cost WAN connection options or slow-speed dialup access in some locations.
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■



Reliability—For a brokerage house or an online banking institution, the aspect of reliability may override all other factors (including cost). However, for a local tire shop, which checks inventory at the warehouse, the reliability of the link may not be mission critical. The loss of this link during a bad storm or local power outage may be a minor concern to the tire shop. If there is no local power, then checking inventory and installing tires is probably not an option. But for sites that absolutely depend on WAN connectivity (banking systems), backup circuits, backup equipment, and backup power systems are common.



■



Cost—This is one of the ﬁnal selection criteria for an implementation. You must explore all the WAN options available, because costs can vary between regions. In general, cost is directly related to the bandwidth requirement and the distance between the sites. Many times, cost becomes the ﬁrst criteria when selecting a WAN connection option. When doing this, often the selections become quite limited, which may cripple the site in question, or possibly the entire network. WAN expenses are typically the largest recurring cost incurred by any company, month after month after month. Dial-on-demand routing (DDR) connections only use a provider’s network when there is a need to send trafﬁc. This can greatly reduce cost; however, such connections are typically low-bandwidth and have limited options available. Bandwidth on demand (BoD) can also be used to add additional low-cost bandwidth to assist high-speed pipes at capacity.



■



Ease of management—Given any installation at any site, the cost of moves, adds, and changes should be factored into the design. CiscoWorks is a good choice for management software, but it is not the only choice. Many Cisco products today have their own web-based management capabilities built into the product. Administrators have the ability to conﬁgure some Cisco devices with a web browser, instead of via the command-line utility. In larger networks, such GUI-based tools can simplify daily life. Management may go beyond the day-to-day operations of a network. Planning for scheduled outages, equipment upgrades, and circuit upgrades is a huge task. Ideally, the initial design eliminated this requirement. But reality sneaks in and makes this nearly impossible. Ideally, the amount of such change should be limited and invisible to the user community.



■



Applications and traffic patterns—Working with applications and trafﬁc patterns can be a difﬁcult task; however, it is by far the most critical. Because of the difﬁculty involved, it is often the most neglected aspect in network design projects. For example, a remote law ofﬁce repeatedly uploading and downloading thousand-page documents may require a different solution than a remote insurance agency that sends a few pages of client information and that accesses a SQL database. The trafﬁc patterns and needs deﬁne the bandwidth requirement, which in turn drives the cost.
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It often helps to be aware of what applications are used in a network, and to understand their trafﬁc patterns. Some applications (such as routing protocols) are rather chatty themselves, without actually sending user data; some (such as ﬁle transfers) might be bursty in nature, with peaks and valleys in bandwidth requirements; while others (such as voice) have predetermined requirements for consistent bandwidth. ■



Redundancy—The need for backup, or redundant, links is potentially important. For instance, what is the cost (meaning loss) of downtime? If the loss is great, the high-speed Frame Relay or leased-line circuit should be backed up by a low-cost ISDN line. Another consideration is the cost of loss of service if a dialup link fails. If this happens, backup needs and costs should be weighed against the track record of the suppliers in the area for a given access technique. It is also important to consider that a backup link should not be too different from the primary link in throughput. For example, a T1 leased line should not be backed up by a 56K modem. Someone is bound to notice the difference when the backup is operational. The feasibility of a backup connection is typically compared to the importance of data or personnel at any given site. If a single telecommuter is temporarily unavailable, the impact may not be felt. However, if an entire engineering plant is out of service for many hours, the cost of the outage may far outweigh the price of a backup circuit. Redundancy can extend beyond the duplication of a circuit or connection method. It can mean additional network equipment, feature cards, power sources, servers, and client machines. The level of redundancy that any site may employ is truly based on the policy that deﬁnes this requirement. The ability to have complete redundancy under any circumstance drives the cost way up.



■



Quality of service (QoS)—Quality of service is often directly compared to the bandwidth to any given site. Most folks ﬁgure that a large pipe can handle any data or application requirement. However, when a mix of trafﬁc shares a single connection, some applications may deserve a greater share of the available bandwidth than others. And certain applications may even be allowed to take bandwidth away from others in times of need. Such behavior can be implemented with various QoS options. There are a variety of QoS methods that can be implemented by Cisco routers. Some allow small packets to sneak between large packets. This is typically done when attempting to transport voice packets across a data network. Other methods allow the administrator to prioritize certain data streams. And it is possible to ensure that certain trafﬁc will have high priority under all conditions, and that the remainder of the trafﬁc will be sorted based on administrator rules. All of this can be employed without increasing the WAN costs.
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■



Access control requirements and security—In implementations for remote access, security is a major consideration. Because the users are not “local” to the location where the data and applications are, it is imperative to consider access control. This can be as simple as a local username/password database or as complex as using an authentication, authorization, and auditing (AAA) server such as Cisco Secure ACS. The core issue is to know the amount of security needed and the sensitivity of the data being transferred between sites. For example, Joe and Bob’s Tire Shop might require a simple password scheme for security, whereas Einstein’s Genetic Research Corporation would want an environment that provides more control. Simply letting someone “in” or denying access might not be enough. Different users may have different levels of access, and the need to limit access to resources and devices may be a requirement, not an option. Normally, the importance or need for privacy for data determines how much security may be needed at any given site. As with reliability, additional security increases the implementation cost. It is important to remember that the additional security normally adds cost and decreases throughput on any given link between sites. Some people are caught off guard when they discover that, after a super-security plan is put in place, the difference in throughput is quite noticeable.



■



Encryption—Controlling access to network resources and locations and tracking what users access might not provide sufﬁcient security. Hiding the actual data that travels the links between sites is often a requirement in modern networks. VPNs allow encryption of data sent between any combination of sites. A VPN tunnel can be permanently constructed for all trafﬁc between a remote site and the central ofﬁce. And even an individual PC can establish its own private VPN tunnel to a remote ofﬁce location, or back to the main site. For ROBO or SOHO sites that connect to other sites through a DSL or cable modem, VPN tunnels are a must. Because such connection methods are with the provider, and not directly to any of your sites, great care must be taken when transferring data across these types of links. You must be very careful when using a public transport system (such as the Internet) to connect business sites together—or, for that matter, to connect any two systems together. It is important to remember that the hackers and evil-doers are connected to the same Internet that your sites are. Any data that travels across this region can possibly be intercepted by folks who are not the intended recipients. Encryption (VPN tunnels) is a way to ensure that if the data falls into the wrong hands, it cannot be read, played back, or modiﬁed.
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WAN Access Methods for Remote Access After you deﬁne the customer needs, you must select carrier technology to support the applications that have been selected for the customer. This section identiﬁes only the WAN connection options that are used in the remote-access arena. Super-high-speed (and high price) opportunities such as Asynchronous Transfer Mode (ATM), Synchronous Optical Network (SONET), Packet over SONET (POS), and Dynamic Packet Transfer (DPT) are not covered in this book. Figure 2-3 shows the typical methods used to connect sites together. This is the same diagram used throughout the chapter, only this time the connection technologies are identiﬁed. There are many ways to employ such technologies, but a discussion of the alternatives is beyond the scope of this book. Figure 2-3



WAN Access Methods SOHO Site Cable modem DSL modem



Cable modem Service ISP DSL Service



SOHO Site



BRI



Circuit Switching ISDN/ Analog



PRI



BRI Central Site Frame Relay ROBO Site



Packet Switching



ROBO Site



Leased Line PPP/HDLC
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For remote access, the choices are as shown in Figure 2-3 and described in the subsequent list: ■



Leased line—A leased line gives the consumer complete control of the facility in terms of what data is to be put on it. The customer effectively owns the bandwidth of the link. This ownership offers high security and control to the customer; however, this is probably the highest-cost solution available. Although lease facilities with very high data rates (up to multiple megabit) can be obtained, the issue is how much bandwidth, and at what cost, the consumer is willing to purchase. Leased lines typically come in increments of 64 kbps, or DS0s. There is a base price for a DS0 circuit, and the price goes up for each DS0 added. Normally, once a circuit from one site to another requires more than seven or eight DS0s, it becomes more costefﬁcient to purchase an entire T1 (24 DS0s) or E1 (30 available DS0s). A leased line is terminated on a serial port of a Cisco router. Any Cisco router can easily handle a T1 or E1 worth of bandwidth. There are no special interfaces needed for “leased lines.” Each leased line uses one router interface to connect to one other site. Scalability becomes an issue with leased lines, because multiple router interfaces are needed to connect to multiple sites. A leased line uses either the Point-to-Point Protocol (PPP) or the Cisco High-Level Data Link Control (HDLC) encapsulation protocol. Both ends of the circuit must use the same encapsulation type, or else the transfer of data across the circuit is impossible.



■



Packet switching—Packet switching technology, such as Frame Relay, carries a large number of business circuits in the United States. With Frame Relay, a single router serial interface is connected to the provider’s network. However, it is possible to communicate with multiple remote locations through the use of virtual circuits (VCs). Normally, each remote site has its own VC, although it is possible to have multiple VCs between two sites. Each VC has a theoretical guarantee of bandwidth called the committed information rate (CIR). This is the throughput rate that the provider strives to achieve for each VC through its network. Normally, the CIR of any circuit can be achieved. However, most Frame Relay clouds are purposefully oversubscribed. The provider knows that not every circuit will be used simultaneously. However, in times of heavy VC use, there might not be enough bandwidth available in the provider’s cloud to honor all CIRs. Frame Relay circuits tend to be more cost-effective than leased lines because each site needs only one connection to the provider (local loop) and one router interface to reach multiple destinations (via VCs). The incremental cost comes from the number of VCs and the distance each VC must travel. Each VC is labeled with a data-link connection identiﬁer (DLCI) that is local only to the site assigned the DLCI.
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ISDN—ISDN offers more than twice the bandwidth of a simple dialup link; however, it is a circuit-switched connection and is subject to availability of the remote end. In other words, ISDN might not be available everywhere. The control of the circuit is given over to the provider. Speed for ISDN is limited to 128 kbps for a remote user using a Basic Rate Interface (BRI). An ISDN BRI connection consists of two 64 kbps bearer channels (B channels). Both can be used simultaneously to send data, or there can be two independent 64-kbps conversations. ISDN can also carry voice and video. An ISDN connection requires a special BRI interface in a Cisco router. Not all Cisco routers have ISDN BRI capabilities. Each ISDN call establishes a private circuit to the destination site. Normally, if remote sites are using ISDN BRI for connectivity back to the central site, the central site would employ a Primary Rate Interface (PRI) to terminate multiple BRI connections. A PRI, on a T1, has up to 23 B channels, whereas a PRI across an E1 has up to 30 B channels. Implementing a PRI requires only a single channelized T1/E1 interface on a Cisco router, compared to a 1:1 ratio of BRI ports for all the remote sites.



■



Digital subscriber line service—DSL is one method of broadband access offered today by many telephone companies. DSL uses the same two-wire connection that normal phone service is delivered on. It uses frequencies above what people can hear to transmit high-speed data. A special modem is needed to split the high frequencies out of the phone line and convert them to an Ethernet frame. This modem can be integrated into some Cisco routers. Because the external DSL modem creates an Ethernet frame from the incoming telephone line signal, the DSL connection can terminate on any Ethernet port of any Cisco router. However, the DSL connection is from the site to the provider. There is no private circuit established between corporate sites. All security must be maintained through the use of VPNs. Some smaller sites use routers only as media converters. In other words, they need a serial interface to connect to the WAN (PPP or Frame Relay connection), and an Ethernet port to connect to the internal network. These sites might decide to use only a PIX Firewall at the location. The PIX has all Ethernet connections, and there is no need to convert any serial signals from a leased line or Frame Relay connection.



■



Cable-modem service—Cable modems are quickly becoming another popular broadband method of Internet access. Like DSL, cable modems use a separate frequency across the normal cable-TV feed into a home ofﬁce or small branch ofﬁce. The cable modem simply splits out these frequencies and returns an Ethernet frame. Like DSL, the connection from a cable modem is between the site and the provider. Thus, there is no security between ofﬁces. VPNs are needed to provide secure connections.
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Both DSL and cable-modem services offer a variety of connection speeds and prices. In some locations, these options are quite cost-effective, however offer little reliability. Such broadband offerings are typically used at sites where cost savings are important but reliability is not paramount. It is also important to remember that both DSL and cable-modem services may be shared media. This means that multiple locations actually share bandwidth back to the carrier, such as multiple Ethernet frames going through a hub. Not all services adhere to this model, but some (typically residential) do. So, if you are using DSL or cable modems for business connectivity, it is important to quiz the provider about how the network is conﬁgured. ■



Asynchronous dialup (analog modem)—Simple analog-modem connectivity such as asynchronous dialup is sometimes all that is needed for communication. Speeds are limited to 53 kbps or slower, depending on the type of connection and the modem being used. Dialup is the most inexpensive of all communication methods and is available almost everywhere. Note that V.90 deﬁnes the standard for 56-kbps modems. However, it is currently against United States federal law to have a modem communicate at the 56-kbps barrier. So when the term 56K modem is used, it really means that the modem can communicate at up to speeds of 53 kbps. Plus, in many cases, the copper used to physically connect across the last mile is below the quality needed to support 53-kbps trafﬁc. An asynchronous dialup connection needs an asynchronous port in a Cisco router. This can be accomplished with asynchronous ports or internal modem banks. Like ISDN, an asynchronous connection is a private connection between two sites.



Technology Assessment Now that you have examined the different types of sites, the various parameters for selecting equipment, and the WAN connection types, you need to explore one ﬁnal issue in this chapter: technology that supports additional security in today’s networks. Certain connection technologies may create a sense of data security between sites. Many people feel safe with point-to-point dedicated links (PPP or HDLC leased lines), or unique virtual circuits between sites across a Frame Relay cloud. And a call placed through an ISDN or asynchronous network goes directly from one modem to another. However, all means of data transport are subject to some form of hacking. Data can be intercepted while in transit, and important information can be compromised. The only way to truly ensure that your data is safe during transfer from one site to another is to employ your own form of data encryption: virtual private networks (VPNs).
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Figure 2-4 shows the different types of VPNs that can be constructed between sites. Again, the same site diagram is used to highlight the VPN connections. VPNs can be built to encrypt data between individual devices (server-to-server or host-to-host), between entire sites (site-to-site), or from one machine to a central site (VPN client). The following list describes each of these VPN methods: Figure 2-4



VPN Options SOHO Site Cable modem DSL modem



SOHO Site



ISP



VP NC lien t



ISDN/ Analog



-Site V



PN



Frame Relay ROBO Site



Host-to-Host VPN



Site-to



Central Site



ROBO Site



■



Server-to-server—Sever-to-server VPNs (also known as host-to-host VPNs) encrypt trafﬁc between selected devices when communicating between sites. There may be certain data streams between sites that are considered highly sensitive, whereas most other trafﬁc does not need the overhead of encryption. VPNs can be established for individual conversations between selected devices. These VPNs are controlled by the routers or ﬁrewalls at the sites, and encrypt only the data streams in question. Trafﬁc between sites that does not need encryption (or meet the criteria established for encryption) is not encrypted. And, trafﬁc that is not speciﬁcally between the devices in question (such as Internet trafﬁc) is sent out without being bothered.
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■



Site-to-site—On the surface, a site-to-site VPN has many similarities to its little cousin, the server-to-server VPN. In this case, the VPN between sites encrypts all data that ﬂows between the sites. It is important to know that a VPN is a point-to-point tunnel. If there are many sites that require secure communications, many VPNs must be established. As with the server-to-server VPNs, Internet trafﬁc is sent unencrypted. It would be impossible to encrypt all Internet trafﬁc, because the number of destinations is impossible to count. And each destination requires its own VPN tunnel.



■



VPN client—A client might also create a connection to a site. This is especially true when connections between sites do not use dedicated connections or circuits (leased lines, Frame Relay virtual circuits, ISDN, and asynchronous calls). When a site is connected to the Internet with a DSL or cable-modem connection, or is dialed into an Internet service provider (ISP) with an analog modem, a secure connection must be established from individual workstations to a branch or corporate ofﬁce. VPN client software on a PC, such as Cisco VPN Client, can create an encrypted tunnel from the PC to the site where the necessary resources are located. Normally, such a VPN tunnel terminates on a router or a VPN concentrator.



It is important to remember that VPN tunnels add to the CPU overhead of the network device that is either originating or terminating the VPN tunnel. This additional CPU load could be crippling to smaller devices. Some Cisco routers have VPN accelerator cards that are used speciﬁcally for the establishment and maintenance of VPN tunnels. Most smaller routers do not have this capability.
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Foundation Summary This section is a collection of information that provides a convenient review of many key concepts in this chapter. For those of you already comfortable with the topics in this chapter, this summary could help you recall a few details. For those of you who just read this chapter, this review should help solidify some key facts. For any of you who are doing your ﬁnal preparation before the exam, these tables and ﬁgures will hopefully be a convenient way to review the material the day before the exam. In general, each company site can be placed into one of three categories: central ofﬁce, ROBO, or SOHO. Table 2-2 outlines considerations for each type of site. Site Considerations



Table 2-2



Site



Major Considerations



Central ofﬁce



Cost of WAN services Bandwidth growth Flexibility Access control



ROBO



WAN availability Redundancy needs Ease of management Application trafﬁc patterns



SOHO



Cost of equipment Ease of management



The selection of equipment should be based on the following criteria: ■



Bandwidth



■



Availability



■



Reliability



■



Cost



■



Ease of management



■



Applications and trafﬁc patterns



■



Redundancy
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■



QoS



■



Access control requirements



■



Encryption



Table 2-3 summarizes the WAN connection options for remote access. This table offers a quick comparison of all the connection methods available. Table 2-3



WAN Connection Options Method



Speeds



Notes



Leased lines



All speeds



High control; high bandwidth



Up to T1 (1.544 Mbps)/T3 (45 Mbps)



High-cost, enterprise network usage



Frame Relay



Up to T1 (1.544 Mbps) speed



Medium-control, shared-bandwidth, branch ofﬁce usage



ISDN



PRI-T1/E1 (2.048 Mbps); BRI-128 kbps



Low-control, low bandwidth that is faster than asynchronous dialup



DSL



128 kbps to 2.048 Mbps



Little control, good bandwidth, ROBO or SOHO, variety of pricing options



Cable modem



128 kbps to 4.0 Mbps



Little control, good bandwidth, ROBO or SOHO, variety of pricing options



Asynchronous



Up to 53 kbps



Low control, low bandwidth, variable cost that is effective for limited usage environments



Table 2-4 summarizes the VPN concepts that have been discussed in this chapter. Table 2-4



VPN Options Method



Sites



Notes



Host-to-host



SOHO to ROBO



Speciﬁc control of encrypted streams



ROBO to ROBO Site-to-site



SOHO to ROBO



All trafﬁc between sites is encrypted, all off-site trafﬁc is not



ROBO to central ofﬁce ROBO to ROBO VPN client



SOHO to ROBO SOHO to central ofﬁce



All trafﬁc between the remote machine and site is encrypted
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Q&A The questions and scenarios in this book are more difﬁcult than what you will experience on the actual exam. The questions do not attempt to cover more breadth or depth than the exam; however, they are designed to make sure that you know the answer. Rather than enabling you to derive the answer from clues hidden inside the question itself, the questions challenge your understanding and recall of the subject. Hopefully, mastering these questions will help you to limit the number of exam questions on which you narrow your choices to two options and then guess. The answers to these questions can be found in Appendix A. 1.



Which type of site has the most diverse forms of WAN connections?



2.



How is redundancy deﬁned?



3.



What is the most important selection criteria at a SOHO?



4.



Which design selection criteria adds cost yet reduces throughput?



5.



How many leased-line circuits can terminate on one router serial port?



6.



The term “packet switching” describes which WAN access method?



7.



Which WAN access methods actually place phone calls from one location to another?



8.



Why is encryption important for a SOHO?



9.



What is a host-to-host VPN?



10.



What type of connection technologies are more likely to require VPNs?
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Scenarios The following case studies and questions are designed to draw together the content of the chapter and exercise your understanding of the concepts. There is not necessarily a right answer to each scenario. The thought process and practice in manipulating the related concepts is the goal of this section.



Scenario 2-1 You have decided to design a corporate headquarters that must have permanent connections to each of the ten branch ofﬁces. Also, a variety of engineers work from home and need access to corporate resources, which are located at the central site. 1.



What type of WAN connection methods must be employed at the central ofﬁce?



2.



What type of WAN connection methods must be used at each of the remote ofﬁces?



3.



What are the possible WAN connection methods for the SOHOs?



Scenario 2-2 You provide leased-line connectivity (T1s) from your central ofﬁce to three branch ofﬁces that supply time-critical information for your customers. In addition, the central site maintains an ISP connection to the Internet for the branch-ofﬁce users to do research. Each branch ofﬁce has less than ten users who constantly upload small ﬁles to the corporate data warehouse. In addition, they use the leased line for e-mail and web surﬁng. 1.



What options are available to ensure that the connection between each remote ofﬁce and the central ofﬁce is always available?



2.



How would the available backup options compare to the speed of the leased lines between the ofﬁces?
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Scenario Answers The answers provided in this section are not necessarily the only possible correct answers. They merely represent one possibility for each scenario. The intention is to test your base knowledge and understanding of the concepts discussed in this chapter. Should your answers be different (as they likely will be), consider the differences. Are your answers in line with the concepts of the answers provided and explained here? If not, go back and read the chapter again, focusing on the sections related to the problem scenario.



Scenario 2-1 Answers 1.



Since a permanent connection is required between the central ofﬁce and each of the ten remote ofﬁces, either leased lines or Frame Relay virtual circuits can be used. Leased lines give each connection its own private bandwidth, yet each connection needs a separate serial interface at the main site. Frame Relay needs only a single serial interface at the main site, but that interface could become congested if all ten remote ofﬁces were sending large amounts of data simultaneously. The main ofﬁce also needs a modem bank to receive calls from all of the remote engineers in the ﬁeld, or the ability to terminate many VPNs from all of the SOHO connections. A PRI could also be required if the SOHOs have BRI connections.



2.



Each remote ofﬁce needs a router with one serial interface, and one or more LAN ports. The serial interface can be used for either the leased-line connection back to the main site or the Frame Relay link back to the central ofﬁce. No backup connections were called for, nor was the need to allow the SOHO users to connect to the ROBOs.



3.



The SOHOs can use analog modems to dial the main ofﬁce. If available, ISDN BRI could be used to call the main ofﬁce and connect to the corporate resources. And, again depending upon availability, DSL or cable modems could be used to access the Internet; a VPN can then be used to the central ofﬁce.
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Scenario 2-2 Answers 1.



The ROBOs could have a backup ISDN BRI connection that would be used if the primary leased line fails. Analog modems could also be used, but the available bandwidth (for backup purposes) is probably not comparable to the leased lines.



2.



The ISDN BRI option allows either 64-kbps or 128-kbps connections back to the main ofﬁce. Because each remote ofﬁce has its own leased line, it is possible that only 64 kbps or 128 kbps is actually needed. For a site that has a leased line that is greater than 128 kbps, the ISDN BRI backup would offer less-than-normal access speeds. Note that a 56-kbps modem could offer speeds near that of a 64-kbps leased line. However, because the maximum speed of a modem is really 53 kbps, and this speed is not guaranteed, modem backup should be used only when other options are not available.
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This chapter covers the following topics that you will need to comprehend to master the BCRAN exam: ■



Choosing WAN equipment—This section discusses the basic guidelines behind the selection of routers for speciﬁc deployments.



■



Assembling and cabling the equipment— This section goes over some of the possible types of physical connections that may be necessary for individual deployments.



■



Verifying the installation—This section explains how to conﬁrm the physical connectivity of the WAN devices.
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Network Overview The CCNP Remote Access Exam requires you to have an in-depth understanding of various WAN technologies. The previous chapter helped you to understand the different types of sites (central ofﬁce, ROBO, or SOHO) and how to interconnect the sites. This chapter ﬁrst focuses on how to select the proper equipment for each site in the network. Then, it examines how to actually assemble the appropriate equipment for each site and how to verify the installation. Cisco Systems has made cabling the WAN connections simple. Most Cisco routers have a common WAN port: the Cisco DB-60. The DB-60 connector takes up much less space than a typical WAN connector. And a 5-in-1 cable is used to convert the DB-60 end to any WAN interface (for example, EIA/TIA-232 or V.35). The biggest challenge is to determine whether any other equipment is necessary to complete the connection to the provider. This chapter explores the basics behind selecting and cabling the remote-access devices discussed in this book. The discussion in this chapter focuses on routers.



“Do I Know This Already?” Quiz The purpose of the “Do I Know This Already?” quiz is to help you decide whether you really need to read the entire chapter. If you already intend to read the entire chapter, you do not necessarily need to answer these questions. The ten-question quiz, derived from the major sections in the “Foundation Topics” portion of the chapter, helps you to determine how to spend your limited study time. Table 3-1 outlines the major topics discussed in this chapter and the “Do I Know This Already?” quiz questions that correspond to those topics. Table 3-1



“Do I Know This Already?” Foundation Topics Section-to-Question Mapping Foundation Topics Section



Questions Covered In This Section



Choosing WAN Equipment



1–4



Assembling and Cabling the Equipment



5–7



Verifying the Installation



8–10
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CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chapter. If you do not know the answer to a question or are only partially sure of the answer, you should mark this question wrong for purposes of the self-assessment. Giving yourself credit for an answer you correctly guess skews your self-assessment results and might provide you with a false sense of security. 1.



2.



3.



4.



Which of the following routers is best used as a central-site router? a.



804



b.



3620



c.



1710



d.



7206



Which of the following routers best serves as a small ofﬁce or home ofﬁce (SOHO) router for telecommuters? a.



804



b.



3620



c.



1710



d.



7206



Which Cisco 800 Series router has a built-in DSL port? a.



801



b.



804



c.



805



d.



827



Which of the following Cisco SOHO/ROBO routers can use one or more WIC modules and has at least one network module (select 2)? a.



1751



b.



3620



c.



3660



d.



827



e.



2621
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6.



7.



8.



9.
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What type of port on a Cisco router is used to connect to a Frame Relay provider? a.



Ethernet port



b.



Serial port



c.



Frame Relay port



d.



Asynchronous port



Which of the following WAN connection types use an Ethernet port to connect to the provider (select 2)? a.



Frame Relay



b.



ISDN



c.



DSL



d.



Asynchronous modem



e.



Cable modem



Which of the following connection technologies use an RJ-45 port for connectivity (select 2)? a.



Frame Relay



b.



ISDN BRI



c.



Analog (asynchronous) modem



d.



Ethernet



e.



PPP



What does the DTR indicator on a serial interface mean? a.



Data transmit rejected



b.



Data terminal ready



c.



Data transmit ready



d.



Data terminal rejected



When looking at the show interfaces display for a serial interface, which of the following conditions would cause the interface to be up/down? a.



Incorrect IP address



b.



Disconnected cable



c.



Mismatched encapsulation



d.



Administrator shut down
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10.



Which Cisco IOS command is used to verify the encapsulation type on any interface? a.



show encapsulation



b.



show interfaces



c.



show interfaces encapsulation



d.



get interfaces encapsulation



The answers to the “Do I Know This Already?” quiz are found in Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Q&A.” The suggested choices for your next step are as follows: ■



4 or fewer overall score—Read the chapter. This includes the “Foundation Topics,” “Foundation Summary,” and “Q&A” sections, as well as the scenarios at the end of the chapter.



■



5 or more overall score—If you want more review on these topics, skip to the “Foundation Summary” section, and then go to the “Q&A” section and the scenarios at the end of the chapter. Otherwise, move to the next chapter.
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Foundation Topics The discussions in this chapter revolve around a ﬁctitious, albeit typical, network topology. Figure 3-1 depicts that topology. Figure 3-1



Network Topology for Chapter Discussion



Central site Cisco 7200



ROBO Cisco 1700



64 kbps 1.544 Mbps ISDN BRI



Frame Relay



ISDN/Analog 256 kbps ISDN BRI Cisco 2600 SOHO



Figure 3-1 depicts a number of technologies in the network. These technologies (leased line, Frame Relay, ISDN, DSL, cable modem, and asynchronous modem) are discussed in this book at various times and are not discussed in this chapter. You must understand the concepts and components involved in properly connecting WAN devices. A Layer 2 technology is an absolute necessity in your WAN deployment. Choosing the proper technology is a decision that is based on the goals of the network at each step. The previous chapter discussed the most popular means of connecting remote sites. Now that you have a network design in mind, your next step is very important: to select the proper equipment to make that network a reality.



Choosing WAN Equipment Once the goals of the network have been decided on, the hunt for proper equipment begins. Choosing the equipment that goes into each site is always an interesting endeavor. Vendors are
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contacted, and sales personnel visit and relentlessly tell you that their equipment is the best. Wisely, the decision is made to go with Cisco products (as if there were ever a doubt). Obviously, the needs of each individual site in Figure 3-1 vary. The next few sections focus on each site and its unique technological requirements. Cisco has an online tool called the Product Selection Tool that might help you procure the proper equipment for each site of the network. You can ﬁnd this tool at http://www.cisco.com/pcgi-bin/ front.x/corona/prodtool/select.pl. As with any tool, this one has its advantages and disadvantages. It does help to automate the product selection process. However, the tool does not consider all of the equipment that is actually “offered” by Cisco. This chapter uses some of the guidelines enforced by the Product Selection Tool, and provides an up-to-date list of Cisco equipment available to meet the needs of any site.



Central-Site Router Selection The central site is usually the corporate ofﬁce site and is also usually the largest of the sites. With this distinction comes the need for more diverse capabilities with regard to WAN connectivity. Whenever WAN connectivity is desired, a router is typically (although not always) used. Many times, multiple technologies must be supported at this site, and all facets of the network must be supported. Normally, each of the branch ofﬁces connects back to the central site, and remote and mobile users need to be able to connect to the network somehow. You can provide analog telephone and ISDN access to these users, and also provide a virtual private network (VPN) termination point for SOHO users who already have a DSL or cable-modem connection to the Internet. All of these connection options must be supported from the central site. To do so, a number of technologies should be deployed and various issues should be considered. They include leased line (PPP or HDLC), Frame Relay, ISDN BRI/PRI (T1 or E1), DSL, cable modems, asynchronous modems, network authentication, bandwidth issues, and the list goes on. Many times, the solution involves a combination of the options listed here. For serial connections (leased lines and Frame Relay) and T1/E1 PRI (using a channelized T1/E1 card), you should know that inside of North America, the customer (that is, your company) is responsible for providing a channel service unit/data service unit (CSU/DSU) for the installation of the network. The CSU/DSU is either an external device or built into the serial card in the Cisco router. For BRI connections, the customer typically provides the Network Termination 1 (NT1). Outside of North America, however, these devices (the CSU/DSU and NT1) are generally telcoprovided. Also be aware that most serial connections in the United States are based on the T1 connection, whereas most of the rest of the world uses the E1 standard. When connecting between the two (for example, between the United States and England), the E1 standard wins. T1 is a North American standard, whereas E1 is a global one.
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Obviously, all the possibilities for a central-site router cannot be discussed at this time. There are too many variables (and the exam does not touch on all of them anyway). However, you should know that many mid- to high-range routers, including WAN access and access server routers, support multiple technologies and port densities for the central-site router. The following sections discuss the Cisco 3600, AS5000, and 7200 Series routers for the central site. Keep in mind that there are high-end routers, such as the 7300 Series, 7400 Series, 7500 Series, 12000 Series, and so on. However, these high-powered routers are beyond the scope of the exam. Older models, such as the 4000 and 7100 Series that used to inhabit the central site, have been discontinued by Cisco. The 3600 Series is the evolution from the 4000, while the 7200 is the progression from the 7100. Cisco 3600 Series Router The 3600 Series is a versatile family of routers; for variations of supported technologies, it is hard to beat. It is a multifunctional platform that enables routing of data, voice, video, and dialup access capabilities in a single chassis. Figure 3-2 shows the 3600 family of routers. Figure 3-2



Cisco 3600 Series Routers



The 3600 Series offers three chassis variants: 3620, 3640, and the new 3660. The 3620 has two network module slots, the 3640 has four slots, and the 3660 has six slots. Each module slot can contain MICA modems for dial-in access, voice network modules for telephone connectivity directly to the router, and data network modules for a variety of WAN and LAN access to the router.
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As the number of network module slots increases, so does the CPU. The 3640 has a better CPU than the 3620, and the 3660 has a far better CPU than the 3640. It makes sense that as the number of modules increases, so does the CPU speed to drive the modules. The beauty of this series is that all of these technologies can be implemented simultaneously in one chassis. All the interface components can be removed, serviced, and inserted without taking the chassis out of the rack. In addition, all the modules use spring screws that will not easily detach from the component, so there is no more looking for that dropped screw. CAUTION The modules for this router are not hot-swappable! You must turn off the power before inserting or removing any component. Always use the proper grounding techniques when swapping cards in routers.



The 3620 probably is not the best choice for a central installation. Although it is a highly versatile and capable router, it simply does not have the port density or CPU speed necessary for deploying a wide spectrum of technologies simultaneously. The 3620 does make a great ROBO router, however. The 3640 and 3660 shine in their support of the varying technologies and speeds in the typical enterprise deployment. These two models combine mix-and-match capabilities with the horsepower necessary to support a wide array of variables. For instance, these two routers can provide dialup access (through MICA modem modules), ISDN, Frame Relay, and leased-line services in a single chassis. In any central-site deployment, this type of ﬂexibility is imperative. Both the 3620 and 3640 have no network interfaces by default. All interfaces come via the network modules that are added to the chassis. The 366X actually comes with one or two Fast Ethernet (FE) ports built in (the 3661 has one FE interface, while the 3662 has two). This allows the 3660 to concentrate on WAN or remote-access modules without having to sacriﬁce a slot for LAN connectivity. The CPU of the 3660 is also in a league of its own compared to its little brothers, the 3640 and 3620. Cisco AS5000 Series Router This family of routers is an Access Server line (hence the AS in the name). Today, these devices are called universal gateways, because they seamlessly integrate LAN, WAN, and dialup capabilities on a large scale. The available models in the line are the AS5350, the AS5400, and the AS5850. The series also includes a very high-end model known as AccessPath. It consists of a number of AS5300s operating together in a single integrated rack with a Catalyst switch collocated. The AS5000 family of devices can provide carrier-class service scalability as well as multiprotocol routing services. These devices are usually deployed in an ISDN installation to provide to remote
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users dialup access to internetwork resources. The AS5350 is Voice-over-IP capable with the proper line cards installed. Figure 3-3 shows the Cisco 5350. Figure 3-3



Cisco 5350 Universal Server



This family of routers is designed to perform best in dialup access environments. The routers offer high-density voice and data solutions. The AS5350 can terminate both digital and analog data calls. There are three slots in an AS5350. It also comes with two 10/100-Mbps Ethernet ports, and two serial interfaces for Frame Relay or leased-line connectivity. All of this ﬁts in a single rack unit (RU). The AS5350 supports four or eight T1/E1 ports in a single slot, with MICA modems or Voice over IP (VoIP) feature cards in the other two slots, which are typically PRI ports. With eight T1s, the incoming call volume can reach 192 calls (240 with E1s). With the other two slots populated with MICA modem blades, that capacity can easily be supported. The AS5400 is a two-RU big brother to the 5350. It has seven slots, and can use all the same modules as the 5350. Due to the larger chassis size, the 5400 can support up to 648 concurrent calls. Figure 3-4 shows the Cisco 5400. Figure 3-4



Cisco 5400 Universal Server



For extremely high call volume, the AS5800 model is available. It can handle six 12-port T1/E1 trunk cards (72 T1/E1 ports). This means that it can handle up to 1728 B channels at T1 or 2160 B channels at E1. This density enables hot sparing. Figure 3-5 shows the Cisco 5850.
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Figure 3-5



Cisco 5850 Universal Server



The AS5800 model has the capability to handle 720 calls. The AS5800 has 14 line-card slots, and can combine both MICA modem cards and T1/E1 cards in the chassis at the same time. Inbound calls to an AS5800 router can be digital from another ISDN device or analog from a dialup user. Therefore, this router is a good choice for central-site dialup facilities. In a mixed-technology environment with multiple WAN technologies, this router probably is not the best choice, but for dialup deployments, it is hard to beat. Cisco 7200 Series Router This family of routers has been around for a while and represents a wide install base. These devices provide high-power core LAN/WAN routing capabilities and voice integration capabilities. ATM, ISDN, and circuit emulation services are just a few of the available options supported. If an AS5800 solution is being put in place, this router is absolutely necessary. It provides the router shelf function for the AS5800. The routing engine of the 7200 is the routing brain of the AS5800. The 7200 comes in two ﬂavors. The 7204 is a four-slot router that allows four different WAN connection options to be added to the chassis. The 7206 adds two more slots for additional WAN
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connections. Neither of the 7200 routers comes with any ports by default. Thus, a combination of WAN and LAN slots is normally implemented. Figure 3-6 shows the Cisco 7206. Figure 3-6



Cisco 7206 Router



The port modules can be mixed and matched for varying degrees of connectivity and bandwidth. The newer VXR version of the 7200 includes a time-division multiplexing (TDM) bus, which provides better performance than its predecessors. This router is a great choice for the central site, based on its ﬂexibility and overall power. The 7200 Series can easily deal with remote-ofﬁce connections. The port modules can support T1/ E1 leased lines, Frame Relay connections, channelized T1/E1 (using different channels to connect with different remote sites instead of the entire interface dedicated to one remote location), ISDN PRI (for collecting multiple remote BRIs), and multiple Ethernet and Fast Ethernet ports (for connections to ﬁrewalls). The 7200 Series can also deal with much higher-speed connections (for example, OC-3 – 155 Mbps, or Packet over SONET) if necessary. Thus, the 7200 can collect each of the remote sites via Frame Relay or BRI, and then have a high-speed connection to an ISP for corporate Internet access. In fact, the 7200 Series can terminate circuits ranging from a single DS0 (64 kbps) through OC-12 (622 Mbps).
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Remote Office/Branch Office Router Selection Branch-ofﬁce sites are the source of many debates when the time comes to connect them to the central site through a WAN implementation. The amount of bandwidth necessary to adequately support the site is a crucial factor in the decision-making process. The technology implemented to provide the necessary bandwidth is also important. In addition, the router selection needed to terminate the current and potential future connections is equally important. This section of the chapter focuses on some router families that meet the needs of the small- to medium-sized branch ofﬁce. These are the Cisco 1700 and 2600 Series routers. Note that the 36X0 or 72X0 can also be a good choice for a large branch ofﬁce, when ﬂexibility is needed. However, these two routers were discussed in the previous section and need not be revisited. There are other ROBO routers offered by Cisco. The 1600 Series has been replaced by the 1700, and most of the 2500 line has been replaced by the 2600 Series. A couple of 2500s that survived the chopping block are also discussed in this section. Cisco 1700 Series Router The 1700 Series router family is designed for the small- to medium-sized ofﬁce. It can support one or two WAN connections and Ethernet or Fast Ethernet connectivity for the LAN. It tends to be a higher-horsepower device than its discontinued cousin, the 1600 Series. Figure 3-7 shows a Cisco 1760 router. Figure 3-7



Cisco 1760 Router



The 1700 router can provide multiple WAN connections simultaneously and is a strong, stable router. It has a small footprint and is easy to work with. Most of the 1700s are not rack-mountable, although there is currently a version that is (the 1760). Thus, the 1700 Series normally needs its own shelf to sit on, or it sits on top of another piece of racked equipment. Figure 3-8 shows a Cisco 1710 router.
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Cisco 1710 Router



The 1710 comes with two Ethernet interfaces, one 10 Mbps and the other 10/100 Mbps. All of the other 1700 Series routers come with only a single FE interface. The 1710 is the smallest of the Cisco routers that offer the ability to do VPNs, a ﬁrewall feature set, and advanced routing protocols. The 800 Series is somewhat limited in these areas of functionality. The 1750 and 1760 offer voice capabilities built into the router. Thus, phones can be directly connected to the router, or phone lines can be run directly into the router. This ﬂexibility and growth capacity make it an ideal choice for a small- to medium-sized branch ofﬁce. As such, the 1750 and 1760 can offer alternate voice service to a site if the primary VoIP connection fails. As mentioned earlier, the 1760 is actually rack-mountable. Thus, if there is a requirement to rackmount the routers instead of shelf-mount them, the 1760 offers everything that the 1700 Series product line does in a 19-inch footprint. Cisco 2500 Series Router Most of the 2500 Series of routers have been discontinued. The 2600 routers are the stronger replacements for the older 2500s. However, two 2500 Series routers are still around today. The 2509 and 2511 are called access servers. They are very small cousins to the AS5000 family of routers. The 2509 has eight asynchronous ports, while the 2511 has 16 such ports. These ports can be connected to modems and offer termination of asynchronous connections to the network. The 2509/2511 routers are also popular for use as terminal servers to other racked devices. These routers allow a single console device (a PC using HyperTerminal, for example) to access multiple console ports in the same rack.



0848.book Page 64 Tuesday, October 14, 2003 11:27 AM



64



Chapter 3: Network Overview



Cisco 2600 Series Router The 2600 Series routers are replacements to the discontinued 2500 Series line. They offer greater throughput, and better interface options. Figure 3-9 illustrates the 2600 Series routers. Figure 3-9



Cisco 2600 Series Routers



Whereas most of the 2500s were static routers (the ports could not be changed), all 2600s are modular. They have two wide-area interface card (WIC) slots and one network module (NM) slot. The WIC slots use any of the WIC cards that can be used in the 3600 routers. And the NM slot also uses 3600 NMs. However, due to limited CPU, not every 3600 NM should go into the 2600 chassis. Normally, any NM that exceeds the normal T1/E1 speeds should not be added to the 2600 chassis. The 2650 and 2690 models do offer greater CPU capabilities, but are still below that of a 3600 Series router. The 2600 Series can support multiservice offerings of voice, video, and data in a single chassis. Analog or digital telephony are options for this box. Traditional LAN/WAN routing options are, of course, available as well. For branch ofﬁces with integrated voice and data, the 2600 Series router would be a good choice. However, in a data-only environment, it cannot offer the port density necessary for a medium-sized branch ofﬁce.
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Small Office/Home Office Router Selection The SOHO market is an emerging market. The growing needs of the telecommuter are a very real aspect of today’s internetwork deployments. Cisco offers a few options with regard to SOHO deployments. Depending on the company and the needs of the telecommuter, a 1700 or 2600 router could be utilized. However, Cisco 800 Series routers may be a more manageable and cost-effective solution. Because both the 1700 and 2600 have been covered earlier, they will not be addressed again in this section. Making Selections Among Available Series Note that the selection between an 800 Series, 1700 Series, and 2600 Series router at a SOHO site is a matter of how large the site is, how much data will travel to/from that site, and any additional options needed at the site. The 1700 and 2600 have VoIP capabilities, whereas the 800 supports only phone connections into the router (across ISDN BRI connections). At the central and branch ofﬁces, the demarcation is typically where the phone equipment entered the building. At a small site or home ofﬁce, using DSL as a connection to the Internet, for example, the demarcation point is the phone box attached to the outside of the building. Normally, the phone company will not work on internal cabling without hefty fees. Thus, the connection from the DSL demarcation to the router would be a normal phone line into the building. Cisco 800 Series Router The 800 Series router connects small ofﬁces and corporate telecommuters to the Internet or to a corporate LAN through ISDN, serial connections (Frame Relay and leased lines), and DSL. It also enables customers to take advantage of value-added services, such as differentiated classes of service, integrated voice/data, business class security, and VPNs. Figure 3-10 illustrates the Cisco 806 router. Figure 3-10



Cisco 806 Router
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You should take care terminating VPN tunnels on an 800 Series router. The CPU cannot handle too much stress. The 800 Series routers run the Cisco IOS Software and are a good choice if the needs of the SOHO include low port density with ﬂexible WAN technology options. The 800s replaced the older 700 Series routers, which were not Cisco IOS based. The 800 Series routers can be used for direct connectivity to DSL networks (827), at the end of an ISDN connection (801 and 803 have ISDN S/T connections, while the 802 and 804 have ISDN U connections), behind a cable modem (the 806 has two Ethernet ports), or connected to a Frame Relay or leased-line network (the 805 has a DB-60 serial interface). Because the CPU is limited, the 800 Series routers should be used only at home-based ofﬁces or very small remote ofﬁces. Thus, they certainly ﬁt the SOHO mold.



Assembling and Cabling the Equipment Numerous types of physical connectivity options are available based on the technologies being implemented. This section touches on the basics behind these connections. Much of what this section covers is review for most people with any signiﬁcant time in the industry. For more in-depth information regarding physical connectivity, pinouts for individual cables, and other requirements, check out www.cisco.com. The technologies discussed in this section are identiﬁed in Figure 3-11. Note that if all the labels are removed from the ﬁgure, the various connectivity possibilities become numerous. A few of the connection options in Figure 3-11 come up on a regular basis: ■



Leased line—A leased line is a full or fractional T1/E1 connection from one serial interface of a Cisco router to one other site. Remember that fractions come in increments of 64 kbps. Each serial interface can only support one leased-line circuit. And a leased line offers dedicated, fulltime bandwidth between sites. All modern Cisco serial ports are either the well-known DB-60 format or a newer, smart serial connection. Two smart serial connectors occupy the footprint of one DB60 connector. The leased-line connection is either a PPP or HDLC connection.



■



Frame Relay—Frame Relay connections are serial connections between a site and a provider. This single connection to the provider allows multiple connections to multiple destinations via various virtual circuits (VCs). Because each Frame Relay connection terminates on a serial port of a Cisco router, the same cables are used for Frame Relay as are used for leased lines.
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Connection Types Ethernet CAT-V RJ-45 SOHO Site



Analog Modem RJ-11 Ethernet CAT-V RJ-45



Async. Modem CAT-V RJ-11



ISDN/ Analog



BRI CAT-V RJ-45



Ethernet CAT-V RJ-45



Async. Modem RJ-11 --or-Channelized T1/PRI RJ-48



V.35, X.21, EIA/TIA-232. EIA/TIA-449, EIA/TIA-530



Central Site



Serial DB-60



Frame Relay ROBO Site



Leased line V.35, X.21, EIA/TIA-232. EIA/TIA-449, EIA/TIA-530 PPP encapsulation



Serial DB-60



Ethernet CAT-V RJ-45 Cable modem DSL modem SOHO Site



ISP



Cable = F-connector/coax DSL = =RJ-45/CAT-V



A Frame Relay interface at a central site shares the bandwidth on the single interface with multiple VCs to remote sites. Frame Relay is cost-effective, but offers less control of the data ﬂow. A Frame Relay network offers no guarantee of service. If frames are dropped as they traverse the Frame Relay cloud, no error messages are generated to indicate the lost frame. ■



ISDN BRI—BRI connections are known as 1B+D or 2B+D connections. An ISDN BRI connection uses Category 5 cabling to connect to the phone company. It may be necessary to provide an external NT1 if one is not integrated into the router. A BRI interface with an integral NT1 is labeled as BRI U, and a BRI interface without an integral NT1 is labeled as BRI S/T. These connections use RJ-45 cables, which are typically Category 5 in quality. It is important to note that for an ISDN U connection, only pins 4 and 5 are actually used. These are the same pins used for a normal phone connection. And for an ISDN S/T connection, pins 3 through 6 are used.
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■



ISDN PRI—This implementation varies, based on geographic location. PRI uses T1 or E1 characteristics. E1 PRI is generally used outside of North America. T1 PRI is prevalent within North America. The primary difference between the two is the number of bearer channels. T1 PRI uses 23B+D connectivity, and E1 PRI uses 30B+D connectivity. These connections use Category 5 RJ-45 cables. On a Cisco router, you need a channelized T1/E1 port to attach an ISDN PRI connection. A normal serial port cannot be used. As previously mentioned, the channelized T1/E1 port uses an RJ-45 connector.



■



DSL—A Cisco router can be connected to DSL circuits in a variety of ways. The 827 router is speciﬁcally designed to terminate DSL connections from the provider. The 827 has an RJ-45 port to bring the DSL connection directly into the router. However, only pins 4 and 5 are actually used (the same pins used on a phone connection). A DSL modem can also be used to convert the frequencies on the phone line to Ethernet frames. If you use this method, then you can use any Cisco router with a spare Ethernet port to terminate the DSL connection. An 806, 1710, or 2600 works as a SOHO DSL router.



■



Cable modem—Like DSL, a Cisco router can be connected to cable-modem circuits in a variety of ways. The best way is to use the Cisco 900UBR (universal broadband router). This router has a cable F connector in the router. However, this router is not covered in the BCRAN course. A cable modem can also be used to convert the frequencies on the cable line to Ethernet frames. With this method, you can use any Cisco router with a spare Ethernet port to terminate the cable-modem connection. An 806, 1710, or 2600 works as a SOHO cable-modem router.



■



Asynchronous—These connections typically use RJ-11 cables (two, four, or six pins compared to RJ-45, which uses eight pins). They are dialup-connection interfaces designed to accept calls from remote users. External modems can be connected to the asynchronous ports of the 2509/2511 access routers. This normally takes a converter from the RJ-45 connector to the EIA/TIA-232 connector on the external modem. In any case, the modems typically have EIA/TIA232 connectors. It is feasible to have all modems internal to the router as well, as with a 3600 or AS5300.



Verifying the Installation The task of verifying physical connectivity is usually an easy one. If all is well, there is an LED on the front of the router (or on the back by the interface in question) that is green. If it is not green, it is time to ﬁgure out why.
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LED Lights During the boot process, the LEDs may ﬂash green. This is completely normal. Other models of Cisco devices have an amber-colored light during the boot sequence. However, after the router has booted, all active and functioning LEDs should turn to solid green. The phrase “green is good” is heard over and over in many Cisco classes and environments. For most routers, identifying the LEDs is the difﬁcult part. For additional information, refer to the installation guide that came with your speciﬁc router and the speciﬁc module. In most cases, a network administrator does not spend their entire life in the LAN room with all the routers and switches. So, in most cases, the lights on the chassis and modules have limited functionality. Learning how to determine the working status of any interface with the various IOS show commands becomes essential in the life of any network administrator. Each router model has its own set of LEDs. They are usually located in the same places. Overall status LEDs, such as Enabled and Active LEDs, are usually on the front of the chassis. The interfacespeciﬁc LEDs are on the back of the chassis, adjacent to the interface in question.



Router Interface Verification As noted earlier, lights have value only if you are actually in the same room as the routers. Because most equipment is remotely managed, the appropriate show screen is the best tool to determine the status of any given interface. The best thing about using the show screens is that the output is the same regardless of the type of router. An interface status on a SOHO 800 Series router looks the same as an interface status on a ROBO 3600 Series router. Once you learn how to read the screens, you can determine the status of any interface. The following sections examine the two most popular types of interfaces used in routers: Ethernet and serial. An Ethernet port could be used to terminate a DSL or cable-modem connection. A serial interface is used to connect to leased-line (PPP or HDLC) or packet-switching (Frame Relay) environments. show interfaces ethernet Ethernet, or Fast Ethernet, interfaces are used at sites where a DSL modem or cable modem is used to create Ethernet frames. These Ethernet frames appear as if they were coming directly from the provider. As such, monitoring the status of the “outward-facing” Ethernet interface helps to determine the status of the WAN connection.
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The display in Example 3-1 shows a Fast Ethernet interface on a Cisco 2600 router. Note that the information in this display is identical to any Ethernet interface on any Cisco router. Example 3-1



A show interfaces fastethernet Display



show interfaces fastethernet 0/0 Router#s FastEthernet0/0 is up, line protocol is up Hardware is AmdFE, address is 0002.160a.1cc0 (bia 0002.160a.1cc0) Description: Link to 2924 FA 0/24 (VLAN 1) Internet address is 192.168.1.1/24 MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec, reliability 255/255, txload 1/255, rxload 1/255 Encapsulation ARPA, loopback not set Keepalive set (10 sec) Full-duplex, 100Mb/s, 100BaseTX/FX ARP type: ARPA, ARP Timeout 04:00:00 Last input 00:00:00, output 00:00:00, output hang never Last clearing of "show interface" counters never Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0 Queueing strategy: fifo Output queue :0/40 (size/max) 5 minute input rate 13000 bits/sec, 30 packets/sec 5 minute output rate 504000 bits/sec, 60 packets/sec 2996392 packets input, 1024956679 bytes Received 179135 broadcasts, 0 runts, 0 giants, 0 throttles 0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 0 watchdog 0 input packets with dribble condition detected 3384973 packets output, 2091655213 bytes, 0 underruns 0 output errors, 0 collisions, 5 interface resets 0 babbles, 0 late collision, 0 deferred 0 lost carrier, 0 no carrier 0 output buffer failures, 0 output buffers swapped out Router#



The most critical portion of this display is the ﬁrst line (after the show command itself). It shows that this interface is up/up. The ﬁrst up refers to the physical connectivity of the interface. The second up refers to the line protocol, or the keepalive messages that travel in and out of the interface on a regular basis. The keepalive messages can travel only if the physical interface is operational. There are four possible interface statuses, as shown in Table 3-2.
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Ethernet Interface Status Physical



Line Protocol



Status



Up



Up



Operational



Up



Down



Incorrect pinouts



Down



Down



Physical problem, broken cable, bad pinout, cable not attached



Administratively down



Administratively down



Administrator disabled the interface



This interface status is the same on virtually any Cisco interface (Ethernet, Fast Ethernet, Serial, BRI, Async). The limited combination of ups and downs from the show interfaces screen helps you to determine the problem with the connectivity. For an Ethernet interface, very few things could actually go wrong. If an Ethernet interface is down/ down, then either the wrong type of cable has been used (straight vs. crossover) or the cable is not connected. Often, the lack of tabs on RJ-45 connectors causes Ethernet cables to slip loose from the router interfaces. It actually takes work to get an Ethernet interface to be up/down. Normally, a router Ethernet port connects to a switch port. A probable cause of an up/down is a mispinned cable. Normally, Ethernet cables use pins 1, 2, 3, and 6. If a cable is mispinned, say, to pins 1, 2, 6, and 3, then one end would get a link and the other would not. The keepalives would eventually fail, and the status would go up/ down. This can happen in places where cables are made (not very well) on site. You can learn a few other important facts from any interface display. For Fast Ethernet interfaces, you can see the speed and duplex level. Table 3-3 represents the possible values. Table 3-3



Fast Ethernet Speed and Duplex Speed



Duplex



10 Mbps



Half



10 Mbps



Full



100 Mbps



Half



100 Mbps



Full



All Cisco 10/100-Mbps Ethernet interfaces have the ability to auto-sense both the speed and duplex. However, it is very important that these settings match for the two devices that are connected
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together. Because of inadequacies in the auto-sensing process, both speed and duplex should always be manually set to match the other end. In Example 3-1, the interface has been manually set to 100 Mbps and full duplex. If auto-sensing were enabled, then the term (auto) would follow both the automatically determined speed and duplex value. If the speed and duplex value do not match, then the most likely symptom is late collisions or input queue drops (shown at the bottom of Example 3-1) on the slower interface. Typically, the faster, fullduplex interface shows no problems. It is the slower interface that gets overwhelmed by the frame volume from its faster neighbor. Or, the half-duplex end receives what it believes to be late collisions because its neighbor is in full-duplex mode (receiving and transmitting simultaneously) yet it can only receive or transmit (half duplex). It is important to note that not all network devices have this level of detailed examination. For example, if a Cisco router is attached to a cable modem at a remote site, the router has the display shown in Example 3-1, but the cable modem has no such troubleshooting display. Another example would be a Cisco router connected to an unmanaged switch. In each case, where both ends of a connection cannot be examined, it is even more important to manually conﬁgure the speed and duplex settings on the Cisco router. show interfaces serial Serial interfaces are used to connect a site to leased-line or Frame Relay services. As with Ethernet interfaces, the status of the interface helps to determine the cause of any problems. Example 3-2 shows a serial interface display. Example 3-2



show interfaces serial Display



show interfaces serial 0/2 Router#s Serial0/2 is up, line protocol is up Hardware is PowerQUICC Serial Internet address is 1.2.1.2/24 MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, reliability 255/255, txload 1/255, rxload 1/255 Encapsulation HDLC, loopback not set Keepalive set (10 sec) Last input 00:00:05, output 00:00:05, output hang never Last clearing of "show interface" counters never Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0 Queueing strategy: weighted fair Output queue: 0/1000/64/0 (size/max total/threshold/drops) Conversations



0/1/256 (active/max active/max total)



Reserved Conversations 0/0 (allocated/max allocated) Available Bandwidth 1158 kilobits/sec
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show interfaces serial Display (Continued)



Example 3-2



5 minute input rate 0 bits/sec, 0 packets/sec 5 minute output rate 0 bits/sec, 0 packets/sec 86 packets input, 6762 bytes, 0 no buffer Received 81 broadcasts, 0 runts, 0 giants, 0 throttles 0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort 84 packets output, 5793 bytes, 0 underruns 0 output errors, 0 collisions, 3 interface resets 0 output buffer failures, 0 output buffers swapped out 1 carrier transitions DCD=up



DSR=up



DTR=up



RTS=up



CTS=up



Router#



As with the Ethernet interface, the up/down status at the top of the display has only four possible states. Those states are listed in Table 3-4. Table 3-4



Serial Interface Status Physical



Line Protocol



Status



Up



Up



Operational



Up



Down



Keepalive mismatch, incorrect clock rate, clock rate not set, encapsulation mismatch



Down



Down



Physical problem, broken cable, cable not attached



Administratively down



Administratively down



Administrator disabled the interface



As Table 3-4 indicates, there are many more things that could go wrong with a serial interface. Aside from the physical problems that cause the interface to go down/down (the primary fault with Ethernet interfaces), there are many other problems that could cause the interface to be up/down. Serial interfaces rely on a clock source. The DCE end of the cable, normally the carrier, provides the clock. If the clock rate is not conﬁgured or not detected, a serial interface will go up/down. A serial cable can also be overwhelmed. For example, an EIA/TIA-232 cable should be used only for connections running 64 kbps or less. If the clock rate is set higher than this, the interface could fail and show an up/down status. Typically, most sites use V.35 cables to ensure that clock rates are not a problem. However, some networking equipment may use the EIA/TIA-232 connectors, and thus the speed of the router interface must be considered. Also, because a serial interface can use various encapsulation types (for example, PPP, HDLC, and Frame Relay), a mismatch from end to end can be disastrous. The encapsulation is set on each end
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of the circuit: for the most part, the provider is not involved. If the two ends do not agree on the encapsulation, the line goes up/down. The encapsulation on a Cisco serial interface (or any Cisco interface for that matter) is shown toward the top of the interface display. A serial interface can be in either point-to-point mode or packetswitching mode. The determination of which encapsulation is used is a matter of what type of service the provider is giving you. If your site has a single connection to another site, then a pointto-point circuit can be used (for example, a remote site connected back to the central site). However, if your site needs to communicate to multiple other sites via a single router interface, then something like Frame Relay is necessary (packet switching). This could apply to either a popular remote site or the central site itself. Normally, a SOHO would not have such a requirement. If a point-to-point link is used, the two possible point-to-point encapsulations are HDLC (a Cisco proprietary standard, and the default) and PPP (the North American standard). There is no international point-to-point protocol standard. As long as the routers at either end of the circuit have the same encapsulation set (there is no auto-sensing for encapsulation), then the circuit should work. The carrier (provider) cannot impact your decision to select either PPP or HDLC. If Frame Relay (packet switching) is employed, then the interface must connect to a provider offering such service. Frame Relay encapsulation cannot be conﬁgured across a point-to-point circuit offered from the provider. The router interface, when conﬁgured for Frame Relay, expects to talk to a Frame Relay switch. And if a Frame Relay switch is not found, the interface fails. The ﬁnal line of the show interfaces serial command also textually shows the status of the lights that are on the interface itself. Thus, if you do not have the ability to visit the router in the data center or LAN room, you can examine the light status with this screen. Table 3-5 describes the light statuses. Table 3-5



Serial Interface Light Display Light



Definition



Purpose



DCD



Data Carrier Detect



Provider switch detected



DSR



Data Set Ready



OK to send data



DTR



Data Terminal Ready



Notiﬁes the far end that you can receive data



RTS



Request to Send



Asks the far end if it is OK to send data



CTS



Clear to Send



Tells the far end that it may send data
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Foundation Summary This section is a collection of information that provides a convenient review of many key concepts in this chapter. For those of you who are already comfortable with the topics in this chapter, this summary could help you recall a few details. For those of you who just read this chapter, this review should help solidify some key facts. For any of you doing your ﬁnal preparation before the exam, this information is a convenient way to review the material the day before the exam. Overall, this chapter dealt with: ■



Selecting the proper Cisco router at the appropriate site



■



Determining the physical connection requirements based on the type of service provided by the carrier



■



Examining the physical interfaces to determine whether it has been properly wired and conﬁgured



Table 3-6 documents the site types and the Cisco router options applicable to each location type. Although it may be possible to place larger-than-necessary routers at any given site, it may not be ﬁnancially feasible to do so. However, it is never a good idea to have too small of a router at any site, because it limits the ability for that site to expand and add features in the future. Table 3-6



Cisco Routers Applicable to Central, Branch, and SOHO Locations Site



Applicable Routers



Central



3600 (3640 and 3660), AS5X00, 7200



ROBO



1700, 2600, 3600 (3620)



SOHO



800, 1700



There are a variety of services (connection options) that any Cisco router can be connected to. Table 3-7 summarizes the services that were covered in this chapter. Table 3-7



Services Covered in Chapter 3 Connection Option



Encapsulation



Interface



Connector



Leased line



HDLC/PPP



Serial



DB-60 or smart serial



Frame Relay



Frame Relay



Serial



DB-60 or smart serial



ISDN (BRI)



HDLC/PPP



BRI



RJ-45 (continues)
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Table 3-7



Services Covered in Chapter 3 (Continued) Connection Option



Encapsulation



Interface



Connector



ISDN (PRI)



HDLC/PPP



Channelized serial



RJ-45



DSL



Ethernet (to modem)



Ethernet (to modem)



RJ-45



— (to provider)



DSL (to provider)



Ethernet (to modem)



Ethernet (to modem)



RJ-45



— (to provider)



Cable (to provider)



F



Cable modem



Most cables are interface-speciﬁc in that they can be attached at only one place on the router. That is not always the case, however. For example, Category 5 UTP cable can be used with Ethernet, T1/E1 WIC, and ISDN interfaces. You should take the time to ensure that the correct cable is attached in the appropriate place. A straight-through Ethernet cable does not work in a T1/E1 WIC connection. The pinouts are dissimilar. LEDs are an important part of the router. They provide a quick status of the router and its interfaces. A red or amber LED is worthy of investigation. Remember, green is good. And the show interfaces display offers a view to the operational state of any particular interface of the Cisco router. An up/up status indicates that the interface is passing trafﬁc. Anything else indicates a problem that needs to be investigated.
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Q&A The questions and scenarios in this book are more difﬁcult than what you will experience on the actual exam. The questions do not attempt to cover more breadth or depth than the exam; however, they are designed to make sure that you know the answer. Rather than enabling you to derive the answer from clues hidden inside the question itself, the questions challenge your understanding and recall of the subject. Hopefully, mastering these questions will help you to limit the number of exam questions on which you narrow your choices to two options and then guess. The answers to these questions can be found in Appendix A. 1.



At a central site where LAN and WAN access and hundreds of dialup ports are required, which type of router works best?



2.



Which central-site router comes with two 10/100-Mbps auto-sensing Ethernet ports built into the chassis?



3.



If a 3640 router is procured for use at a central site, but no modules are initially purchased, how can the router be used?



4.



Which SOHO router can be rack-mounted?



5.



How many serial ports are needed on a ROBO router that uses Frame Relay to connect to three other locations, including the central ofﬁce?



6.



How many serial ports are needed on a central-ofﬁce router that uses Frame Relay to connect to three other locations?



7.



The central ofﬁce has decided to get PPP links between itself and each of the ﬁve remote sites. The remote sites are each connected to the central site. How many serial ports are needed at the central site?



8.



How many ROBO and SOHO locations can a T1 PRI interface on a central router connect to simultaneously?



9.



Which SOHO router can be used to directly terminate a DSL connection?



10.



Which WAN connection methods use a serial port to connect to the provider?



11.



Which condition would cause an Ethernet interface to be up/down?



12.



Which conditions would cause a serial interface to be up/down?



13.



What type of connector and what pins are used for an ISDN BRI connection?
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Scenarios The following scenario and questions are designed to draw together the content of the chapter and exercise your understanding of the concepts. There is not necessarily a right answer to each scenario. The thought process and practice in manipulating the related concepts is the goal of this section.



Scenario 3-1 Consider Figure 3-12 for the purposes of this scenario. Figure 3-12



Scenario 3-1 Topology



Branch site



Central site



SOHO site



The goal in this case is to adequately deploy the proper technologies and line speeds to support the sites in the ﬁgure. Complete the scenario by meeting the needs of each step speciﬁed in the tasks that follow. 1.



Make the decision as to which types of routers should be deployed at each site. For the central site, assume 100+ users and that the number is growing. For the branch site, assume ten users, and for the SOHO site, assume a single user.



2.



Based on your router choices, deploy WAN topology appropriate to your choices.
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Scenario Answers The answers provided in this section are not necessarily the only possible correct answers. They merely represent one possibility for the scenario. The intention is to test your base knowledge and understanding of the concepts discussed in this chapter. Should your answers be different (as they likely will be), consider the differences. Are your answers in line with the concepts of the answers provided and explained here? If not, go back and read the chapter again, focusing on the sections related to the problem scenario.



Scenario 3-1 Answers 1.



For the growing central site, with 100+ users, it may be necessary to implement a 7200 router or higher. A 3640 could certainly handle the job. However, you must consider future growth. If the site has few or no plans for growth in the near future, the 3640 is a good choice. A 3660 has greater potential for growth. The branch ofﬁce site with only ten users could function with a 1700, 2600, or even a 3620 (although this is probably overkill for now). The SOHO site with a single user will likely use ISDN for connectivity and an 800 Series router.



2.



For the central site connecting to the branch site, a single dedicated circuit can be implemented. If future sites are to be added, Frame Relay may be appropriate to reduce the comparative cost of multiple dedicated circuits. Note that there is a secondary connection between the central and branch sites. Secondary connections are typically ISDN. The SOHO site shows connectivity to the same cloud as the secondary central-to-branch connection. Also, with the selection of an 800 Series router, the apparent connectivity choice is ISDN.
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PART II: Enabling On-Demand Connections to the Central Site Chapter 4



Configuring Asynchronous Connections with Modems



Chapter 5



Configuring PPP and Controlling Network Access



Chapter 6



PPP Link Control Protocol Options



This part of the book covers the following BCRAN exam topics: ■



Describe traffic control methods used to manage traffic flow on WAN links



■



Explain the operation of remote network access control methods



■



Identify PPP components, and explain the use of PPP as an access and encapsulation method



■



Configure asynchronous modems and router interfaces to provide network access



■



Design a Cisco remote access solution using asynchronous dialup technology
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This chapter covers the following subjects: ■



Modem Signaling



■



Modem Conﬁguration Using Reverse Telnet



■



Router Line Numbering



■



Basic Asynchronous Conﬁguration



■



Conﬁguration of the Attached Modem



■



Chat Scripts to Control Modem Connections
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Configuring Asynchronous Connections with Modems To conﬁgure a modem, the modem and its physical characteristics must be deﬁned to the router. The router must be conﬁgured to see the modem at the right settings, and the router must be aware of the modem parameters. The modem (modulator/demodulator) must be conﬁgured so that it understands the signaling on both the telephone-line side and the router-connection side. The modulation and demodulation function converts the data stream from digital (PC side) to analog (phone-line side). This information includes the line rate and the number of bits used for data and other physical settings for the modem. The particulars for the modem are discussed in the body of this chapter. The second and third pieces of an asynchronous modem connection are conﬁgured on the router and provide both physical and logical aspects for a connection. The physical properties are conﬁgured on the line. These parameters include the line rate, the data link layer protocols supported on the line, and so on. These parameters are needed for the router line to communicate with the attached modem. The last piece of an asynchronous modem connection is conﬁguring the logical information on the router interface. The logical information includes the Layer 3 addresses, the network layer protocol, the authentication methods, and so forth. This chapter covers the signaling of the modem and the conﬁgurations for a Remote Access Server (RAS) connection. The successful CCNP or CCDP candidate should be able to describe the signaling and pins used by the cabling and not just the syntax that is required for the connection. The signaling is just as important because it provides the basis for the physical layer troubleshooting that may be needed to establish a connection.



“Do I Know This Already?” Quiz The purpose of the “Do I Know This Already?” quiz is to help you decide what parts of this chapter to use. If you already intend to read the entire chapter, you do not necessarily need to answer these questions now.
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The 12-question quiz helps you determine how to spend your limited study time. Table 4-1 outlines the major topics discussed in this chapter and the “Do I Know This Already?” quiz questions that correspond to those topics. Table 4-1



“Do I Know This Already?” Foundation Topics Section-to-Question Mapping Foundation Topics Section



Questions Covered In This Section



Modem Signaling



1–2



Modem Conﬁguration Using Reverse Telnet



3–4



Router Line Numbering



5–6



Basic Asynchronous Conﬁguration



7–8



Conﬁguration of the Attached Modem



9–10



Chat Scripts to Control Modem Connections



11–12



CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chapter. If you do not know the answer to a question or are only partially sure of the answer, you should mark this question wrong for purposes of the self-assessment. Giving yourself credit for an answer you correctly guess skews your self-assessment results and might provide you with a false sense of security.



1.



2.



What pins are used for modem control? a.



TD, RS, GRD



b.



RTS, CTS



c.



DSR, CD, DTR



d.



RTS, CTS, DSR



What is the standard for DCE/DTE signaling? a.



EIA/TIA-232



b.



RS 232-C



c.



RS 232-Standard



d.



EIA/TIA-446
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4.



5.



6.



7.
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In character mode using reverse Telnet, what is the command to connect to the ﬁrst async port on a 2509 router that has a loopback interface of 192.168.1.1? a.



telnet 192.168.1.1 port 1



b.



telnet 192.168.1.1 2001



c.



telnet 192.168.1.1 1



d.



telnet 192.168.1.1 async1



What port range is reserved for accessing an individual port using binary mode? a.



4000–4xxx



b.



5000–5xxx



c.



6000–6xxx



d.



7000–7xxx



If a four-port serial (A/S) module is in the second slot (slot 1) on a 3640 router, what are the line numbers for each port? a.



33–36



b.



2/1–2/4



c.



32–35



d.



a/s21–a/s24



What is the AUX port line number on a 3620 Series router? a.



AUX1



b.



65



c.



21



d.



63



On what interface would you apply the physical-layer async command? a.



A/S interfaces



b.



Async interfaces



c.



Modem interfaces



d.



LAN interfaces
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8.



9.



10.



11.



12.



In what conﬁguration mode must you be to conﬁgure the physical properties of an asynchronous interface? a.



Global



b.



Line



c.



Physical



d.



Interface



When should modem autoconfigure discovery be used? a.



Remotely, to possibly discover a modem type



b.



For convenience, so modems can be hot-swapped



c.



Never



d.



Always



Which of the following commands would you use to add an entry to a modemcap database called newmodem? a.



edit modemcap newmodem



b.



modemcap edit newmodem



c.



modemcap edit type newmodem



d.



modemcap add newmodem



Which of the following is not a reason to use a chat script? a.



Line activation—CD trigger (incoming trafﬁc)



b.



Line connection—DTR trigger (outgoing trafﬁc)



c.



Line reset—Asynchronous line reset



d.



Disconnect of an active call—Access server trigger



e.



Dialer startup—From a dial-on-demand trigger



Which of the following would, by default, trigger a chat script to start? a.



Line reset



b.



DDR



c.



Line activation



d.



Manual reset
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The answers to the “Do I Know This Already?” quiz are found in Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Q&A.” The suggested choices for your next step are as follows: ■



6 or fewer overall score—Read the entire chapter. This includes the “Foundation Topics,” “Foundation Summary,” and “Q&A” sections.



■



7, 8, or 9 overall score—Begin with the “Foundation Summary” section and then go to the “Q&A” section.



■



10 or more overall score—If you want more review on these topics, skip to the “Foundation Summary” section and then go to the “Q&A” section. Otherwise, move to the next chapter.
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Foundation Topics



Modem Signaling This chapter covers the signaling of the modem and the conﬁgurations for a RAS connection. The successful CCNP or CCDP candidate should be able to describe the signaling and pins used by the cabling and not just the syntax that is required for the connection. The signaling is just as important because it provides the basis for the physical layer troubleshooting that may be needed to establish a connection. Asynchronous data communication occurs when an end device, such as a PC, calls another end device, such as a server, to exchange data. In asynchronous data communications, end devices are called data terminal equipment (DTE). These devices communicate through data circuit-terminating equipment (DCE). DCE devices clock the ﬂow of information. In this case, the modem provides the DCE function to the PC and server. The Electronic Industries Association/Telecommunications Industry Association (EIA/TIA) deﬁnes a standard for the interface between DCE and DTE devices. This standard is EIA/TIA-232 and was previously referred to as the RS-232-C standard (where the RS stood for “recommended standard”). A PC-to-server connection that uses asynchronous communications should not be thought of as a single circuit. The PC using a modem is one DTE-to-DCE path end. The far end DCE-to-DTE (modem to server) connection is another path. Each DTE-to-DCE or DCE-to-DTE connection must be made prior to data transfer. With asynchronous communication, eight pins are used in a DB25 to transfer data and control the modem, as listed in Table 4-2. The table shows the pins and their deﬁnitions. Table 4-2



Standard EIA/TIA-232 Definitions and Codes Pin Number



Designation



Definition



Description Controlled by



Controlled by



2



TD



Transmits data



DTE-to-DCE data transfer



DTE



3



RD



Receives data



DCE-to-DTE data transfer



DCE



4



RTS



Request to send



DTE signal buffer available



DTE



5



CTS



Clear to send



DCE signal buffer available



DCE



6



DSR



Data set ready



DCE is ready



DCE
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Standard EIA/TIA-232 Definitions and Codes (Continued) Pin Number



Designation



Definition



Description Controlled by



Controlled by



7



GRD



Signal ground



To ensure that both sides use the same ground potential



—



8



CD



Carrier detect



DCE senses carrier



—



20



DTR



Data terminal ready



DTE is ready



—



Pins 2, 3, and 7 enable data transfer, pins 4 and 5 enable ﬂow control of data, and pins 6, 8, and 20 provide modem control.



Data Transfer The pins used for data transfer are pins 2, 3, and 7. The DTE device raises the voltage on the RTS when it has buffer space available to receive from the DCE device. Once a call is established and the DTE device sees the DCE raise the voltage on the CTS, the DTE device transmits data on pin 2. Conversely, the DTE device raises the voltage on the RTS when it has buffer space available to receive from the DCE device. The GRD pin is needed to discern whether the voltage is positive or negative.



Data Flow Control The RTS pin and the CTS pin control the ﬂow of information. The DTE device controls the RTS pin (as shown in Table 4-2), which, when seen by the DCE, alerts the DCE that it can receive data. It might help you to think of the RTS as the ready-to-receive pin. The DCE device controls the CTS pin, which in turn signals the DTE that it has buffer available. These deﬁnitions are critical to a CCNP or CCDP candidate.



Modem Control DSR and DTR are signal pins used to control how the modem operates. The DSR pin is raised when the modem is powered on. This raising lets the DTE device know that the modem is ready for use. The DTR pin is raised when the DTE device is powered and ready to receive information from the DCE. In most cases, when the DTE device is powered on, the DTR pin is raised; however, there are cases in which the DTR pin is raised only if a software package begins to run. This might sound like a minor point, but when you are troubleshooting, it is important to know whether the DTE has signaled the modem that it is ready. In fact, just because the PC is on does not necessarily mean that DTR is asserted, and whether your DTE device raises the DTR when powering up or when you turn
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on your communication software, DTR is needed for a two-way conversation between the DCE and DTE device. To be clear, just because a PC (the DTR) is turned on, that does not necessarily mean that the modem (the true DTR) is ready. On some laptop computers, the DTR is only raised when the communication software is invoked. Note that the CD (sometimes referred to as DCD) pin is also a signal pin. When two DCE devices establish a connection, the CD pin is asserted to indicate that a carrier signal has been established between the DCE devices. Note also that because two devices constitute the DTE (PC) and DCE (modem) connection, either must be allowed to terminate the connection.



DTE Call Termination When the DTE is ready to terminate the connection because the user has completed the call and signaled the PC to go back on-hook, the DTR is dropped. For this to happen, the modem must be conﬁgured to interpret the loss of the DTR as the end of a conversation. When the DTE drops the DTR, the modem is alerted that the carrier is no longer needed. This conﬁguration is done when the modem is ﬁrst installed. This can be manually done for each call, or it can be scripted in a chat script that is sent to the modem each time a call is terminated. Each time a call is terminated, the router resets (rescripts) the modem. This low-level conﬁguration is done on the modem to prepare the modem for reuse. In many cases, accepting the default conﬁguration for a modem allows it to function properly. Even accepting the default conﬁguration provides a “conﬁguration” to the modem. The details of each modem parameter are discussed in the section, “Conﬁguration of the Attached Modem,” later in this chapter.



DCE Call Termination If a far-end modem drops the CD because the remote DTE has ended the transmission, the near-end modem must signal the near-end DTE that the transmission has been terminated. The modem must be programmed to understand and signal this termination. In other words, the modem must be told how to handle the loss of carrier detection. By default, most modems understand that this signal loss is an indication that the call is to be terminated. However, it is a conﬁguration parameter that the modem must understand.



Modem Configuration Using Reverse Telnet To conﬁgure a modem, a router must be set up to talk to it. Cisco refers to this as a reverse Telnet connection. A host that is connected to a router can Telnet to a Cisco reserved port address on the
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router and establish an 8-N-1 connection to a speciﬁc asynchronous port. An 8-N-1 connection declares the physical signaling characteristics for a line. Table 4-3 shows reserved port addresses. The router must have a valid IP address on an interface and an asynchronous port. To establish a connection to the modem connected to the asynchronous port, you can Telnet to any valid IP address on the router and declare the Cisco reserved port number for the asynchronous interface. However, you can do this only from the router console or a remote device that has Telnet access to the router. Table 4-3



Reverse Telnet Cisco Reserved Port Numbers Connection Service



Reserved Port Range for Individual Ports



Reserved Port Range for Rotary Groups



Telnet (character mode)



2000–2xxx



3000–3xxx



TCP (line mode)



4000–4xxx



5000–5xxx



Telnet (binary mode)



6000–6xxx



7000–7xxx



Xremote



9000–9xxx



10000–10xxx



Most modem consoles operate using eight data bits, zero parity bits, and one stop bit. In addition, the use of reverse Telnet enables the administrator to conﬁgure locally attached devices. For example, suppose you want to set up an 8-N-1 connection to the ﬁrst asynchronous interface on a router, which has the 123.123.123.123 address assigned to its E0 port. To connect in character mode using Telnet, you would issue the following command: telnet 123.123.123.123 2001



where 123.123.123.123 is the router’s E0 port and 2001 is the Cisco reserved port number for the ﬁrst asynchronous port on the router. Table 4-3 shows the Cisco reserved port numbers for all port ranges. The use of the rotary group reserved port number connects to the ﬁrst available port that is in the designated rotary group. If a speciﬁc individual port is desired, the numbers from the second column of Table 4-3 are used. You can establish a session with an attached modem using reverse Telnet and the standard AT command set (listed later in Table 4-4) to set the modem conﬁguration. This, however, is the hard way because once a modem connection has been established using reverse Telnet, you must disconnect from the line for the modem to be usable again. In addition, to exit the connection, you would have to press Ctrl-Shift-6 and then x to suspend the session, and then issue the disconnect command from the router prompt. It is important to remember this simple sequence because the modem does not understand the exit command, as does a router.
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Router Line Numbering The line numbers on a router are obtained in a methodical manner. The console port is line 0. Each asynchronous (TTY) port is then numbered 1 through the number of TTY ports on the router. The auxiliary port is given the line number LAST TTY + 1, and the vty ports are numbered starting at LAST TTY + 2. Example 4-1 has the show line output for a Cisco 2511 router, which has eight asynchronous ports available. Notice that the AUX port is labeled in line 17 and the vty ports are labeled in lines 18–22. Example 4-1



show line Output for Cisco 2511 Router



show line 2511Router>s Tty Typ



Uses



Noise



-



-



-



-



-



0



1



0/0



-



9600/9600



-



-



-



-



-



7



23



0/0



-



2 TTY



9600/9600



-



-



-



-



-



5



1



0/0



-



*



3 TTY



9600/9600



-



-



-



-



-



14



63



0/0



-



*



4 TTY



9600/9600



-



-



-



-



-



4



3



0/0



-



*



5 TTY



9600/9600



-



-



-



-



-



16



6



0/0



-



*



6 TTY



9600/9600



-



-



-



-



-



12



7



0/0



-



7 TTY



9600/9600



-



-



-



-



-



3



1



0/0



-



8 TTY



9600/9600



-



-



-



-



-



0



9



0/0



-



9 TTY



9600/9600



-



-



-



-



-



12



0



0/0



-



* 10 TTY



9600/9600



-



-



-



-



-



16



0



0/0



-



* 11 TTY



9600/9600



-



-



-



-



-



25



2



0/0



-



* 12 TTY



9600/9600



-



-



-



-



-



5



0



0/0



-



* 13 TTY



9600/9600



-



-



-



-



-



0



0



0/0



-



14 TTY



9600/9600



-



-



-



-



-



0



2



0/0



-



15 TTY



9600/9600



-



-



-



-



-



0



0



0/0



-



16 TTY



9600/9600



-



-



-



-



-



3



0



0/0



-



17 AUX



9600/9600



-



-



-



-



-



0



0



0/0



-



18 VTY



-



-



-



-



-



0



0



0/0



-



19 VTY



-



-



-



-



-



0



0



0/0



-



20 VTY



-



-



-



-



-



0



0



0/0



-



21 VTY



-



-



-



-



-



0



0



0/0



-



22 VTY



-



-



-



-



-



0



0



0/0



-



*



0 CTY



*



1 TTY



*



*



Tx/Rx



A Modem



Roty AccO AccI



Overruns



Int



The numbering scheme for interfaces was expanded for the 3600 Series routers. The console is still line 0 and the vty ports are similarly counted after the TTYs. However, Cisco chose to use reserved numbering for the available slots. Thus, slot 0 has reserved lines 1–32, slot 1 has reserved lines 33–64, slot 2 has reserved lines 65–97, and so on. Each slot is given a range of 32 line numbers, whether they are used or not. Figure 4-1 shows the rear of the chassis for a 3620 and 3640 router and the line numbers associated with each slot.
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Line Numbers for 3620 and 3640 Routers



Figure 4-1



The line-numbering scheme is important when conﬁguring a router. In the case of the 3600 and 2600 routers with the new modular interfaces, the line numbers are based on the slot that the feature card is in. For illustration, consider the output in Example 4-2, which is from a 3640 Series router with a modem card in slot 2. Notice that the line numbers for the internal modems are 65–70 because only one MICA card is installed in the slot. Example 4-2



show line Output from a 3640 Series Router with a Modem Card in Slot 2



show line router#s Tty Typ *



Tx/Rx



0 CTY



A Modem -



-



Roty AccO AccI



Uses



Noise



-



-



-



0



0



Overruns 0/0



Int -



I 65 TTY



- inout



-



-



-



0



0



0/0



-



I 66 TTY



- inout



-



-



-



0



0



0/0



-



I 67 TTY



- inout



-



-



-



0



0



0/0



-



I 68 TTY



- inout



-



-



-



0



0



0/0



-



I 69 TTY



- inout



-



-



-



0



0



0/0



-



I 70 TTY



- inout



-



-



-



0



0



0/0



-



I 97 TTY 115200/115200- inout



-



-



-



0



0



0/0



Se3/0



*129 AUX



-



-



-



-



-



0



0



0/0



-



130 VTY



9600/9600



-



-



-



-



-



0



0



0/0



-



131 VTY



-



-



-



-



-



0



0



0/0



-



132 VTY



-



-



-



-



-



0



0



0/0



-



133 VTY



-



-



-



-



-



0



0



0/0



-



134 VTY



-



-



-



-



-



0



0



0/0



-



The following lines are not in asynchronous mode or are without hardware support: 164, 7196, and 98128.
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To properly conﬁgure a router, you must know the association between the line and interface numbers. The AUX port on the modular routers is the last line number, which would be the number of slots multiplied by 32, plus 1. In the case of the 3640 router output shown in Example 4-2, the AUX port number is 129, and the vty ports are 130–134 by default. In Example 4-3, the conﬁguration for a 3640 router has physical characteristics conﬁgured on line 97 for the asynchronous interface in slot 3/0. The remaining Cisco IOS commands are discussed in detail later in this chapter, but are presented here for completeness. Example 4-3



3640 Router Configuration



interface Serial3/0 physical-layer async ip unnumbered Ethernet0/0 no ip directed-broadcast encapsulation ppp async mode interactive peer default ip address pool TESTPOOL no cdp enable ppp authentication chap ! line 97 password cisco autoselect during-login autoselect ppp login local modem InOut transport input all stopbits 1 speed 115200 flowcontrol hardware line aux 0 line vty 0 4 login local !



Basic Asynchronous Configuration To conﬁgure the modem (the DCE) from the router (the DTE), you must set up the logical and physical parameters for the connection. The logical parameters include the protocol addressing, the authentication method, and the encapsulation, all of which are conﬁgured on the asynchronous interface. The physical conﬁguration is done on the line. The physical parameters include the ﬂow control, the DTE-DCE speed, and the login request. It is important for the successful CCNP or CCDP candidate to be aware of the command mode needed for conﬁguration.
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The conﬁguration in Example 4-4 demonstrates which commands are used on each line or interface. The highlighted lines are the most critical; however, as with most conﬁgurations, any one command can make or break a connection. As you can see under the line conﬁguration, each command is highlighted. A CCNP or CCDP candidate should commit the line commands to memory, not just for the test, but for success in the ﬁeld. Example 4-4



Configuration for a Serial Interface in Asynchronous Mode



interface Serial3/0



!logical parameters go on the interface



physical-layer async ip unnumbered Ethernet0/0 no ip directed-broadcast encapsulation ppp %%%highlight this async mode interactive peer default ip address pool remaddpool no cdp enable ppp authentication chap line 97



!physical parameters go on the line



autoselect during-login autoselect ppp login modem InOut modem autoconfigure type usr_sportster transport input all stopbits 1 rxspeed 115200



Example 4-4 shows the distinction between the physical and logical parameters and where they are deﬁned in the router conﬁguration ﬁle. Three types of router interfaces can be conﬁgured for serial communication: ■



Asynchronous interfaces



■



Asynchronous/synchronous (A/S) interfaces



■



Synchronous interfaces



Router interfaces that are synchronous only cannot be used for modem or asynchronous communication. On the router models with A/S ports (ports that can be used in the synchronous or asynchronous mode), the serial ports default to synchronous, and the interface must be declared for asynchronous usage using the physical-layer async command. The conﬁguration in Example 4-4 is for the ﬁrst (port 0) synchronous/asynchronous interface on a four-port A/S card in the third slot of a 3600 router. The physical-layer async command is needed because this device has A/S ports. Hence, the physical-layer async command is entered at the
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router(config-if)# prompt for Serial 3/0. On the other hand, in the case of those routers that have ports designated as asynchronous only, the physical-layer async command is not used.



Logical Configurations on the Router Logical conﬁgurations can be done on the interface of the router. These include the network layer addressing, the encapsulation method, the authentication, and so on. The conﬁguration in Example 4-5 is for a serial interface that is used to receive an inbound call. Example 4-5



Router Configuration for Serial Interface Receiving Inbound Calls interface Serial2 physical-layer async ip unnumbered Ethernet0 ip tcp header-compression passive encapsulation ppp bandwidth 38 async mode interactive peer default ip address pool remaddpool no cdp enable ppp authentication chap



In Example 4-5, note the following: ■



The physical-layer async command places the serial 2 interface in asynchronous mode. Once this command is issued, the router treats the interface as an asynchronous port. This can be done on only those interfaces that are deﬁned as A/S.



■



The ip unnumbered Ethernet0 command declares that the interface assume the address of the E0 interface. This enables the saving of IP addresses but makes the physical asynch interface non-SNMP manageable. This command could be replaced with the desired IP address of the interface (refer to the discussion in this section that covers ip address pool). Note that it is quite common for a large number of asynchronous interfaces to be unnumbered to a common physical interface and to use an address pool to assign the network layer addresses to the dialup users.



■



The ip tcp header-compression passive command states that if the other DCE device sends packets with header compression, the interface understands and sends in kind but does not initiate the compression.



■



The encapsulation ppp command declares the encapsulation method for the interface.



■



The bandwidth 38 command tells the routing protocol and the router (for statistics) the speed of the line. This command has no effect on the actual negotiated speed of the modem or the speed at which the DTE talks to the modem.
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■



The async mode interactive command enables, once a connection is made, the dialup user to access the EXEC prompt.



■



The peer default ip address pool remaddpool command speciﬁes that the IP address assigned to the dialup user be from the address grouping or pool deﬁned by the label remaddpool. The syntax for the pool deﬁnition, deﬁned in global conﬁguration mode, is as follows: ip local pool remaddpool low-ip-pool-address high-ip-pool-address



■



A unique address from the pool of addresses is given to a dialup user for the duration of the session. The address is returned to the pool when the dialup user disconnects the session. In this fashion, it is not necessary to associate an IP address with each asynchronous interface. Each asynchronous interface uses an IP address that is part of the same subnet that the interface is “unnumbered” to. For more information and examples on the use of address pools and unnumbering, refer to Chapter 6, “PPP Link Control Protocol Options.” The no cdp enable command turns off the Cisco Discovery Protocol for the interface. By default, this protocol is on, and because the interface is likely connected to a dialup user who does not understand CDP, the bandwidth it would use is saved.



■



The ppp authentication chap command speciﬁes that the Challenge Handshake Authentication Protocol (CHAP) be used on this link. Failure of the client to honor CHAP results in the link not being established.



Physical Considerations on the Router Physical characteristics are conﬁgured in line mode. These include the speed, the direction of the call, modem setup, and so on. Example 4-6 shows a conﬁguration used to connect to a USR Sportster modem on physical line 2. Example 4-6



Router Configuration Connecting USR Sportster Modem on Physical Line 2



line 2 autoselect during-login autoselect ppp login local modem InOut modem autoconfigure type usr_sportster transport input all stopbits 1 rxspeed 115200 txspeed 115200 flowcontrol hardware
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For Example 4-6, consider the following: ■



The login local command is the same for this line as it is for the console and AUX ports.



■



The login local command tells the physical line to request a username/password pair when a connection is made and to look locally on the router for a matching username xxxx password yyyy pair that has been conﬁgured in global mode (xxxx and yyyy represent a freely chosen username and password combination).



■



The autoselect during-login and autoselect ppp commands automatically start the PPP protocol and issue a carriage return so that the user is prompted for the login. This feature became available in Cisco IOS Software Release 11.0. Prior to this “during-login” feature, the dialup user was required to issue an exec command or press the Enter key to start the session.



■



The modem InOut command enables both incoming and outgoing calls. The alternative to this command is the default no modem inout command, which yields no control over the modem.



■



The modem autoconfigure type usr_sportster command uses the modemcap database usr_sportster entry to initialize the modem. This initialization is discussed later in the chapter.



■



The transport input all command enables the processing of any protocols on the line. This command deﬁnes which protocols to use to connect to a line. The default command prior to 11.1 was all; the default with 11.1 is none.



■



In the router conﬁguration, the number of stopbits must be the same for both communicating DCE devices. Remember that the physical layer parameters must match for the physical layer to be established. Failure to do so prevents the upper layers from beginning negotiation.



■



In Example 4-6, rxspeed and txspeed are shown as separate commands. The speed command, however, sets both transmit and receive speeds and locks the speed between the modem and the DTE device. Failure to lock or control the DTE-to-DCE speed allows the speed of local communication to vary with the line speed negotiated between the DCE devices. This limits the capability of the DTE-to-DCE ﬂow control.



■



The flowcontrol hardware command speciﬁes that the RTS and CTS be honored for ﬂow control.



Example 4-6 provides the basic conﬁguration for an asynchronous line. Once the DTE device has been conﬁgured, you must set the DCE device to communicate with the modem by using the AT commands.



Configuration of the Attached Modem In the early modem days, the Hayes command set was the de facto standard; however, there was never a ratiﬁed industry command set. Today, rather than converging to a general standard, the
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modem industry has actually diverged. Nonetheless, the AT commands documented in Table 4-4 are considered “standard” and should work on most modems. Standard AT Commands



Table 4-4



Command



Result



AT&F



Loads factory default settings



ATS0=n



Auto answers



AT&C1



CD reﬂects the line state



AT&D2



Hangs up on low DTR



ATE0



Turns off local echo



ATM0



Turns off the speaker



A CCNP or CCDP candidate should be familiar with these commands both to pass the CCNP test and to assist them in troubleshooting a live problem. There are other standard commands, but as was stated earlier, “standard” is a bit of a misnomer. For many modems on the market today, commands not in this table are used to conﬁgure the modem and fall into the category of not standard. The correct initialization string must be sent to the modem for proper operation. You can do this by using a chat script or the modem autoconfigure (without the type argument) command. The former method is the most common.



Modem Autoconfiguration and the Modem Capabilities Database Modem autoconﬁguration is a Cisco IOS software feature that enables the router to issue the modem conﬁguration commands, which frees the administrator from creating and maintaining scripts for each modem. The general syntax for modem autoconﬁguration is as follows: modem autoconfigure [d discovery | type modemcap-entry-name]



The two command options for the modem autoconfigure command are as follows: ■



type—This option conﬁgures modems without using modem commands, or so it is implied. The type argument declares the modem type that is deﬁned in the modem capabilities database so that the administrator does not have to create the modem commands.



■



discovery—Autodiscover modem also uses the modem capabilities database, but in the case of discover, it tries each modem type in the database as it looks for the proper response to its query.



0848.book Page 100 Tuesday, October 14, 2003 11:27 AM



100



Chapter 4: Configuring Asynchronous Connections with Modems



As you can see, the modem autoconfigure command relies on the modem capabilities database, also known as the modemcap database. The modemcap database has a listing of modems and a generic initialization string for the modem type. The discovery of a modem using the autoconfigure feature uses the initialization strings from each modem in the modemcap database. If the modem is not in the database, it fails, and the administrator has to manually add the modem to the database.



Use of the Discovery Feature The use of the discovery feature is not recommended because of the overhead on the router. Each time the line is reset, the modem is rediscovered. However, the discovery feature can be used to initially learn the modem type if you are not geographically near the router and cannot gather the information any other way. After discovery has taken place, you should use the type option to specify the entry in the modemcap database to use. To discover a modem, the syntax would be as follows: modem autoconfigure discovery



Again, once the modem type is determined, the ﬁnal conﬁguration for the router interface should be as follows: modem autoconfigure type entry_name_from_modemcap



This conﬁguration eliminates unnecessary overhead on the router. Use the show modemcap command to see the entries in the modemcap database. Example 4-7 demonstrates the output from the show modemcap command. Example 4-7



show modemcap Command Output Reveals Modemcap Database Entries



show modemcap BCRANrouter#s default codex_3260 usr_courier usr_sportster hayes_optima global_village viva telebit_t3000 microcom_hdms microcom_server nec_v34 nec_v110 nec_piafs cisco_v110 mica
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To view the detailed settings for a particular entry in the modemcap database, the entry name is added as an argument to the show modemcap command. The database has most models of modems. If your entry is not in the database, it can be added by editing the database. Editing the database requires creating your own entry name and specifying the AT commands for the initialization string. This must be done for any modem that is not in the database. This might sound time-consuming or tedious, but it has to be done only once. The added information to the database is stored in NVRAM as part of the router conﬁguration and can be copied to other routers that have the same modems. Common practice dictates that multiple modem types not be used at a single RAS facility. Instead, you should use a single modem type and maintain spares of that particular type so that constant manipulation of the modemcap database is not necessary. Consider an example of how a modem is added to the database. If an attached modem is a Viva plus modem that is not listed in the database, but another Viva modem is in the database, you could create a new entry and name it whatever you want. The AT commands that are unique to the Viva plus modem would be added to the local conﬁguration in NVRAM, and the additional AT commands that are the same for all Viva modems would be obtained from the database. To add the modem, you would use the following global commands: modemcap edit viva_plus speed &B1 modemcap edit viva_plus autoanswer s0=2 modemcap edit viva_plus template viva



These commands use the initialization string from the entry viva and enable you to alter the newly created viva_plus. All changes and additions to the modemcap database are stored in the conﬁguration ﬁle for the router. Because of this, Cisco can add to the modemcap database at any release, because the local NVRAM changes override the modemcap database. To summarize, after you have bought some modems that you feel are the best for your application, those particular modems may, or may not, be deﬁned in the modemcap database. If the modem is deﬁned in the modemcap database, then you can simply use the type option to the modem autoconfigure command. If the modem is not deﬁned in the database, then you must add it. After you add it, all future modem connections on this router can simply point to the added entry.



Chat Scripts to Control Modem Connections Chat scripts enable you to talk to or through a modem to a remote system using whatever character strings or syntax is needed. A chat script takes the form Expect-string - send-string - expect-string - send-string
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where the expect strings are character strings sent from or through the modem to the DTE device, and the send strings are character strings sent from the DTE device to or through the modem.



Reasons for Using a Chat Script As a CCNP or CCDP candidate, you should be aware that chat scripts are used for the following goals: ■



Initialization—To initialize the modem



■



Dial string—To provide the modem with a dial string



■



Logon—To log in to a remote system



■



Command execution—To execute a set of commands on a remote system



Reasons for a Chat Script Starting Chat scripts can be manually started on a line using the start-chap command; they can also be conﬁgured to start for the following events: ■



Line activation—CD trigger (incoming trafﬁc)



■



Line connection—DTR trigger (outgoing trafﬁc)



■



Line reset—Asynchronous line reset



■



Startup of an active call—Access server trigger



■



Dialer startup—From a dial-on-demand trigger



Using a Chat Script The primary use of a chat script is to provide the dial number for the connection. The following line shows an example of this chat script: chat-script REMDEVICE ABORT ERROR ABORT BUSY ““ “ATZ” OK “ATDT \T” Router(config)#c TIMEOUT 30 CONNECT \c



You should take care with the character case that you use in this command. ABORT ERROR and ABORT BUSY cause the modem to abort if it sees ERROR or BUSY. Both arguments might be more easily understood if read as “abort if you see ERROR” and “abort if you see BUSY,” respectively. If error or abort are entered in lowercase, the modem never sees these conditions because its search is case-sensitive. The \T inserts the called number from the dial string or map command into the chat script. A \t causes the script to look for a “table character”; hence, case is important here as well. NOTE Detailed information on the dial string and map commands is provided in Chapter 6.
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The REMDEVICE chat script has been conﬁgured to drop the connection if the modem declares a busy or error condition. If no busy or error condition is declared, the router does not wait for anything except string = ““. The router then issues the ATZ, or modem reset, command, using a send string. The router waits for the modem to respond OK, which is the normal modem response to ATZ. The router then sends the ATDT command and replaces the \T with the phone number to make the call. Last, the TIMEOUT 30 declares that the call is considered “not answered” if no carrier is obtained in 30 seconds. Once the connection is made, the chat script sends a c, which is a carriage return. Provided that the router, the modem, and the phone number are correct, the physical layer should now be established. Congratulations! You can now move on to the upper-layer protocols, such as PPP (see Chapter 5, “Conﬁguring PPP and Controlling Network Access”) and advanced uses (see Chapter 6).
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Foundation Summary The Foundation Summary is a collection of tables and ﬁgures that provides a convenient review of many key concepts in this chapter. If you are already comfortable with the topics in this chapter, this summary can help you recall a few details. If you just read this chapter, this review should help solidify some key facts. If you are doing your ﬁnal preparation before the exam, these tables and ﬁgures are a convenient way to review the day before the exam. Table 4-5



Table 4-6



Standard EIA/TIA-232 Definitions and Codes Pin Number



Designation



Definition



Description



Controlled by



2



TD



Transmits data



DTE-to-DCE data transfer



DTE



3



RD



Receives data



DCE-to-DTE data transfer



DCE



4



RTS



Request to send



DTE signal buffer available



DTE



5



CTS



Clear to send



DCE signal buffer available



DCE



6



DSR



Data set ready



DCE is ready



DCE



7



GRD



Signal ground



To ensure that both sides use the same ground potential



—



8



CD



Carrier detect



DCE senses carrier



—



20



DTR



Data terminal ready



DTE is ready



—



Cisco Reserved Port Numbers Used with Reverse Telnet Connection Service



Reserved Port Range for Individual Ports



Reserved Port Range for Rotary Groups



Telnet (character mode)



2000–2xxx



3000–3xxx



TCP (line mode)



4000–4xxx



5000–5xxx



Telnet (binary mode)



6000–6xxx



7000–7xxx



Xremote



9000–9xxx



10000–10xxx
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Table 4-7



Table 4-8



3600 Line Numbers



modem autoconfigure Commands Command



What It Does



modem autoconfigure discovery



Discovers the modem



modem autoconfigure type entry_name_from_modemcap



Creates the ﬁnal conﬁguration for the router interface, which eliminates unnecessary overhead on the router



show modemcap



Displays the entries in the modemcap database



Standard AT Commands Command



Result



AT&F



Loads factory default settings



ATS0=n



Auto answers



AT&C1



CD reﬂects the line state



AT&D2



Hangs up on low DTR



ATE0



Turns off local echo



ATM0



Turns off the speaker
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The following are the reasons for using a chat script: ■



Initialization—To initialize the modem



■



Dial string—To provide the modem with a dial string



■



Logon—To log in to a remote system



■



Command execution—To execute a set of commands on a remote system



Chat scripts can be manually started on a line using the start-chap command; they can also be conﬁgured to start for the following events: ■



Line activation—CD trigger (incoming trafﬁc)



■



Line connection—DTR trigger (outgoing trafﬁc)



■



Line reset—Asynchronous line reset



■



Startup of an active call—Access server trigger



■



Dialer startup—From a dial-on-demand trigger
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Q&A The questions and scenarios in this book are more difﬁcult than what you should experience on the actual exam. The questions do not attempt to cover more breadth or depth than the exam, but they are designed to make sure that you know the answer. Rather than enabling you to derive the answer from clues hidden inside the question, the questions challenge your understanding and recall of the subject. Hopefully, mastering these questions will help you limit the number of exam questions on which you narrow your choices to two options and then guess. The answers to these questions can be found in Appendix A. 1.



If the user wants to terminate a call, what pin does the DTE device drop to signal the modem?



2.



What must be done to terminate a reverse Telnet session with an attached modem?



3.



Which interface is line 97 on a 3640 Series router?



4.



When ﬂow control is enabled, which pins are used?



5.



What is the AT command to return a router to its factory default settings?



6.



Which interface type provides clocking for a line?



7.



What command lists the transmit and receive speeds for the asynchronous ports on the router?



8.



On which pins does the DTE device send and receive?



9.



What is the command to manually begin a chat script named remcon?



10.



With asynchronous communication, how many pins are used in a DB25 to transfer data and control the modem?



11.



On what does the DTE device raise the voltage when it has buffer space available to receive from the DCE device?



12.



In most cases, when the DTE device is powered on, which pin is raised?



13.



With what type of bits do most modem consoles operate?



14.



To conﬁgure a modem (the DCE) from a router (the DTE), what parameters must you set up for the connection?
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Scenarios There are no scenarios for this particular chapter. The key issues and concepts here are syntax, syntax, and syntax. For further review, you should practice creating a conﬁguration for a router and include all parts necessary for an asynchronous setup. The parts should include: ■



Line conﬁguration (physical)



■



Interface conﬁguration (logical)



■



A new modemcap database entry (your choice)



■



An alias to address the modem locally (reverse Telnet)



■



A chat script for the connection (no phone number needed!)
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This chapter covers the following subjects: ■



PPP Background



■



PPP Options
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Configuring PPP and Controlling Network Access The CCNP Remote Access Exam requires you to have an-in depth understanding of various WAN technologies. In this chapter, the discussion focuses on Point-to-Point Protocol (PPP). The typical implementation of PPP has traditionally been in dialup and ISDN deployments. The growing need of corporations to include dialup access to network resources for remote users has created a high demand for point-to-point technologies. Telecommuting personnel require access to network devices and information that looks and feels as it would at the ofﬁce (albeit at slower access rates). PPP and its options enable this type of access to become a reality. The capabilities of PPP give it the versatility to remain ﬂexible, yet viable, in many situations. Most remote-access technology implementations center on PPP as the core access method. Dialup clients require a means of accessing the network. Windows 95, Windows 98, Windows 2000, and so forth include dialup networking client software as part of a standard installation. In addition, many companies have created proprietary dialup clients. PPP is the underlying architecture that makes it all work. PPP creates a single connection over which multiple protocols can be multiplexed. IP, IPX, and AppleTalk, for example, can all traverse PPP links. The actual conﬁguration of the dialup client is not discussed here. The discussions in this chapter center on the access server conﬁguration. Whether the access server is a 3640 router or an AS5x00 router, the conﬁguration is essentially the same. Authentication plays a vital role in PPP connections. Having dialup lines with no user authentication is a dangerous game to play because of security concerns. Without authentication, anyone can dial in to the network at will. Password Authentication Protocol (PAP) and Challenge Handshake Authentication Protocol (CHAP) authentications provide varying degrees of security.



”Do I Know This Already?” Quiz The purpose of the “Do I Know This Already?” quiz is to help you decide what parts of this chapter to use. If you already intend to read the entire chapter, you do not necessarily need to answer these questions now.
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The eight-question quiz helps you determine how to spend your limited study time. Use the scoresheet in Table 5-1 to record your scores. Table 5-1



“Do I Know This Already?” Foundation Topics Section-to-Question Mapping Foundation Topics Section



Questions Covered in This Section



PPP Background



1–4



PPP Options



5–8



CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chapter. If you do not know the answer to a question or are only partially sure of the answer, you should mark this question wrong for purposes of the self-assessment. Giving yourself credit for an answer you correctly guess skews your self-assessment results and might provide you with a false sense of security.



1.



2.



3.



Where is PPP typically deployed? a.



ISDN implementations



b.



LAN segments



c.



Serial connections



d.



Dialup solutions



What is the difference between interactive and dedicated asynchronous implementations? a.



Interactive mode keeps you from seeing a command prompt upon dial-in, whereas dedicated mode allows the command prompt.



b.



Dedicated mode keeps you from seeing a command prompt upon dial-in, whereas interactive mode allows the command prompt.



c.



Interactive mode and dedicated mode are different terms for the same function.



d.



None of the above



Which RFC deals with assigned numbers and protocol types? a.



RFC 1630



b.



RFC 1700



c.



RFC 1483



d.



RFC 1918
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4.



5.



6.



7.



8.



Which command assigns a preassigned IP address to an async dialup user? a.



ip address {ip-address}



b.



peer default ip address {ip-address}



c.



set default ip address {ip-address}



d.



ip address default {ip-address}



Which two are supported authentication types with PPP on Cisco routers? a.



PPTP



b.



PAP



c.



CHAP



d.



SAP



Which PPP option is typically used to provide billing consolidation by entities with dialup users? a.



Compression



b.



Callback



c.



Authentication



d.



Multilink



Which PPP option is typically used on low-speed WAN links in an effort to improve throughput? a.



Compression



b.



Callback



c.



Authentication



d.



Multilink



What encryption algorithm is used in CHAP authentication? a.



3DES



b.



MD5



c.



IPSec



d.



None
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The answers to the “Do I Know This Already?” quiz are found in Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Q&A Sections.” The suggested choices for your next step are as follows: ■



4 or fewer overall score—Read the entire chapter. This includes the “Foundation Topics,” “Foundation Summary,” and “Q&A” sections.



■



5–6 overall score—Begin with the “Foundation Summary” section, and then go to the “Q&A” section.



■



7 or more overall score—If you want more review of these topics, skip to the “Foundation Summary” section and then go to the “Q&A” section. Otherwise, move to the next chapter.
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PPP Background RFC 1661 deﬁnes PPP. PPP’s basic function is to encapsulate network layer protocol information over point-to-point links. These point-to-point links can be utilized in establishing ISDN connections, dialup connections, and, of course, serial connections. The mechanics of PPP are as follows: Step 1



To establish communications, each end of the PPP link must ﬁrst send Link Control Protocol (LCP) packets to conﬁgure and test the data link.



Step 2



After the link has been established and optional facilities have been negotiated as needed, PPP must send Network Control Protocol (NCP) packets to choose and conﬁgure one or more network layer protocols.



Step 3



Once each of the chosen network layer protocols has been conﬁgured, trafﬁc from each network layer protocol can be sent over the link.



Step 4



The link remains conﬁgured for communications until explicit LCP or NCP packets close the link down, or until some external event occurs (such as the expiration of an inactivity timer or the intervention of a network administrator). In other words, PPP is a pathway that is opened for multiple protocols simultaneously.



PPP was originally developed with IP in mind; however, it functions independently of the Layer 3 protocol that is traversing the link.



PPP Architecture As mentioned, PPP encapsulates the network layer protocol(s) that are conﬁgured to traverse a PPPconﬁgured link. PPP has a number of capabilities that make it ﬂexible and versatile, including: ■



Multiplexing of network layer protocols



■



Link conﬁguration



■



Link quality testing



■



Authentication



■



Header compression



■



Error detection



■



Link parameter negotiation
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PPP supports these functions by providing an extensible LCP and a family of NCPs to negotiate optional conﬁguration parameters and facilities. The protocols to be transported, the optional capabilities, and the user authentication type are all communicated during the initial exchange of information when a link between two points is set up.



PPP Components PPP can operate across any DTE/DCE interface. The only absolute requirement imposed by PPP is the provision of a duplex circuit, either dedicated or switched, that can operate in either an asynchronous or synchronous bit-serial mode, transparent to PPP link layer frames. Other than those imposed by the particular DTE/DCE interface in use, PPP does not impose any restrictions regarding transmission rates. In just about every type of WAN technology in internetworking, a layered model is shown to provide a point of reference to the OSI model and to illustrate where each particular technology operates. PPP is not much different from other technologies. It too has its own layered model to deﬁne form and function. Figure 5-1 depicts the PPP layered model. Figure 5-1



PPP Layered Model OSI layer



3



Upper-layer protocols (such as IP, IPX, AppleTalk)



Network Control Protocol (NCP) (specific to each network-layer protocol) 2 Link Control Protocol (LCP)



High-Level Data Link Control (HDLC)



1



Physical Layer (such as EIA/TIA-232, V.24, V.35, ISDN)



As with most technologies, PPP has its own framing structure. This structure enables the encapsulation of virtually any Layer 3 protocol. Because PPP is, by nature, point-to-point, no mapping of protocol addresses is necessary. Figure 5-2 shows the PPP frame format.
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PPP Frame Format



1



1



1



2



Flag



Address



Control



Protocol



Variable



Data



2 or 4



FCS



The frame structure ﬁelds for PPP are as follows: ■



Flag—A single byte that indicates the beginning or end of a frame. The Flag ﬁeld consists of the binary sequence 01111110.



■



Address—A single byte that contains the binary sequence 11111111, the standard broadcast address. PPP does not assign individual station addresses.



■



Control—A single byte that contains the binary sequence 00000011, which calls for transmission of user data in an unsequenced frame.



■



Protocol—Two bytes that identify the protocol encapsulated in the information ﬁeld of the frame. The most up-to-date values of the Protocol ﬁeld are speciﬁed in the most recent Assigned Numbers RFC. At press time, this was RFC 1700. For more information, see www.isi.edu/innotes/rfc1700.txt.



■



Data—Zero or more bytes that contain the datagram for the protocol speciﬁed in the Protocol ﬁeld. The end of the Data ﬁeld is found by locating the closing ﬂag sequence and allowing 2 bytes for the FCS ﬁeld. The default maximum length of the information ﬁeld is 1500 bytes. By prior agreement, consenting PPP implementations can use other values for the maximum Data ﬁeld length.



■



Frame Check Sequence (FCS)—Normally 16 bits (2 bytes). By prior agreement, consenting PPP implementations can use a 32-bit (4-byte) FCS for improved error detection.



The LCP can negotiate modiﬁcations to the standard PPP frame structure. Modiﬁed frames, however, are always clearly distinguishable from standard frames. See Chapter 7 for additional information regarding the LCP options available to PPP implementations.



Dedicated and Interactive PPP Sessions Asynchronous interfaces on an access server can be conﬁgured to accept inbound calls from remote users. There are two modes that can be used in this situation, interactive and dedicated. In interactive mode (the default), users who dial in to the network are able to access the user mode prompt. The user must enter the command ppp connect to initiate the connection. If access to the router prompt is unacceptable, dedicated mode should be used. Dedicated mode forces the connection into a PPP
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session once the call setup is complete. The command to implement interactive or dedicated mode for dialup connections is as follows: async mode [dedicated | interactive] RouterA(config-if)#a



IP addressing on serial interfaces can be done statically or dynamically. If assigned statically, the ip address command is used on the interface just as any other interface. To enable dynamic addressing, the ip unnumbered command is used: ip unnumbered interface-type interface-number RouterA(config-if)#i



Asynchronous interfaces can assign predeﬁned IP addresses to dialup clients using the following command: peer default ip address {ip-address | dhcp | pool poolname} RouterA(config-if)#p



The dhcp and pool options require global conﬁguration of a pool of addresses using the following command: ip local pool poolname start-address end-address RouterA(config)#i



The poolname must match the poolname in the peer default ip address command. It is possible for the dialup clients to assign their own address. To do this, use the async dynamic address command at the interface level.



PPP Options As mentioned, LCP negotiates a number of parameters. This section goes into more detail regarding those parameters. LCP negotiation enables you to add features to your PPP conﬁguration. Additional options are as follows (more details are in upcoming sections of this chapter): ■



Authentication—By using either PAP or CHAP (discussed later) to authenticate callers, this option provides additional security. Implementation of this option requires that individual dialup clients identify themselves and provide a valid username and password.



■



Callback—This option can be used to provide call and dialup billing consolidation. A user dials in to the network and disconnects; then, the access server dials the user back and a connection is established.



■



Compression—Compression is used to improve throughput on slower-speed links. Care should be taken when implementing compression.
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Multilink PPP—This option takes advantage of multiple ISDN B channels. Multilink is a standardized method of bundling B channels to aggregate their bandwidth. Data is transmitted across multiple links and reassembled at the remote end.



NOTE PPP options such as Callback, Compression, and Multilink PPP will be discussed in Chapter 7.



PPP Authentication The topic of authentication has been touched on throughout this chapter. At this point, it is ﬁnally time to get down to speciﬁcs. PPP authentication offers two options: PAP and CHAP. These two protocols offer differing degrees of protection. Both protocols require the deﬁnition of usernames and accompanying passwords. This can be done on the router itself or on a TACACS or RADIUS authentication server. The examples we deal with in this book are those in which the router itself is conﬁgured with all usernames and passwords.



Password Authentication Protocol The Password Authentication Protocol is exactly what its name implies. It is a clear-text exchange of username and password information. When a user dials in, a username request is sent. Once that is entered, a password request is sent. All communications ﬂow across the wire in clear-text form. No encryption is used with PAP. There is nothing stopping someone with a protocol analyzer from gleaning passwords as they traverse the wire. At that point, simply playing back the packet allows authentication into the network. Although it may not provide the level of protection you may be seeking, it’s better than nothing. It serves to keep honest people honest. Figure 5-3 depicts the PAP authentication procedure. As is clearly shown, PAP is a one-way authentication between the user and the RAS. Example 5-1 shows a basic PPP PAP conﬁguration. Example 5-1



PAP Configuration Example



RouterA(config)#interface async 0 encapsulation ppp RouterA(config-if)#e RouterA(config-if)#ppp authentication pap
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Figure 5-3



PAP Authentication Remote user Emma



Access server Router A Run PPP Local user database



Use PAP Name: Emma Password: twinz



username Emma password twinz "emma, twinz"



Accept or reject



Challenge Handshake Authentication Protocol CHAP is much more secure than PAP. It implements a two-way encrypted authentication process. Usernames and passwords still must exist on the remote router, but they do not cross the wire as they did with PAP. When a user dials in, the access server issues a challenge message to the remote user after the PPP link is established. The remote end responds with a one-way hash function. This hash is generally an MD5 entity. If the value of the hash matches what the router expects to see, the authentication is acknowledged. If not, the connection terminates. Figure 5-4 depicts CHAP authentication. The playback of packets captured by a protocol analyzer is not an issue with CHAP. The use of variable challenge values (that is, unique values) for each authentication attempt ensures that no two challenges are the same. CHAP also repeats a challenge every two minutes for the duration of the connection. If the authentication fails at any time, the connection is terminated. The access server controls the frequency of the challenges. Example 5-2 shows a basic CHAP conﬁguration. Example 5-2



CHAP Configuration Example



RouterA(config)#username amanda password twinz RouterA(config)#interface async 0 encapsulation ppp RouterA(config-if)#e RouterA(config-if)#ppp authentication chap
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CHAP Authentication Remote user Amanda



Run PPP



Access server Router A



Use CHAP



Local user database



Request for challenge Name: Amanda Password: twinz



username Amanda password twinz Challenge



Response



Accept or reject



There are speciﬁc steps involved in a CHAP negotiation: Step 1



Make a call. The inbound call arrives at the PPP conﬁgured interface. LCP opens the CHAP negotiation and the access server initiates a challenge.



Step 2



Convey the challenge. When the access server sends the challenge, a challenge packet is constructed. The packet consists of a challenge packet type identiﬁer, a sequence number for the challenge, a random number (as random as an algorithm can be), and the authentication name of the called party. The calling party must process the challenge packet as follows: a. The ID value from the challenge packet is fed into the MD5 hash generator. b. The random value is fed into the MD5 hash generator. c. The authentication name of the called party is used to look up the password. d. The password is fed into the MD5 hash generator. The resulting value is the one-way MD5 CHAP challenge that is forwarded to the called party in response to the challenge. This value is always 128 bits in length.



121
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Step 3



Answer the challenge. Once the reply is hashed and generated, it can be sent back. The response has a CHAP response packet type identiﬁer, the ID from the challenge packet, the output from the hash, and the authentication name of the calling party. The response packet is then sent to the called party.



Step 4



Verify. The called party processes the response packet as follows: a. The ID is used to ﬁnd the original challenge packet. b. The ID is fed into the MD5 hash generator. c. The original challenge random-number value is fed into the MD5 hash generator. d. The authentication name of the calling party is compared to the username/password list in the router or in an authentication server. e. The password is fed into the MD5 hash generator. f. The hash value received in the response packet is compared to the result of the hash value just generated. The authentication succeeds only if the hash value received from the calling party (from Step 2) matches the calculated hash value (from Step 4).



Step 5



Construct the result. If the values of the hash calculations match, the authentication is successful and a CHAP success packet is constructed. It contains a CHAP success message type and the ID from the response packet. If the authentication fails, a CHAP failure packet is constructed. It contains a CHAP failure message type and the ID from the response packet. Indication of success or failure is then sent to the calling party.
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Foundation Summary This section is a collection of information that provides a convenient review of many key concepts in this chapter. If you are already comfortable with the topics in this chapter, this summary can help you recall a few details. If you just read this chapter, this review should help solidify some key facts. PPP was developed speciﬁcally for point-to-point connectivity, as its name implies. It has become one of the more versatile protocols in use today. ISDN implementations, serial connections, and other dialup connections now implement PPP. Conﬁguring PPP is not a difﬁcult process; however, it does have some intricate differences when compared to other WAN technologies. PPP authentication enables the use of PAP or CHAP. PAP uses clear-text passwords, which could enable packet playback if captured by a protocol analyzer. CHAP implements an MD5 hash challenge and response. Every challenge is unique, as is each response. At periodic intervals (two minutes) during the course of the connection, additional challenges are issued. In the event of a failed authentication, the call is immediately disconnected. Any protocol can go across a PPP link. The only requirement is that the adjacent interfaces must be conﬁgured with the protocols that need to cross the link.
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Q&A The questions and scenarios in this book are more difﬁcult than what you should experience on the actual exam. The questions do not attempt to cover more breadth or depth than the exam, but they are designed to make sure that you know the answer. Rather than enabling you to derive the answer from clues hidden inside the question, the questions challenge your understanding and recall of the subject. Hopefully, mastering these questions will help you limit the number of exam questions on which you narrow your choices to two options and then guess. The answers to these questions can be found in Appendix A. 1.



List the two major components of the PPP architecture.



2.



For what reason is it unnecessary to utilize any sort of protocol map commands on a PPP interface?



3.



List the available PPP LCP options.



4.



If the authentication methodologies on opposite sides of a single link are not conﬁgured, what will happen?



5.



What command should be issued on a remote access router to keep dialup users from being able to access the user mode prompt?



6.



What encryption algorithm is used in CHAP authentication?



7.



What encryption algorithm is used in PAP authentication?



8.



What is one potential security danger in using PAP authentication?



9.



What happens in the event of a CHAP authentication failure?



10.



What protocols can traverse a PPP link, and how are they differentiated?
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This chapter covers the following topics that you will need to comprehend to master the BCRAN exam: ■



PPP LCP



■



PPP Options



■



PPP Troubleshooting
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PPP Link Control Protocol Options PPP Link Control Protocol (LCP) options provide granularity in control over network connections. By utilizing these options, the network administrator has the ability to maintain strict control while at the same time offering a wide breadth of functionality to customers and users. These options were mentioned brieﬂy in Chapter 5, “Conﬁguring PPP and Controlling Network Access,” in which PPP Authentication was discussed in detail. In this chapter, the remaining options will be discussed in more detail. Authentication remains an integral and vital component to these options; however, it will not be discussed again here. PPP creates a single connection over which multiple protocols can be multiplexed. IP, IPX, and AppleTalk, for example, can all traverse PPP links. The actual conﬁguration of the dialup client is not discussed here because the client conﬁguration options are diverse and are not directly relevant to the actual exam.



”Do I Know This Already?” Quiz The purpose of the “Do I Know This Already?” quiz is to help you decide which parts of this chapter to use. If you already intend to read the entire chapter, you do not necessarily need to answer these questions. The eight-question quiz, derived from the major sections in the “Foundation Topics” portion of the chapter, helps you to determine how to spend your limited study time. Table 6-1 outlines the major topics discussed in this chapter and the “Do I Know This Already?” quiz questions that correspond to those topics. Table 6-1



“Do I Know This Already?” Foundation Topics Section-to-Question Mapping Foundation Topics Section



Questions Covered in This Section



PPP LCP



1



PPP Options



2–5



PPP Troubleshooting



6–8
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CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chapter. If you do not know the answer to a question or are only partially sure of the answer, you should mark this question wrong for purposes of the self-assessment. Giving yourself credit for an answer you correctly guess skews your self-assessment results and might provide you with a false sense of security. 1.



2.



3.



4.



What is the function of LCP (select 2)? a.



Troubleshooting the connection



b.



Connection establishement



c.



Dialing the connection



d.



Conﬁguring a connection



Which are PPP LCP negotiable options? a.



Callback



b.



Authentication



c.



Multilink



d.



Compression



e.



All of the above



If there is a mismatch in the LCP negotiation, what will happen to the connection? a.



The call will connect with diminished capabilities.



b.



The call will be disconnected.



c.



The call will be renegotiated with differing capabilities.



d.



The call will connect normally.



In PPP Callback implementations, which router is in charge of the authentication challenge and the disconnect of the initial call? a.



Callback server



b.



Callback client



c.



Snapshot server



d.



Snapshot client
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Which LCP option is used to add additional bandwidth to a link capacity as needed and available? a.



Compression



b.



Callback



c.



Authentication



d.



Multilink



What command shows the status of individual B channels at any given time? a.



show isdn status



b.



show dialer



c.



show isdn q931



d.



debug isdn q921



What command enables the real-time viewing of CHAP communications? a.



debug ppp callback



b.



debug isdn q931



c.



show isdn status



d.



debug ppp authentication



What command enables the real-time viewing of dial events? a.



debug dialer



b.



show dialer



c.



show isdn status



d.



debug ppp callback



The answers to the “Do I Know This Already?” quiz are found in Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Q&A Sections.” The suggested choices for your next step are as follows: ■



4 or fewer overall score—Read the chapter. This includes the “Foundation Topics,” the “Foundation Summary,” and the “Q&A” sections.



■



5 to six overall score—Begin with the “Foundation Summary,” then go to the “Q&A” section.



■



7 or more overall score—If you want more review on these topics, skip to the “Foundation Summary,” then go to the “Q&A” section. Otherwise, move to the next chapter.
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Foundation Topics



PPP LCP PPP LCP provides a method of establishing, conﬁguring, maintaining, and terminating the point-topoint connection. LCP goes through four distinct phases: 1.



A link establishment and conﬁguration negotiation occurs. Before any network-layer datagrams (for example, IP) can be exchanged, LCP ﬁrst must open the connection and negotiate conﬁguration parameters. This phase is complete when a conﬁgurationacknowledgment frame has been both sent and received.



2.



A link-quality determination is made. LCP allows an optional link-quality determination phase following the link-establishment and conﬁguration-negotiation phases. The link is tested to determine whether the quality is sufﬁcient to initialize the network-layer protocols. Transmission of network-layer protocols can be held until this phase is complete.



3.



The network-layer protocol conﬁguration negotiation occurs. Network-layer protocols can be conﬁgured separately by the appropriate NCP and can be initialized and taken down at any time.



4.



Link termination then occurs at the request of the user or a predeﬁned inactivity timer, loss-ofcarrier occurrence, or some other physical event.



Three classes of LCP frames are used to accomplish the work of each of the LCP phases: ■



Link-establishment frames are used to establish and conﬁgure a link.



■



Link-termination frames are used to terminate a link.



■



Link-maintenance frames are used to manage and debug a link.



PPP Options As mentioned in Chapter 5, LCP negotiates a number of options. LCP negotiation enables you to add features to your PPP conﬁguration. If the LCP parameters on both sides of the link are mismatched, the call will not connect due to a negotiation failure. The additional options are as follows: ■



Authentication—By using either PAP or CHAP to authenticate callers, this option provides additional security. Implementation of this option requires that individual dialup clients identify themselves and provide a valid username and password.
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■



Callback—This option can be used to provide call and dialup billing consolidation. A user dials into the network and disconnects; then, the access server dials the user back and a connection is established.



■



Compression—Compression is used to improve throughput on slower-speed links. Use care when implementing compression.



■



Multilink PPP—This option takes advantage of multiple ISDN B channels. Multilink is a standardized method of bundling B channels to aggregate their bandwidth. Data is transmitted across multiple links and reassembled at the remote end.



For brevity, only the last three of the preceding options are discussed in detail in this chapter.



PPP Callback The PPP Callback option was developed to provide connectivity to remote users while controlling access and the cost of calls. Callback enables a router to place a call, and then request that the central router call back. Once the request is made, the call disconnects. The central router then dials the router back, which reverses the charges for the call. This callback feature adds another layer of protection because it only dials back authorized numbers. However, callback is not considered to be a security feature. PPP Callback routers can play two roles, that of the callback client and that of the callback server. The client router passes authentication (PAP or CHAP) information to the server router, which in turn analyzes dial string and host name information to determine whether callback is authorized. If authentication is successful, the server disconnects the call and then places the return call. The username of the client router is used as a call reference to associate it with the initial call. For the callback to be successful, the host name must exist in a dialer-map statement; otherwise, the router is unable to determine the proper dial string to use in calling back the client. If the return call fails, there are no retries. The client has to reissue the callback request. For callback to function, both sides of a PPP link must be conﬁgured to support it. As mentioned, a server and a client must be speciﬁed. The client issues the initial call and the server places return calls. There is a catch, however. If a call is placed requesting callback, the server disconnects the call after authentication. It is possible that another call will come in on the same B channel during the idle time between disconnect and callback. If it is the last available B channel, callback will not occur. It is also possible that on DDR implementations, interesting trafﬁc can force an outbound call
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on the last available B channel. Again, if this happens, callback does not occur. Example 6-1 shows a PPP Callback conﬁguration for the client. Example 6-1



PPP Callback Client Configuration



username Client password cisco Client(config)#u username Server password cisco Client(config)#u dialer-list 1 protocol ip permit Client(config)#d interface bri0 Client(config)#i ip address 10.1.1.1 255.255.255.0 Client(config-if)#i encapsulation ppp Client(config-if)#e dialer map ip 10.1.1.2 name Server 5551212 Client(config-if)#d dialer-group 1 Client(config-if)#d ppp callback request Client(config-if)#p ppp authentication chap Client(config-if)#p dialer hold-queue timeout 30 Client(config-if)#d



Example 6-2 shows the PPP Callback conﬁguration for the server. Example 6-2



PPP Callback Server Configuration



username Client password cisco Server(config)#u username Server password cisco Server(config)#u dialer-list 1 protocol ip permit Server(config)#d interface bri0 Server(config)#i ip address 10.1.1.1 255.255.255.0 Server(config-if)#i encapsulation ppp Server(config-if)#e dialer callback-secure Server(config-if)#d dialer map ip 10.1.1.2 name Client 6553434 Server(config-if)#d dialer-group 1 Server(config-if)#d ppp callback accept Server(config-if)#p ppp authentication chap Server(config-if)#p



The callback client uses the ppp callback request command to request that the callback occur. The server router uses the ppp callback accept command as an indication that it should accept callback requests and place a call to the phone number conﬁgured for the requesting client (in this case, 5553434). The dialer callback-secure command disconnects calls that are not properly conﬁgured for callback. It also forces a disconnect of any unconﬁgured dial-in users. This command ensures that the initial call is always disconnected at the receiving end and that the return call is made only if the username is conﬁgured for callback. Figure 6-1 illustrates the PPP Callback procedure.
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PPP Callback Procedure Callback server



Callback client



1



Call initiation



2



Call acknowledgment



3



User authentication



Server-to-client dial string identified Initiating call disconnected



4



5



Authentication



Client called



6



7 Connection proceeds



When the client router dials, its hold queue timer begins to count down. No additional calls to the same destination can be made until the time reaches zero. This value is conﬁgurable using the dialer hold-queue command detailed later in this chapter.



PPP Compression Compression is covered in Chapter 15, “Managing Network Performance with Queuing and Compression,” in more detail. This section is simply an overview of PPP’s compression capabilities. Compression is most useful on slower-speed links. In routing, there comes a point when it is faster to send information outright than it is to compress, send, and decompress it. Compression simply serves to decrease transit time across the WAN. PPP or Layer 2 compression is determined during LCP negotiation. Therefore, if one side of the call doesn’t support it or have it conﬁgured, it is not utilized for that call. Cisco supports a number of compression algorithms. They include STAC, Predictor, MPPC, and TCP header compression. These are discussed in Chapter 15 and are therefore not covered here.
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Multilink PPP Multilink PPP is a speciﬁcation that enables bandwidth aggregation of multiple B channels into one logical pipe. Its mission is comparable to that of Cisco bandwidth-on-demand (BOD). BOD is enabled when the dialer load-threshold command is utilized without the ppp multilink command. More speciﬁcally, the Multilink PPP feature provides load-balancing functionality over multiple WAN links, while providing multivendor interoperability, packet fragmentation and proper sequencing, and load calculation on both inbound and outbound trafﬁc. The Cisco implementation of Multilink PPP supports the fragmentation and packet sequencing speciﬁcations in RFC 1717. Multilink PPP enables packets to be fragmented and the fragments to be sent at the same time over multiple point-to-point links to the same remote address. See Chapter 7, “Using ISDN and DDR Technologies,” for a more detailed discussion of Multilink PPP.



PPP Troubleshooting Troubleshooting PPP is similar to troubleshooting many other WAN technologies. However, there is a key difference: the implementation of authentication adds another item to the list of things that can go wrong. This section details some of the commands useful in dealing with PPP issues. The ﬁrst step in troubleshooting PPP connections is to remove authentication of any kind from the conﬁguration. If the service functions properly at that point, it is time to rethink your authentication conﬁguration. The show dialer command provides useful information about the current status of B channels. Example 6-3 shows sample output. Example 6-3



show dialer Command Output



Example 6-3



show dialer Command Output Reveals B Channel Status



show dialer RouterA#s Dial String



Successes



Failures



Last called



Last status



4155551212



1



0



00:00:00



successful



4155551213



1



0



00:00:00



successful



0 incoming call(s) have been screened. BRI0: B-Channel 1 Idle timer (300 secs), Fast idle timer (20 secs) Wait for carrier (30 secs), Re-enable (15 secs) BRI0: B-Channel 2 Idle timer (300 secs), Fast idle timer (20 secs) Wait for carrier (30 secs), Re-enable (15 secs)



The show dialer command shows status and connection information regarding each B channel and the number to which the channel is connected. It also shows successful and failed calls. At the
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bottom of the output, the command breaks out the call settings for idle timeout, fast idle, wait for carrier, and re-enable. The debug ppp negotiation and debug ppp authentication commands are useful in enabling the administrator to view the real-time communication between PPP-conﬁgured devices. They are mentioned together because they are often implemented simultaneously. Example 6-4 shows screen output from the commands. Example 6-4



Combined debug ppp negotiation and debug ppp authentication Command Output



ppp: sending CONFREQ, type = 3 (CI_AUTHTYPE), value = C223/5 ppp: sending CONFREQ, type = 5 (CI_MAGICNUMBER), value = 28CEEF99 ppp: received config for type = 3 (AUTHTYPE) value = C223 value = 5 acked ppp: received config for type = 5 (MAGICNUMBER) value = 1E23F5C acked PPP BRI0: B-Channel 1: state = ACKSENT fsm_rconfack(C021): rcvd id E4 ppp: config ACK received, type. = 3 (CI_AUTHTYPE), value = C223 ppp: config ACK received, type = 5 (CI_MAGICNUMBER), value = 28CEEF99 BRI0: B-Channel 1: PPP AUTH CHAP input code = 1 id = 82 len = 16 BRI0: B-Channel 1: PPP AUTH CHAP input code = 2 id = 95 len = 28 BRI0: B-Channel 1: PPP AUTH CHAP input code = 4 id = 82 len = 21 BRI0: B-Channel 1: Failed CHAP authentication with remote. Remote message is: MD compare failed ppp: sending CONFREQ, type = 3 (CI_AUTHTYPE), value = C223/5 ppp: sending CONFREQ, type = 5 (CI_MAGICNUMBER), value = 28CEEFDB %LINK-3-UPDOWN: Interface BRI0: B-Channel 1, changed state to down %LINK-5-CHANGED: Interface BRI0: B-Channel 1, changed state to down %LINK-3-UPDOWN: Interface BRI0: B-Channel 1, changed state to up %LINK-5-CHANGED: Interface BRI0: B-Channel 1, changed state to up ppp: sending CONFREQ, type = 3 (CI_AUTHTYPE), value = C223/5 ppp: sending CONFREQ, type = 5 (CI_MAGICNUMBER), value = 28CEF76C ppp: received config for type = 3 (AUTHTYPE) value = C223 value = 5 acked ppp: received conf.ig for type = 5 (MAGICNUMBER) value = 1E24718 acked PPP BRI0: B-Channel 1: state = ACKSENT fsm_rconfack(C021): rcvd id E6 ppp: config ACK received, type = 3 (CI_AUTHTYPE), value = C223 ppp: config ACK received, type = 5 (CI_MAGICNUMBER), value = 28CEF76C BRI0: B-Channel 1: PPP AUTH CHAP input code = 1 id = 83 len = 16 BRI0: B-Channel 1: PPP AUTH CHAP input code = 2 id = 96 len = 28 BRI0: B-Channel 1: PPP AUTH CHAP input code = 4 id = 83 len = 21 BRI0: B-Channel 1: Failed CHAP authentication with remote. Remote message is: MD compare failed



As is noted in the output, this is an example of a failed CHAP authentication attempt. Authentication failures represent only one issue that can be encountered with PPP connections. Any mismatch in the features conﬁgured for PPP LCP options can cause calls to disconnect.
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Foundation Summary This section is a collection of information that provides a convenient review of many key concepts in this chapter. For those of you who are already comfortable with the topics in this chapter, this summary could help you recall a few details. For those of you who just read this chapter, this review should help solidify some key facts. The options provided by PPP enable a level of control over network resources previously unknown. LCP negotiation of authentication, callback, compression, and PPP Multilink make this granularity possible. PPP Callback enables the centralization of call-related costs. A central site provides callback services to remote clients. Client devices dial it and are authenticated. Upon successful authentication, the server disconnects the call and dials the client back. PPP Compression enables a reduction in the delay associated with transmission of data over lowerspeed links. You must exercise care when using compression because memory utilization on the router is greatly increased. PPP Multilink enables the bundling of multiple bearer channels into one aggregate pipe. Trafﬁc is broken up and sent across the redundant pathways to the remote side where it is reassembled. Any protocol can go across a PPP link. The only requirement is that the adjacent interfaces must be conﬁgured with the protocols that need to cross the link.
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Q&A The questions and scenarios in this book are more difﬁcult than what you will experience on the actual exam. The questions do not attempt to cover more breadth or depth than the exam; however, they are designed to make sure that you know the answer. Rather than enabling you to derive the answer from clues hidden inside the question itself, the questions challenge your understanding and recall of the subject. Hopefully, mastering these questions will help you to limit the number of exam questions on which you narrow your choices to two options and then guess. The answers to these questions can be found in Appendix A. 1.



List at least three protocols that can traverse a PPP link.



2.



What is the function of the PPP LCP?



3.



List the three LCP frame types and their functions.



4.



List the four PPP LCP options.



5.



A PPP Callback router can perform one of two roles. List each and its function.



6.



Where is compression most useful?



7.



List the Cisco-supported compression algorithms.



8.



If PPP Multilink is not enabled and the dialer load-threshold command is entered, will multiple channels be utilized if the threshold is reached? Why/Why not?



9.



If an ISDN call completes successfully and then suddenly disconnects, what is a likely problem?



10.



If IP and AppleTalk are successfully traversing a PPP link while at the same time IPX transmissions fail, what is a possible cause?
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PART III: Using ISDN and DDR Technologies to Enhance Remote Connectivity Chapter 7



Using ISDN and DDR Technologies



Chapter 8



Advanced DDR Options



Chapter 9



Using ISDN Primary Rate Interface (PRI)



This part of the book covers the following BCRAN exam topics: ■



Configure an ISDN solution for remote access



■



Troubleshoot non-functional remote access systems



0848.book Page 140 Tuesday, October 14, 2003 11:27 AM



This chapter covers the following subjects: ■



Basic Rate Interface



■



Implementing Basic DDR



■



Additional Options Beyond Basic DDR Conﬁguration
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Using ISDN and DDR Technologies The CCNP Remote Access Exam requires you to have an in-depth understanding of various WAN technologies. In this chapter, the discussion focuses on Integrated Services Digital Network (ISDN). ISDN is not a new technology by any means. However, it is still widely implemented around the world. Even with the advent of newer (and faster) broadband technologies, ISDN continues to grow in the workplace, albeit at a slower rate than what has been seen in the recent past. There are two speciﬁc implementation types of ISDN: Basic Rate Interface (BRI) and Primary Rate Interface (PRI). BRI is discussed in this chapter; PRI is discussed in Chapter 9. Although they are based on the same technologies and use the same protocols, their implementations are very different.



“Do I Know This Already?” Quiz The purpose of the “Do I Know This Already?” quiz is to help you decide what parts of this chapter to use. If you already intend to read the entire chapter, you do not necessarily need to answer these questions now. The eight-question quiz helps you determine how to spend your limited study time. Table 7-1 outlines the major topics discussed in this chapter and the “Do I Know This Already?” quiz questions that correspond to those topics. Table 7-1



“Do I Know This Already?” Foundation Topics Section-to-Question Mapping Foundation Topics Section



Questions Covered in This Section



Basic Rate Interface



1–5



Implementing Basic DDR



6–7



Additional Options Beyond Basic DDR Conﬁguration



8
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CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chapter. If you do not know the answer to a question or are only partially sure of the answer, you should mark this question wrong for purposes of the self-assessment. Giving yourself credit for an answer you correctly guess skews your self-assessment results and might provide you with a false sense of security. 1.



2.



3.



4.



5.



Which are the two most common implementations of ISDN? a.



BRI



b.



PPP



c.



HDLC



d.



PRI



What type of information is carried over the D channel? a.



Signaling



b.



Framing



c.



Data



d.



All the above



Which are the speciﬁcations that deﬁne Layer 2 and Layer 3 of ISDN? a.



T.430



b.



Q.Sig



c.



Q.931



d.



Q.921



When is it necessary to use dialer in-band in an ISDN BRI conﬁguration? a.



When you have a BRI U interface



b.



When you have a BRI S/T interface



c.



When you have an NT1



d.



When you have a non-native ISDN interface



Which two state the difference between a router with a BRI S/T interface and one with a BRI U interface? a.



BRI U interfaces have an integral NT1.



b.



BRI S/T interfaces have an integral NT1.
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c.



BRI U interfaces require an external NT1.



d.



BRI S/T interfaces require an external NT1.



Which command deﬁnes only Telnet as interesting trafﬁc for DDR? a.



Dialer-list 1 protocol ip permit Interface BRI 0 dialer-group 1



b.



Access-list 100 permit tcp any any eq 23 Dialer list 1 protocol ip list 100 Interface BRI 0 Dialer-group 1



c.



Access-list 100 permit tcp any any eq 20 Dialer list 1 protocol ip list 100 Interface BRI 0 Dialer-group 1



d.



Access-list 100 permit tcp any any eq 21 Dialer list 1 protocol ip list 100 Interface BRI 0 Dialer-group 1



7.



8.



Which is the most common encapsulation in use on BRI interfaces? a.



PPP



b.



HDLC



c.



ATM



d.



SDLC



An interface that has been conﬁgured not to send routing updates is known as what type of interface? a.



ISDN



b.



BRI



c.



Active



d.



Passive



143
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The answers to the “Do I Know This Already?” quiz are found in Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Q&A Sections.” The suggested choices for your next step are as follows: ■



4 or fewer overall score—Read the entire chapter. This includes the “Foundation Topics,” “Foundation Summary,” and “Q&A” sections.



■



5 or 6 overall score—Begin with the “Foundation Summary” section, and then go to the “Q&A” section.



■



7 or more overall score—If you want more review on these topics, skip to the “Foundation Summary” section and then go to the “Q&A” section. Otherwise, move to the next chapter.
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Foundation Topics ISDN refers to a set of digital services that has been available to end users for a number of years. It involves the digitizing of the telephone network so that carriers can provide end users with multiple services from a single end-user interface over existing telephone wiring. ISDN is an effort to standardize subscriber services, user/network interfaces, and network and internetwork capabilities. The goal of standardizing subscriber services is to establish some level of international compatibility. Compatibility between international carrier networks has long been at the forefront of more than a few heated debates in the global standards committees. Their pain, to a degree, has been good for the technology. This standardization, as it has evolved, has made reality of the myth of multivendor interoperability. By no means is it implied that multivendor interoperability is perfect. It is nowhere near perfect and will never be as long as there are global politics in the technology ﬁelds. The ISDN community would like to ensure that ISDN networks communicate easily with one another. ISDN was developed with the idea that it would be used to transport voice calls, data trafﬁc, and video trafﬁc. The evolution of ISDN as a viable technology moves forward with the needs of those very different trafﬁc types in mind. ISDN applications include high-speed image applications, additional telephone lines in homes to serve the telecommuting industry, high-speed ﬁle transfer, and video conferencing. ISDN is also becoming very common in small ofﬁce/home ofﬁce (SOHO) environments as many corporations extend their ofﬁces into the residential arena. ISDN is the replacement of traditional analog plain old telephone service (POTS) equipment and wiring schemes with higher-speed digital equipment. The transition from POTS to ISDN changes the way connections at the local loop area are processed. With POTS, a caller would have to dial up the operator and request a call setup. To accomplish this, the calling party would pick up the telephone and turn a crank to generate current on the line that would light up an LED on the operator console. The operator would answer the setup request and begin setting up the call, making a manual connection between the caller and the called party. The manual connection completed the analog local loop (that is, the connection between the telco switch and customer devices). From the local loop, the call typically went through the central ofﬁce (CO). Once digital technologies were born and implemented, the operator was replaced with digital facilities, leaving only the local loop as analog. The transition to ISDN completes the digital link by replacing the local loop with digital equipment.
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Basic Rate Interface ISDN interfaces can be either PRI or BRI. A PRI interface differs from a BRI interface mainly in the number of channels it offers. Again, PRI is discussed in Chapter 9. ISDN channels are usually divided into two different types—B and D: ■



The bearer channel—The B channel is the facility that carries the data. Each B channel has a maximum throughput of 64 kbps. B channels can carry encoded pulse code modulation (PCM) digital voice, video, or data. B channels are used mainly for circuit-switched data communications such as High-Level Data Link Control (HDLC) and Point-to-Point Protocol (PPP). However, they can also carry packet-switched data communications.



■



The D channel—The D channel is used to convey signaling requests to an ISDN switch. In essence, it provides a local loop to the telephone company’s central ofﬁce. The router uses the D channel to dial destination phone numbers. It has a bandwidth of 16 kbps for BRI or 64 kbps for PRI. Although the D channel is used mainly for signaling, it too can also carry packetswitched data (X.25, Frame Relay, and so on).



BRI is the most typical ISDN connection and is a native ISDN interface on a router. The basic rate connection consists of two B channels and a single D channel (2B+D). Each B channel provides 64,000 bps of bandwidth. The D channel is a 16,000-bps channel that provides signaling and framing for the B-channel payload. There also happens to be an additional 48,000 bps utilized for overhead that is not seen by the consumer. This constitutes the remainder of the channel not utilized by the D channel. When both B channels are active, the aggregate bandwidth becomes 128,000 bps. However, total utilized bandwidth by an ISDN BRI implementation running 2B+D is 192,000 bps. You can purchase ISDN service with two, one, or zero B channels. Typical deployments use two B channels. Implementations of one B channel provide cost reduction, and zero B-channel implementations enable another technology (such as X.25) to be run across the D channel. In this book, we do not discuss zero B-channel deployments because such implementations are not typical in most internetworks. Figure 7-1 depicts the typical 2B+D model. Figure 7-1



BRI 2B+D B channel 1 = 64 kbps B channel 2 = 64 kbps BRI D channel = 16 kbps



When you have ISDN BRI installed, the telephone company (or telco) places a Category 5 unshielded twisted-pair (UTP) cable at your site. The telco runs the cable to a location within your



0848.book Page 147 Tuesday, October 14, 2003 11:27 AM



Basic Rate Interface



147



premises (usually a telephone room). Many times, the base installation charge covers only bringing the line into your premises. In that case, you must decide whether you want to extend the cable into your wiring closet or server room. Usually it is well worth the negligible additional charge to enable the telco installer to extend it to a point that is easy to reach from the router with another cable. When you extend the cable, the extension begins at a 66 block on your premises. A 66 block is merely the location where all the lines coming into your premises are separated into individual pairs. After you decide where to put the cable and the cable is put in place, the installer attaches an eightpin modular (RJ-45) jack to the cable and attaches the jack to the wall. The installer should label the jack with the appropriate service proﬁle identiﬁers (SPIDs) and a circuit identiﬁer number. This information is necessary if a call for service is needed in the future. In North America, this jack is the point of demarcation (demarc), where responsibility for the line changes hands. The equipment on your side of the point of demarc is known as customer premises equipment (CPE). The jack that the telco installs is a direct interface from the local CO switch to your CPE. One important piece of equipment in any ISDN BRI installation is a Network Termination 1 (NT1). The NT1 is a device similar to a channel service unit/data service unit (CSU/DSU), which is used in serial connections. The NT1 terminates the local loop. The NT1 has at least two interfaces: an S/T interface jack and a U interface. The S/T interface is attached to the router’s BRI interface. The U interface is attached to the telco jack. Many of Cisco’s BRI-capable routers are now available with an integrated NT1. These interfaces are labeled BRI U. If this feature is not available on the chassis, the interface is labeled BRI S/T and an external NT1 is necessary. This native ISDN interface is the router’s Terminal Endpoint 1 (TE1) interface. If you need to install ISDN but your router has no native BRI interface, it is still possible to use ISDN. However, in such cases, you must use a terminal adapter (TA), a hardware device that contains the BRI interface that your router is missing. In recent ISDN hype, telecommunications manufacturers marketed terminal adapters as ISDN modems. Terminal adapters are not modems. They do not modulate and demodulate signals. What they do is interface your router’s universal I/O serial port. The terminal adapter interfaces the NT1 with a native BRI interface. The non-native (that is, non-BRI) ISDN is known as the Terminal Endpoint 2 (TE2) interface. The interface between the TE2 and the TA is known as the R interface. It is important to note that a nonnative ISDN interface (more speciﬁcally, a solution that lacks a D channel) requires you to use the dialer in-band command to issue signaling requests to the ISDN switch. Using the dialer in-band conﬁguration, each B channel, in effect, loses 8000 bps of available bandwidth for signaling. Therefore, the bandwidth available per B channel becomes 56,000 bps. In some cases, ISDN facilities are available only at 56,000 bps per B channel, regardless of whether
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the interface is native ISDN. Check with the telco provider for details for a particular installation. Figure 7-2 shows the ISDN reference points. Figure 7-2



ISDN Interface Detail S



T



TE1



U



NT2



NT1



R



TE2



ISDN switch



TA



BRI Protocols As is the standard for implementations in this industry, the ISDN implementation is divided into multiple layers. This division of labor for ISDN is not unlike the OSI model. ISDN has three layers. Layer 1 deals with signal framing, Layer 2 deals with framing protocols, and Layer 3 deals with D-channel call setup and teardown protocols. Each of these protocols has a speciﬁc mission to accomplish. Figure 7-3 depicts the ISDN layer model. Figure 7-3



ISDN Protocol Layers D channel



B channel



Layer 3



DSS1 (Q.931)



IP/IPX



Layer 2



LAPD (Q.921)



Layer 1



HDLC/PPP/FR/LAPB



I.430/I.431/ANSI T1.601



ISDN Layer 1 Layer 1 for ISDN is similar to that of the OSI model. It refers to physical connectivity. This connectivity is obviously an important piece of the picture. Without it, nothing happens.
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In order for a router to communicate with an ISDN network, it must be conﬁgured for the type of switch to which it is connected. The carrier should provide the type of switch that is to be used. If it was not previously documented, you should call the carrier to obtain the information. Manufacturers of ISDN CO switches (also known as local exchange equipment) divide the local exchange (LE) into two functions: local termination and exchange termination. The localtermination function deals with the transmission facility and termination of the local loop. The exchange-termination function deals with the switching portion of the local exchange. The AT&T 5ESS and the Northern Telecom DMS-100 are the two principle ISDN switches used in North America. The recent release of National ISDN-1 software has corrected most incompatibility issues between the AT&T and Northern Telecom switches. Prior to the release of this software, for example, you could not use AT&T ISDN products with a Northern Telecom switch. AT&T introduced the 5ESS switch in 1982. It can provide up to 100,000 local loops. Approximately 16,000 5ESS switches are in use worldwide, serving close to 40 million lines. In the United States, approximately 85 percent of the BRI lines in service connect to a 5ESS-equipped CO. By comparison, the Northern Telecom DMS-100 switch family is intended to deliver a wide range of telecommunication services. The DMS-100, introduced in 1978, can terminate up to 100,000 lines. Although AT&T and Northern Telecom have deployed the most ISDN switches, there are other ISDN switch manufacturers. Table 7-2 lists and describes the various switch types available for BRI implementations. Table 7-2



BRI Switch Types Switch Type



Description



Basic-1tr6



1TR6 switch type for Germany



Basic-5ess



AT&T 5ESS switch type for the U.S.



Basic-dms100



DMS-100 switch type



Basic-net3



NET3 switch type for the U.K. and Europe



Basic-ni1



National ISDN-1 switch type



Basic-nwnet3



NET3 switch type for Norway



Basic-nznet3



NET3 switch type for New Zealand



Basic-ts013



TS013 switch type for Australia



Ntt



NTT switch type for Japan (continues)
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BRI Switch Types (Continued)



Table 7-2



Switch Type



Description



vn2



VN2 switch type for France



vn3



VN3 and VN4 switch types for France



Basic-1tr6



1TR6 switch type for Germany



ISDN Layer 1 deals with not only physical connectivity but also how the bits traverse the wire. To accommodate transmission, a framing method must be established to enable communication between the NT and the TE and between the NT and the LE. The framing between the NT and TE is deﬁned in the ITU speciﬁcation I.430. Figure 7-4 depicts the BRI frame. Figure 7-4



ISDN BRI Framing Between NT and TE
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Notice in Figure 7-4 that 16 bits from each B (B1 and B2) channel and 4 bits from the D channel are being time-division multiplexed along with framing and alignment (A) bits. Frame transmission is constant regardless of whether data is actually being sent. Between the NT and the LE, another framing convention is used, ANSI T1.601. The intricacies of ANSI T1.601 are not discussed at this time because they are not covered on the CCNP Remote Access Exam. For more information on this topic, check out http://www.ansi.org.
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ISDN Layer 2 The Layer 2 processes of ISDN are deﬁned in the ITU speciﬁcations Q.920 and Q.921. Q.921 deﬁnes the actual communication format. Obviously, Layer 2 communication does not take place unless Layer 1 is properly installed and functioning. Q.921 institutes an addressing scheme similar to many other networking technologies. Just as in LAN implementations, ISDN Layer 2 addressing is meant to provide physical addressing on the network. Because multiple logical devices can exist in a single physical device, it is necessary to correctly identify the source and/or destination process or logical entity when transmitting or receiving data. In communication with the ISDN switch, an identiﬁer must be issued by the switch. This is known as a Terminal Endpoint Identiﬁer (TEI). The telco has the option of creating a speciﬁc proﬁle for your implementation. If it chooses to do so, it assigns an SPID for each of your B channels. Terminal Endpoint Identifier A terminal endpoint can be any ISDN-capable device attached to an ISDN network. The TEI is a number between 0 and 127, where 0–63 are used for static TEI assignment, 64–126 are used for dynamic assignment, and 127 is used for group assignments. (0 is used only for PRI.) The TEI provides the physical identiﬁer, and the Service Access Point Identiﬁer (SAPI) carries the logical identiﬁer. The process of assigning TEIs differs slightly between North America and Europe. In North America, Layer 1 and Layer 2 are activated at all times. In Europe, the activation does not occur until the call setup is sent (known as “ﬁrst call”). This delay conserves switch resources. In Germany and Italy, and in other parts of the world, the procedure for TEI assignment can change according to local practices. In other countries, another key piece of information to obtain is the bus type. Supported types are point-to-point or point-to-multipoint connection styles. In Europe, if you are not sure which is supported, specify a point-to-multipoint connection, which will enable dynamic TEI addressing. This is important if BRI connections are necessary, because Cisco does not support BRI using TEI 0, which is reserved for PRI TEI address 0. If you see a TEI of 0 on a BRI, it means that a dynamic assignment has not yet occurred, and the BRI may not be talking to the switch. In the United States, a BRI data line is implemented only in a point-to-point conﬁguration.
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Example 7-1 shows a typical ISDN Layer 2 negotiation. Example 7-1



debug isdn q921 Output



RouterA#debug isdn q921 BRI0: TX -> IDREQ



ri = 65279



BRI0: RX IDREQ



ai = 127



tei = 127 I = 0x0801FF0504038090A218018896250101



ri = 61168



BRI0: RX SABMEp sapi = 0 BRI0: RX INFOc sapi = 0



tei = 64



BRI0: RX RRp sapi = 0 BRI0: RX RRr sapi = 0 BRI0: RX IDREQ lines. If all the Layer 2 processes are successful, you will see MULTIPLE_FRAME_ESTABLISHED under the Layer 2 Status section in the output of the
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show isdn status command. See Example 7-3 in the upcoming “ISDN Call Setup” section for a demonstration of the show isdn status command output. NOTE In some countries other than the United States, the TEI is negotiated as part of the call setup. Therefore, it will show only that Layer 1 is active. Layers 2 and 3 will negotiate their parameters once a call is attempted.



Service Profile Identifiers Another key part of ISDN BRI Layer 2 is the SPID. SPIDs are used only in BRI implementations. PRI implementations do not require the use of SPIDs. The SPID speciﬁes the services to which you are entitled from the switch and deﬁnes the feature set that you ordered when the ISDN service was provisioned. The SPID is a series of characters manually entered into the router’s conﬁguration to identify the router to the switch. This is different from the TEI discussed earlier. The TEI address is dynamically assigned. The SPID is statically assigned to the router based on information provided by the service provider. If needed, two SPIDs are conﬁgured, one for each channel of the BRI. Usually, the SPID includes the ten-digit phone number of each B channel followed by four additional digits (sometimes 0101) assigned by the telco. SPID requirements are dependent on both the software revision and the switch. Many switch manufacturers are moving away from SPIDs, as they have already done in Europe. SPIDs are required only in the U.S., and then are used only by certain switches. 5ESS, DMS-100, and NI-1 support the use of SPIDs; however, it is not necessary to conﬁgure them unless it is required by the LEC. ISDN Layer 3 ISDN Layer 3 does not impose the use of any network layer protocol for the B channels. The use of the D channel is deﬁned in Q.931 and speciﬁed in ITU I.451 and Q.931 and Q.932. Q.931 is used between the TE and the local ISDN switch. Inside the ISDN network, the Signalling System 7 (SS7) Internal Signalling Utility Protocol (ISUP) is used. Link Access Procedure on the D channel (LAPD) is the ISDN data link layer protocol for the D channel. The data link layer protocol for the B channel, however, can be any of the available protocols, because the information can be passed transparently to the remote party. HDLC, PPP, or Frame Relay encapsulations can be used to pass data over the B channel.
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LAPD As mentioned, LAPD is the data link layer protocol for the D channel. It deﬁnes the framing characteristics for payload transmission, as illustrated in Figure 7-5. Figure 7-5



The LAPD Frame



Address Flag SAPI 6 bits 1



C/R 1 bit



EA 1 bit



TEI 7 bits



Ctrl



Data



FCS



Flag



1



Variable



1



1



EA 1 bit



2



The following list deﬁnes the subﬁelds of the Address portion of the LAPD frame: ■



SAPI—Service access point identiﬁer (6 bits)



■



C/R—Command/response bit (1 bit)



■



EA—Extended addressing bits (1 bit each)



■



TEI—Terminal Endpoint Identiﬁer (7 bits)



All ﬁelds of the LAPD frame are 1 byte except for the Address ﬁeld, which is 2 bytes. The Data ﬁeld is variable in length.



ISDN Call Setup The setup procedure for ISDN calls is very similar to that of other circuit-switched technologies. It begins with a request, which is acknowledged. The acknowledging switch then forwards the setup request to the next switch in the line, and so on. Once the called party is reached, a connect message is sent, which also must be acknowledged. Figure 7-6 depicts the ISDN call setup procedure. Prior to the actual Connect and Call Proceeding (CALL PROC) messages, there can be a number of different call progress messages. For instance, the calling party sends setup messages to the switch. The switch responds with the Setup Acknowledgement (SETUP ACK) and Call Proceeding messages. The remote switch then sends the setup message to the called party, which acknowledges with a CALL PROC message. Alerting messages can then be sent, although they are optional, depending on carrier implementation. Alerting messages are normally associated with voice trafﬁc and are not usually implemented in data calls.
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ISDN Call Setup



Calling Party



Called Party



Setup Setup Acknowledge



Setup



Call Proceeding



Call Proceeding Alerting



Alerting



Connect



Connect



Connect Acknowledge



Connect Acknowledge



Provider Switch Network



Connect messages ﬂow from the called party to the calling party when the connection is established, and may be followed by a Connect Acknowledgement (CONNECT ACK) message, which is also optional. Once the calling party receives the CONNECT ACK, the call setup is complete. Example 7-2 shows the beginning of a call setup. The output is from a ping to the remote side while the debug isdn q931 command is active. Note the ping timeout (.), which is followed by a ping success (!) after the call setup. Example 7-2



debug isdn q931 Command Output Reveals Call Setup Details



RouterA#debug isdn q931 RouterA#ping 10.12.1.2 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 10.12.1.2, timeout is 2 seconds: ISDN BR0: TX ->



SETUP pd = 8



callref = 0x0E



Bearer Capability i = 0x8890 Channel ID i = 0x83 Keypad Facility i = 0x3935353532303032 ISDN BR0: RX 



SETUP pd = 8



callref = 0x0E



Bearer Capability I = 0x8890 Channel ID i = 0x83 Keypad Facility i = 0x3935353532303032 ISDN BR0: RX 12.1.3.2, d=155.5.5.5 [1] NAT: s=155.5.5.5, d=12.1.3.2->10.1.0.1 [1] NAT: s=10.1.0.1->12.1.3.2, d=155.5.5.5 [2] NAT*: s=155.5.5.5, d=12.1.3.2->10.1.0.1 [2] !Additional output omitted……………



The translation is shown clearly from the source address to the destination and the reverse communications. The * indicates that the translation was done in the fast path or by using cache. To watch and debug this output in real time would be daunting at best. The number in brackets indicates the sequencing number for a TCP session that could be useful for debugging a protocol analyzer trace of the session. The administrator can shut down a translated session using the clear command for ip nat. The syntax for clearing a simple NAT translation is as follows: clear ip nat translation inside global-ip-address local-ip-address



The administrator must type the addresses without error to clear the correct translation session. Any typographical error in the command syntax can clear the wrong session! It is also possible to clear all current translated sessions on the router by using this command: clear ip nat translation *



The use of the asterisk (*) as a wildcard clears all currently established NAT sessions. The use of this command might be needed on a periodic basis to clear out any hung NAT sessions. It is common practice at some sites to clear all translations at the end of Friday to allow all tables a chance to reset.



Port Address Translation Port address translation (PAT) is a form of NAT in which the port is also replaced at the translating device. PAT is the only address-translation feature for the Cisco 700 Series router. Only a minor treatment of the PAT syntax was discussed in both the CMTD, Cisco Maintenance and Troubleshooting Dial-Up, and BCRAN course material. Note that additional 700 Series commands will be discussed here. The concept behind PAT is the same as for NAT. A pool of addresses is not needed because only one address services all devices. The two commands that are needed for the 700 to use PAT are set ip pat on set ip pat porthandler port ip-address



where port is the transport layer port for the application and ip-address is the local address of the device.
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Once you enter the set ip pat on command, the single address that is used for the translation is included in the port-handler assignment. The port handler is unique to the 700 Series router. The port handler declares which ports are translated. Earlier, the chapter explained how an access list declares which trafﬁc will be translated for routers that are based on Cisco IOS software. In our current situation, however, the selection is done on a port basis; up to 15 port-handler statements can be on a 700 Series router. Figure 16-8 shows the port handler in use. Figure 16-8



Using the Port Handler for PAT FTP server 10.0.0.22



155.5.5.0/24



ISDN network 700



10.0.0.25 HTTP server



>set system MY700 MY700>set user router MY700:Router>set ip pat on MY700:Router>cd MY700>set ip pat port ftp 10.0.0.22 MY700>set ip pat port http 10.0.0.25



The FTP and HTTP servers are translated when they are sent using the router proﬁle. The address to which they are translated is the address of the interface that is in use at the time. In the example in Figure 16-8, FTP packets from the outside world that are destined for 155.5.5.2 (the 700 Series router’s ISDN interface address) are translated to 10.0.0.22—the inside FTP server. Likewise, HTTP packets addressed to the 155.5.5.2 address are translated to 10.0.0.25—the HTTP server. Turning PAT on is a system-wide command to the 700 Series router. The deﬁnition for the porthandler function is done within a proﬁle. There are three limitations that must be addressed while using this technology: ■



ping from an outside host ends at the router. Hence, end-to-end connectivity testing is not possible.



■



Only one inside web server, FTP server, Telnet server, and so forth is supported, because all port trafﬁc is deﬁned by a single ip porthandler command.



■



Only 15 port handlers are supported in a single conﬁguration.
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The limitations speciﬁed should not be a deterrent to the use of PAT on a 700 Series router. You should remember the market positioning of this device and realize that small remote ofﬁces can take advantage of the translation function to share resources on a larger network. The two commands associated with PAT on the 700 Series router are set ip pat on, which is a global command that requires no arguments, and set ip pat porthandler, which has the following arguments: default | telnet | ftp | smtp | wins | http | port ip-address | off



The telnet, ftp, smtp, wins, and http arguments declare the well-known ports for those protocols. The key arguments are default and port ip-address. The default argument speciﬁes any port that is not declared by another (there are up to 15) set ip pat porthandler command. The port ip-address is used when the administrator must specify a port other than the deﬁned ports—Telnet, FTP, SMTP, WINS, and HTTP. The limiting numbers for the 700 Series router are as follows: ■



400 PAT entries are allocated for sharing among the inside machines.



■



Only 15 port handler addresses can be used.



■



1500 maximum MAC addresses can be supported.



The bottom line is that the 700 Series router can be conﬁgured for a lot more than a 128-kbps ISDN line can handle. The limitation is not what the device can do, but what can be done on the resource that the device uses.
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Foundation Summary The Foundation Summary is a collection of information that provides a convenient review of many key concepts in this chapter. If you are already comfortable with the topics in this chapter, this summary can help you recall a few details. If you just read this chapter, this review should help solidify some key facts. If you are doing your ﬁnal preparation before the exam, this section is a convenient way to review the day before the exam. The addresses used for NAT translation can be summed up in four categories: ■



Inside local—IP addresses that are unique to the host inside the network, but not globally signiﬁcant. They are generally allocated from RFC 1918 or randomly picked.



■



Inside global—IP addresses that are assigned by the IANA or service provider. They are legitimate in the global address space or Internet. The inside local addresses are translated to the inside global addresses for Internet use.



■



Outside local—IP addresses of a host on an outside network that is presented to the inside network and that is legitimate to the local network. These addresses do not have to be globally signiﬁcant. They are generally selected from RFC 1918 or randomly picked.



■



Outside global—IP addresses that are globally routable on the Internet space.



To make the thought process easier, consider the following deﬁnitions: ■



Inside—Addresses that are inside my network



■



Outside—Addresses that are outside my network



■



Local—Addresses that are legitimate inside my network



■



Global—Addresses that are legitimate outside my network



Table 16-3



Private Address Space Ranges Address Class



Range



Number of Networks



A



10.0.0.0



1



B



172.16.0.0–172.31.255.255



16



C



192.168.0.0–192.168.255.0



255
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Q&A The questions and scenarios in this book are more difﬁcult than what you should experience on the actual exam. The questions do not attempt to cover more breadth or depth than the exam, but they are designed to make sure that you know the answer. Rather than enabling you to derive the answer from clues hidden inside the question, the questions challenge your understanding and recall of the subject. Hopefully, mastering these questions will help you limit the number of exam questions on which you narrow your choices to two options and then guess. The answers to these questions can be found in Appendix A. 1.



What are the beneﬁts of NAT?



2.



The outside global address is converted to which NAT address class?



3.



Why is accountability listed as a disadvantage of NAT?



4.



Using overlapped NAT translation, what TCP header information is altered?



5.



How many Class B private address spaces are available from RFC 1918?



6.



What does it mean when a NAT translation is overloaded?



7.



Which two commands would you use to deﬁne an overloaded NAT translation using a deﬁned pool of addresses called transpool for outbound trafﬁc?



8.



When should NAT overlap be deployed?



9.



What type of NAT translation is generally used for overlapped networks? Why?



10.



What command would show which interfaces have been declared as outside or inside?



11.



Brieﬂy describe the use of NAT TCP load distribution.



12.



An inside local address is translated to what in a simple NAT translation?



13.



What is the most common type of NAT translation? Why?



14.



What is the function of the port handler for the 700 Series router?



15.



Can an inside local address be selected from a globally routable address pool?



16.



What command is used to erase all currently established NAT translated sessions?



17.



Port address translation is used only on what router series?
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Given the following output, what type of translation is being used on this router? Pro tcp tcp tcp



19.



Inside global Inside local Outside local 103.32.32.1:1098 10.1.0.1:1098 13.43.5.6:23 103.32.32.1:1345 10.1.0.2:1345 13.43.5.6:23 103.32.32.1:1989 10.1.0.3:1989 13.43.5.7:21



Outside global 13.43.5.6:23 13.43.5.6:23 13.43.5.7:21



Given the following router conﬁguration information, what addresses will be dynamically translated? access-list 1 permit 10.0.0.0 0.0.0.255 ip ip ip



20.



nat nat nat



pool natpool 222.12.12.2 222.12.12.10 netmask 255.255.255.0 inside source static 10.0.0.1 222.2.2.1 inside source list 1 pool natpool



What differentiates PAT from NAT?



387
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Scenarios NOTE With all of the translation possibilities available, there is generally no one absolute way to do all translations. The examples that you will encounter in this part of the chapter have been crafted to lend themselves to simple, overlapped, or overloaded.



The following scenarios and questions are designed to draw together the content of the chapter and exercise your understanding of the concepts. There is not necessarily a right answer to each scenario. The thought process and practice in manipulating each of the concepts is the goal of this section. In addition, the constant reminder of RAS is always syntax, syntax, and more syntax. Each of the scenarios listed describes a situation, some of the changes planned, and a small amount of insight into the company or companies involved. As with all types of design and consulting work, much more information would be needed to provide a solution that would minimize any future ramiﬁcations. The reader should use these to develop a strategy to answer NAT design issues and to become proﬁcient at capturing all the needed syntax to create a useful NAT solution.



Scenario 16-1 Your company, a medium-sized law ﬁrm, has been dialing up from individual PCs to receive information from a data warehouse service. It has recently been decided to network the PCs, which are running Windows 98 or 95, to gain access to the data through the Internet. You have contacted a local ISP and will maintain a leased line to its POP. You have approximately 15 lawyers and 20 support staff members with which to deal. Internet usage will be tolerated only for the lawyers on staff and certain research assistants. The ISP has given you a single IP address—187.202.4.6. Based on this information, answer or complete the following questions and tasks. 1.



What router would you select for the ofﬁce?



2.



What would be your IP address scheme?



3.



Create the NAT conﬁguration that would be used for this connection.



4.



Describe your solution to the Internet access policy that is described for the lawyers and ofﬁce staff.



0848.book Page 389 Tuesday, October 14, 2003 11:27 AM



Scenario 16-3



389



Scenario 16-2 Your company has merged with a smaller entity. You will provide its Internet access over a newly installed T1 facility. Its IP address scheme uses three private Class C addresses: 192.168.11.0/24, 192.168.22.0/24, and 192.168.33.0/24. You are currently using the 10.0.0.0 network. The newer, smaller company currently has no Internet access. Your provider has given you a CIDR block of 103.112.8.24/29. You are currently using 103.112.8.25–103.112.8.29 for addresses on your DMZ. You have been using 103.112.8.30 for your 10.0.0.0 NAT translation. Based on this information, answer or complete the following questions and tasks: 1.



What can you do to enable translation of the new company’s address space?



2.



Create the NAT conﬁguration that would be used for this connection.



3.



What recommendation would you have for the consolidation of address space?



Scenario 16-3 Your company has merged with another company of equal size and you have both been using the 10.0.0.0 network as a base for your internal network numbering. Management has promised a bonus if you can get minimal communication between the ABCServer and the XYZServer by this weekend. The ABCServer is on your network, and the XYZServer is on the other network. The address in your space for the ABCServer is 10.1.0.1/24, and the address in the new company’s space is 10.1.0.18/24. Users in the ABC network should be able to talk to the XYZServer, and the users in the XYZ network should be able to talk to the ABCServer. For simplicity, assume that all addresses are 10.1.0.x/24. Based on this information, answer or complete the following questions and tasks: 1.



Explain what you will do to quickly complete the overall task.



2.



Create the NAT conﬁguration that would be used for this connection.



3.



What considerations, other than NAT, must be addressed to allow the conﬁguration to happen?



4.



What is your long-term recommendation for the conﬁguration and how can you implement it?
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Scenario Answers The answers provided in this section are not necessarily the only possible correct answers. They merely represent one possibility for each scenario. The intention is to test your base knowledge and understanding of the concepts discussed in this chapter. Should your answers be different (as they likely will be), consider the differences. Are your answers in line with the concepts of the answers provided and explained here? If not, go back and read the chapter again, focusing on the sections related to the problem scenario.



Scenario 16-1 Answers 1.



Given the fact that only 15 or so people would be using the connection at a given time can lead you to select a 1600 Series router. However, some consideration should be given to using a 3620, which would provide a higher degree of scalability for the situation.



2.



Any IP address scheme would work in this situation; however, strictly adhering to the private address space number would be recommended. Given the size of the ofﬁce, you can choose a Class C address space and use a 24-bit mask to keep it simple.



3.



The following NAT conﬁguration could be used, given a selection of 192.168.1.0/24 as the internal addresses used: access-list 1 permit 192.168.1.0 0.0.0.255 ip nat pool lawpool 187.202.4.6 187.202.4.6 netmask 255.255.255.0 ip nat inside source list 1 pool lawpool overload !declare inside interface interface ethernet0 ip address 192.168.1.1 255.255.255.0 ip nat inside !declare outside interface interface serial0 !address assigned to the interface by the ISP ip address 112.18.23.2 255.255.255.250 ip nat outside



4.



There are a number of ways to allow only the lawyers and certain others to use this connection. One way would be to apply an access list on the inbound Ethernet to block unwanted users from routing through the router. This would be highly CPU-intensive, but with such light usage, it might not be a problem. After all, the only time that these users would try to get through the router is when they were trying to do something that they were not authorized to do anyway.
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It would also be possible to use different portions of the Class C address for the lawyers and those that could use the Internet, and then translate only that group of addresses. An access list could be placed on the outbound side of the serial port to block all nontranslated addresses. Although this would be easier to accomplish from a CPU perspective than would the previously discussed solution, either way would work.



Scenario 16-2 Answers 1.



To allow translation of the new addresses, additional match criteria can be added to the NAT translation access list. This scenario is simply an addition of more addresses for translation. Because the companies were not using the same address space, nothing else needs to be done.



2.



The following NAT conﬁguration could be used: access-list access-list access-list access-list



1 1 1 1



permit permit permit permit



10.0.0.0 0.0.0.255 192.168.11.0 0.0.0.255 192.168.22.0 0.0.0.255 192.168.33.0 0.0.0.255



ip nat pool bigpool 103.112.8.30 103.112.8.30 netmask 255.255.255.0 ip nat inside source list 1 pool bigpool overload !declare inside interface interface e0 ip address 10.0.0.1 255.255.255.0 ip nat inside !declare outside interface interface s0 !address assigned to the interface by the ISP ip address 156.108.213.2 255.255.255.250 ip nat outside



3.



Not enough information is given to lead one to believe that anything should be done to consolidate address space. As it stands, both companies are using the private space, which is easily controlled and routed. As they say, if it ain’t broke, don’t ﬁx it.



Scenario 16-3 Answers 1.



To provide immediate connectivity, you can use the overlap feature in NAT. This would enable the ABC and XYZ companies to coexist during a transition.



2.



The following NAT conﬁguration could be used, given a selection of 192.168.1.0/24 as the internal addresses used: ip nat pool XYZ-in 192.168.1.2 192.168.1.254 prefix-length 24 ip nat pool ABC-out 192.168.2.2 192.168.2.254 prefix-length 24 !declare the translations ip nat outside source list 1 pool XYZ-in
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ip nat inside source list 1 pool ABC-out !declare the static translation so the servers can be reached !these lines give an constant ‘known’ translation to the !server addresses ip nat inside source static 10.1.0.1 192.168.1.1 ip nat outside source static 10.1.0.18 192.168.2.1 !specify which addresses will use the pool access-list 1 permit 10.1.0.0 0.0.255.255 !specify the interfaces interface serial 0 ip address 172.16.4.1 255.255.255.0 ip nat outside ! interface ethernet 0 ip address 10.1.0.2 255.255.255.0 ip nat inside



3.



The primary consideration, other than NAT, is the sharing of the server address information between the two entities. The static NAT declarations provide the capability for the two companies to have unique addresses in each other’s space for their servers; however, it would be necessary to provide a DNS service for the users to be able to contact the other side easily.



4.



The long-term recommendation would be to implement some sort of IP renumbering and then remove the translation between the companies.
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This chapter covers the following subjects: ■



Using AAA to Secure and Scale Access Control in an Expanding Network



■



AAA Overview



■



AAA Deﬁnitions



■



Security Protocols Used for AAA Services



■



Router Access Modes and Interfaces Types



■



Security Servers and Options



■



Cisco Secure Access Control Server (CS-ACS) Overview



■



Enabling AAA Globally on the Device
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Using AAA to Scale Access Control in an Expanding Network This chapter covers some of the initial steps to securing your network. Before you can stop someone from hacking your network, you need to decide who can access the network and what they can do on the network, and then you need to keep track of the information so that you can tell when trafﬁc is not part of normal operations on the network and possibly who has performed the task. This can be accomplished in part by using authentication, authorization, and accounting (AAA) security services. The chapter explores the different components that make up AAA services, what devices can perform AAA services, and what protocols transport this information. The text also looks at the Cisco Systems AAA server called Cisco Secure Access Control Server (CS-ACS). The Remote Access exam will cover all the areas discussed in this chapter. It is essential that any good network administrator be aware of the pros and cons to the different AAA conﬁgurations and services offered on networks today.



“Do I Know This Already?” Quiz The purpose of the “Do I Know This Already?” quiz is to help you decide whether you really need to read the entire chapter. If you already intend to read the entire chapter, you do not necessarily need to answer these questions now. The 16-question quiz, derived from the major sections in the “Foundation Topics” portion of the chapter, helps you to determine how to spend your limited study time. Table 17-1 outlines the major topics discussed in this chapter and the “Do I Know This Already?” quiz questions that correspond to those topics.



0848.book Page 396 Tuesday, October 14, 2003 11:27 AM



396



Chapter 17: Using AAA to Scale Access Control in an Expanding Network



“Do I Know This Already?” Foundation Topics Section-to-Question Mapping



Table 17-1



Foundation Topics Section



Questions Covered in This Section



Using AAA to Secure and Scale Access Control in an Expanding Network



1–2



AAA Deﬁnitions



3–4



Security Protocols Used for AAA Services



5–9



Router Access Modes and Interface Types



10–11



Cisco Secure Access Control Server (CS-ACS) Overview



12



Enabling AAA Globally on the Device



13–16



CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chapter. If you do not know the answer to a question or are only partially sure of the answer, you should mark this question wrong for purposes of the self-assessment. Giving yourself credit for an answer you correctly guess skews your self-assessment results and might provide you with a false sense of security. 1.



2.



3.



What three options does AAA give you? a.



Accounting



b.



Access lists



c.



Authorization



d.



Authentication



e.



Accumulative rights



What are some of the combinations of the three services from AAA that you can implement? a.



Authentication, authorization



b.



Authentication, authorization, accounting



c.



Authorization, accounting



d.



Authentication, accounting



e.



a, b, d



Authentication identiﬁes what? a.



Devices



b.



Port(s) being used
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4.



5.



6.



7.



8.



c.



Users



d.



Protocol



Authorization can be used by itself. True or False? a.



True



b.



False



What are the two primary security protocols for AAA services? a.



IPSec



b.



IP



c.



ESP



d.



RADIUS



e.



TACACS



What standard protocol/port does TACACS use? a.



TCP 49



b.



UDP 49



c.



UDP 69



d.



TCP 23



e.



UDP 1645



What part(s) of the packet does TACACS+ encrypt? a.



Password only



b.



Entire payload



c.



Entire packet



d.



Username and password



e.



Username and password and vendor-speciﬁc information



RADIUS supports what type of communication? a.



Client/server



b.



Bidirectional



c.



Both a and b



d.



Point-to-point



397
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9.



10.



11.



12.



13.



RADIUS uses what protocol at the transport layer? a.



TCP



b.



RTP



c.



UDP



d.



ESP



What are the two primary access modes? a.



Packet



b.



Character



c.



Privileged



d.



User



An async port can be conﬁgured for what type of access mode? a.



Character



b.



Packet



c.



Privileged



d.



Both a and b



e.



All of the above



Cisco Secure Access Control Server supports which protocols for AAA services? a.



TACACS



b.



RADIUS



c.



IPSec



d.



SNMP



e.



Both a and b



The AAA commands: a.



Are always enabled



b.



Need to have the aaa command entered



c.



Need to have the aaa new-model command entered



d.



Are turned on by the AAA server
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15.



16.
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Authentication can support what option(s) for checking a username database? a.



TACACS



b.



RADIUS



c.



None



d.



Enable



e.



All of the above



If you turn on authentication, what other AAA options must also be turned on? a.



Accounting



b.



Authorization



c.



None



d.



Encryption



What method(s) are available for writing account records? a.



start-stop



b.



wait-start



c.



stop-only



d.



All of the above



e.



a and c only



The answers to the “Do I Know This Already?” quiz are found in Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Q&A Sections.” The suggested choices for your next step are as follows: ■



10 or fewer overall score—Read the chapter. This includes the “Foundation Topics,” “Foundation Summary,” and the “Q&A” sections.



■



11, 12, or 13 overall score—Begin with the “Foundation Summary” section and then go to the “Q&A” section.



■



14 or more overall score—If you want more review of these topics, skip to the “Foundation Summary” section and then go to the “Q&A” section. Otherwise, move to the next chapter.
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Foundation Topics



Using AAA to Secure and Scale Access Control in an Expanding Network Today’s network administrators must be able to control access to and monitor the information that end users can see and manipulate. Doing so could directly result in a company’s success or failure. With this in mind, AAA is an excellent way to start locking down what end users are capable of doing on the network. You can force authentication of the user, authorize what they are allowed to do, and account changes as they happen in the network. As you can tell, security is of the utmost importance. With this level of control, it is easier to securely implement and manage your network scenario. You can deﬁne roles for speciﬁc users, give them the exact commands they need to complete their tasks, and keep track of changes throughout the network. With event-based logging capability, you can make sure the appropriate adjustments have taken place. All of these components are necessary to maintain the health and security of your network. From the information you gather, you can predict essential upgrades in a timely manner. Whether it be the need for securing data, increasing bandwidth, or tracking when problems started on the network, AAA services are essential.



AAA Overview AAA provides a network administrator with vital information for the health and security of their network. It can provide authentication of end users so that you can guarantee each user’s identity. Once you know a user’s identity, you can limit the scope (authorization) of what that user can do. As the user uses the network, you also need to keep track (accounting) of what they do. The three parts to AAA, authentication, authorization, and accounting, are separate entities and you can use some or all of the services as necessary to help with the scalability and security of your network. AAA can be used to gather information from most of the devices in your network. You can turn on AAA services in routers, switches, ﬁrewalls, VPN devices, servers, and other common devices in the network.
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AAA Definitions AAA services are broken down into three sections, authentication, authorization, and accounting. It is imperative that you understand the subtle differences between authentication and authorization and how they work together. It is also important to understand the different types of accounting records that can be written. The following three sections describe the differences between the three components that make up AAA.



Authentication Authentication identiﬁes users. During the authentication process, the user login (name) and password are checked against the AAA database. Also, depending on the protocol, AAA supports encryption of at least the username and password. Authentication determines who the user is (example: I am user TAMMY and my password EnDuSeR01 validates me). Passing the authentication test enables access to the network. This process is only one of the components for user control with AAA. Once the userid and password are accepted, AAA can be used to deﬁne what the user is then authorized to do.



Authorization Authorization enables the administrator to control authorization on a one-time, per-service, per–user list, per-group, or per-protocol basis. AAA lets the administrator create attributes that describe the functions that the user is allowed to use. Therefore, you must have the user authenticate before you can assign authorization to them. AAA authorization works by assembling a set of attributes that describe what the user is authorized to perform. (For example, I can access server OTTAWA_SALES with FTP.) These attributes are compared to the information contained in a database for a given user and the result is returned to AAA to determine the user’s actual capabilities and restrictions. This requires that the database be in constant communication with the AAA server during the connection to the RAS device.



Accounting Accounting enables the administrator to collect information such as start and stop times for user access, executed commands, trafﬁc statistics, and resource usage and then store that information in the relational database management system (RDBMS). In other words, accounting enables the tracking of services and resources that are “consumed” by the user. For example, user TAMMY accessed the OTTAWA_SALES server with FTP ﬁve times. The key point to accounting is that it enables the administrator to proactively track and predict service and resource usage. This information can then be used for client billing, internal billing, network management, or audit trails.
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Security Protocols Used for AAA Services There are two primary security protocols used for AAA services, Terminal Access Control Access Control System (TACACS) and Remote Authentication Dial-In User Service (RADIUS). Both protocols have proprietary versions or attributes. An example of a proprietary version of TACACS is the Cisco version TACACS+, which is backward compatible with TACACS. RADIUS has proprietary extensions that allow a vendor to add its speciﬁc information to be carried by RADIUS. TACACS or RADIUS is used from a device such as a network access server (NAS) to the AAA server. Consider a remote dialup client as an example (see Figure 17-1). The user dials in from their laptop to an NAS. The NAS prompts the user for their authentication information. From the laptop to the NAS, the protocol is PPP, so a protocol such as CHAP or PAP is used to transport the authentication information. The NAS passes the information to the AAA server for authentication. It is carried by either the TACACS or RADIUS protocol. Figure 17-1



Where Security Protocols Reside in the Network Redundant AAA Server Running TACACS and / or RADIUS Network Access Server



Dialup User



PPP or SLIP



TACACS or RADIUS



Redundant AAA Server Running TACACS and / or RADIUS



TACACS Overview TACACS is a standards-based protocol that uses TCP for connection-oriented communication. TACACS has a well-known port number of 49 in TCP. Some of the advantages of TACACS are the following: ■



With the receipt of a reset (RST) packet in TCP, a device can tell immediately if the other end device has crashed during communication.



■



TCP is more scalable because of some forms of built-in error recovery. It can adapt to growing, as well as congested, networks with the use of sequence numbers for retransmission.



■



The entire payload is encrypted with TACACS+ with the use of a shared secret key. TACACS+ marks a ﬁeld in the header to specify if encryption is used, because it is optional for debugging purposes.



■



TACACS+ encrypts the entire body of the packet with the use of a shared secret but leaves a standard TACACS header. Within the header is a ﬁeld that indicates whether the body is encrypted or not. For debugging purposes, it is useful to have the body of the packets
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unencrypted. However, during normal operation, the body of the packet is fully encrypted for more secure communications. ■



TACACS+ is broken down into three sections, authentication, authorization, and accounting. With this modular approach, you can use other forms of authentication and still use TACACS+ for authorization and accounting. Using Kerberos authentication and TACACS+ authorization and accounting is a common example in a one-time password scenario.



■



TACACS+ supports a variety of protocols.



■



With TACACS+ you can use two methods to control the authorization of router commands on a per-user or per-group basis. The ﬁrst method is to create privilege levels with certain commands, and the user is veriﬁed by the router and TACACS+ server for the speciﬁed privilege level. The second method is to create speciﬁc TACACS+ server command lists, on a per-user or per-group basis, with the allowed commands.



TACACS is usually used in an enterprise environment. It offers many advantages and works well for managing everyday network needs. If you need enhanced accounting capabilities for billing or tracking network usage, you should consider RADIUS. NOTE To troubleshoot your TACACS server if you suspect it is down, try telneting to the AAA server IP address on port 49 where TACACS should be running. If you get a connection and a blank Telnet screen, then you know that the TACACS service is responding on the AAA server and that routing through the network is working. If you get any other response, check your routing between the device and the TACACS server and check the TACACS server itself.



TIP You can use the following router command to test whether your TACACS server is accessible: telnet 10.1.1.1:49



RADIUS Overview RADIUS is a client/server-based network security protocol. It uses UDP for a transport protocol. The RADIUS server is typically run on a computer. The clients are any type of device that is responsible for passing user information to designated RADIUS servers and then acting on the response that is returned. Transactions between the client and RADIUS server are authenticated through the use of a shared secret, which is never sent over the network. Some of the advantages of RADIUS are the following: ■



RADIUS has less packet overhead because it uses UDP.



■



With source code format distribution, RADIUS is a fully open protocol format. The user can modify it to work with any security system currently available on the market.



■



RADIUS offers enhanced accounting functionality.
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RADIUS is often used to do billing based on resource usage. An example would be an ISP that bills a user for connection charges. You can implement RADIUS accounting without using RADIUS for authentication and authorization. The enhanced accounting functionality of RADIUS allows data to be sent at the start and end of services, which allows you to keep track of usage of the resource (time, packets, bytes, etc.) during the session.



Router Access Modes and Interface Types Determining the access method and type of port a user can access the network on is essential. This is the basis to conﬁguring AAA properly. There are two primary access modes, character based and packet based. Character mode is used on the TTY, VTY, AUX, and CON ports and usually involves conﬁguring the device. Packet mode is used on the async, group-async, BRI, PRI, serial, dialer proﬁles, and dialer rotaries. These are the communication ports on the router and usually mean you are trying to communicate to another device. An example would be a PPP dialup session to an ISP, in which you are trying to communicate to web servers on the Internet through the async port. The key thing to keep in mind is packet versus character mode, not the physical port itself. The AUX port, for instance, can be used in both modes. After enabling AAA, each attachment to the router, whether it is character or packet mode, must be declared for authentication. Failure to declare a method for a connection results in a failed authentication.



Security Servers and Options In today’s ever-expanding networking world, there are many choices as to which AAA server you should use. The best way to decide which server is right for your network is to sit down and make a list of features that are needed to support your network and then compare the offerings to your criteria. There are many ﬂavors of freeware TACACS or RADIUS servers, but you have to be careful in your choice. The following are some questions that you should ask yourself when considering a particular AAA server: ■



Do I know who wrote the code for this AAA server and are there holes or back doors I have to be concerned about? If you use a freeware version, you have no idea who wrote the code or whether it has been tested from a security standpoint. Many hackers are willing to give you a free product, but there could be back doors or poor encryption on the user database that undermines the entire security of your network.



■



Does this AAA server support both TACACS and RADIUS for the same user database?



■



Do I have a user-friendly interface for conﬁguration or will I have to train staff to use this software?
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■



Can I support enhanced features like wireless access authentication and Voice over IP (VoIP)?



■



Can I support centralized or distributed logging?



■



Can I support authentication forwarding?



Cisco Secure Access Control Server (CS-ACS) Overview CS-ACS is the Cisco offering for AAA services. It provides many enhanced features, such as: ■



Provides AAA services to network devices that function as AAA clients, such as NASs, PIX Firewalls, VPN 3000 Concentrators, or routers and switches.



■



Optional centralized access control and accounting on one database, in addition to controlling speciﬁc router and switch conﬁguration levels.



■



Local or remote network administrators can quickly administer accounts, with the ability to change levels of service offerings for entire groups of users.



■



CS-ACS optionally supports many popular external user database repository implementations.



■



Uses one username database with support for TACACS+ and RADIUS protocols to provide AAA services that ensure a secure environment for all devices running either protocol.



■



Can authenticate against many popular token servers.



■



Downloadable per-user access control lists (ACLs)



■



Customizable shared network access restrictions (NARs)



■



Multiple or individual devices included in AAA client conﬁguration



■



User-deﬁned RADIUS vendor-speciﬁc attributes (VSAs)



CS-ACS is an extremely robust AAA server. It is built in a modular approach comprising seven modules: ■



CSAdmin



■



CSAuth



■



CSMon



■



CSTacacs



■



CSRADIUS



■



CSDBSync



■



CSLog



Each module can be started and stopped individually from within the Microsoft Service Control Panel or as a group from within the CiscoSecure ACS browser interface. CS-ACS relies on the
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CSMon or the monitoring module to make sure that all other services are running. If CSMon detects one of the modules is not responding, you can have CSMon do one of three options: ■



Restart the speciﬁc service



■



Restart all services



■



Reboot the server



CS-ACS is managed by an HTML/JAVA-based web page. The web-based interface is used to view and edit user and group information. It allows you to restart services, add remote administrators, change NAS information, and back up the system. The interface has predeﬁned reports that are viewable from anywhere on the network. These reports track connection activity, show which users are currently logged in, list the failed authentication and authorization attempts, and show administrators’ recent tasks. You can conﬁgure and perform almost all functions for CiscoSecure ACS through the user interface, including: ■



Adjust or review group proﬁles



■



Adjust or review user proﬁles



■



Update NAS and server information, including network device groups (NDGs)



■



Stop and start the CiscoSecure ACS services



■



Back up the system information (using CS-UTIL)



■



Restore the system backup



■



Conﬁgure the user interface



■



Use local and remote administrator conﬁguration



■



Utilize Distribute system logs or settings



■



Conﬁgure how unknown users are to be handled



■



Troubleshoot



■



Replication databases



■



Use server information mirroring/synchronization



■



Utilize extensive reports and activity



■



Use in-depth online documentation
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Access to CS-ACS is done in one of two ways: ■



From the browser at the server on which CiscoSecure ACS is installed, as follows: http://127.0.0.1:2002



■



From a browser on a remote workstation, as follows: http://Windows NT Server IP address:2002



Enabling AAA Globally on the Device You ﬁrst have to enable AAA and then you can conﬁgure it. AAA conﬁguration is implemented in three steps: Step 1



Enable AAA Conﬁguration on the router. During the declaration of AAA, the router must be told whether it will be “speaking” with a TACACS server or a RADIUS server.



Step 2



Deﬁne who will be authenticated, what they are authorized to do, and what will be tracked in the database.



Step 3



Enable or deﬁne the method on the interface.



The following subsections detail how to turn on AAA (Step 1), how to deﬁne the methods for authentication, authorization, and accounting (Step 2), and how to declare AAA on an interface (Step 3). For brevity, in the following conﬁgurations, Steps 2 and 3 have been combined. It should be noted that once AAA is turned on for a router, any interface and connection method must be deﬁned or access is not permitted. Therefore, it is important to leave a “back door” or local access method available during initial deployment to guard against loss of router access due to coding mistakes. This is discussed in the upcoming sections on authentication for each of the access methods: login, enable, ppp, arap, and nasi.



Step 1: Enabling AAA To enable AAA on the router, use this command: router (config)# aaa new-model



The no form of this command disables AAA on the router. Once AAA is enabled, the router must point to the source of the AAA server. For a TACACS server, the command is as follows: router (config)# tacacs-server host ip-address [s single-connection ]



The ip-address parameter designates the location of the CiscoSecure server or another TACACS server. The optional single-connection parameter tells the router to maintain a single connection for the duration of the session between the router and the AAA device. The alternative is to open and
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close a TCP connection for each session. The opening and closing of a connection is the default. Cisco recommends the single-connection feature for improved performance. A shared password is used between the access router and the AAA server for security. The command to establish this password on the router is as follows: router (config)# tacacs-server key cisco



The password must be conﬁgured on the AAA server also. The passwords are case sensitive. The ﬁrst steps for the conﬁguration of AAA used on a RADIUS server are similar to the TACACS implementation: tacacs is replaced by radius. The following example is the initial command set for a RADIUS implementation: router (config)# aaa new-model router (config)# radius-server host 192.168.1.1 router (config)# radius-server key radiuskey



In the command set, the IP address is 115.55.43.1 and the shared password is radiuskey.



Step 2 and Step 3: Authentication, Authorization, and Accounting After you “turn on” the AAA commands, you have access to many speciﬁc commands to deal with authentication, authorization, and accounting. The following sections will discuss each of the three areas of AAA security in detail and provide general conﬁguration guidelines. AAA Authentication Once AAA has been enabled on the router, the administrator must declare the methods by which authentication can take place. The key issue is to ensure that the administrator has a way to gain access to the router if the AAA server is down. Failure to provide a backdoor interface can result in lost communications to the router and the necessity to break in through the console port. Care should be taken to always conﬁgure a local access method during any implementation of AAA. The syntax for conﬁguring AAA on the router can be daunting at ﬁrst glance. Breaking it down keeps it simpler. Each of the modes listed (login, enable, arap, and so on) is a method by which a user might gain access to or through the router. Recall the packet and character mode designation from the previous section. The global conﬁguration commands enable the administrator to declare the method that is used for authentication, regardless of the access mode being used. These methods, which are shown later, include enable, line, local, none, and so on and are checked in the order in which they are speciﬁed in the command. The generic form for the authentication command is as follows: router (config)# aaa authentication [login | enable | arap | ppp | nasi] method



0848.book Page 409 Tuesday, October 14, 2003 11:27 AM



Enabling AAA Globally on the Device



409



This example does not include speciﬁcs for the method by which the access is evaluated. It is clearer to show each of the commands and then discuss the method that can be added to the command. Each command in the following list can stand alone and each declares a command deﬁnition for the authentication command. In addition, each command is used for a speciﬁc access purpose. ■



aaa authentication login—This command answers this question: How do I authenticate the login dialog?



■



aaa authentication enable—This command answers this question: Can the user get to the privileged command prompt?



■



aaa authentication arap—This command answers this question: Does the AppleTalk Remote Access Protocol (ARAP) user use RADIUS or TACACS+? (One must be selected.)



■



aaa authentication ppp—This command answers this question: What method should be used if a user is coming over a PPP connection?



■



aaa authentication nasi—This command answers this question: What method should be used if a user is coming over NASI (NetWare Asynchronous Services Interface)?



AAA Authentication Login What method of authentication is going to be used during the login procedure? The answer to this question is deﬁned by this interface command: router (config)# aaa authentication login [default | listname]



The declaration of default tells the router what to do if no listname has been declared on the interface. If a listname has been declared, that listname controls the login. For example, the global command router (config)# aaa authentication login salesgroup argument argument argument …



declares how the salesgroup list is interpreted. On each interface that is declared to use authentication salesgroup, one or more of the following arguments is used for the authentication: [enable | line | local | none | tacacs+ | radius | guest]



Each of the previous arguments declares a method of authentication, and they can be listed one after another on the command line. Example 17-1 shows this concept. Example 17-1



Declaring a Method of AAA Authentication



aaa authentication login salesgroup tacacs+ radius local Router(config)#a aaa authentication login default tacacs+ Router(config)#a line 1 12 Router(config)#l login authentication salesgroup Router(config-line)#l



- Part of Step 3
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The ﬁrst statement declares that list salesgroup use TACACS+, and then RADIUS, and then local username/password pairs for authentication. The fourth statement declares on lines 1 to 12 that anyone attempting to log in to these interfaces is authenticated using the order speciﬁed in the list salesgroup. Note that if someone attaches to the console port, they are authenticated by TACACS+ only because that is the default and because there is not a login authentication statement on the console port. The term listname (deﬁned as salesgroup in Example 17-1) refers to the list of methods that will be used, not to a list of people that will be authenticated. In Example 17-1, the term can be interpreted as “my people will use this list for authentication.” The order of the authentication arguments is important. In Example 17-1, if the user fails authentication with TACACS+, that user is denied access. If the router fails to access TACACS+, the router tries to contact a RADIUS server. The key issue is that a secondary method is used only if a previous method is unavailable to the router. This key issue is important to remember because if tacacs+ is the only option to verify a login and the TACACS+ service is unavailable or down, nobody can log in. If the authentication methods were set as tacacs+ and local, administration username/password pairs could be placed on the router so that even if TACACS+ were down, an administrator could still gain access to the router. It is important to maintain a proper order for the methods. You should make local a last resort method so that access to the router is maintained by at least a local username/password pair. The following list describes each of the methods for login authentication. You should memorize this list for the exam. ■



line—This method speciﬁes to use the password that is on the line that is being attached to. This is done using the line command login (ask for a password) and the command password xxx, where xxx is the password for the line.



■



enable—This method speciﬁes to use the enable password for authentication on the interface. The authentication is compared against the enable password on the router.



■



local—This method speciﬁes to use the username yyyy password xxxx pairs that are on the router for authentication.



■



none—This method speciﬁes to not use an authentication method.



■



tacacs+—This method speciﬁes to use the TACACS+ server declared by the tacacs-server host ip-address statement on the router.



■



radius—This method speciﬁes to use the RADIUS server declared by the radius-server host ip-address statement on the router.
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AAA Authentication Enable What method is used if a user tries to access privileged mode on the router? If no AAA methods are set, the user must have the enable password. This password is demanded by Cisco IOS Software. If AAA is being used and no default is set, the user also needs the enable password for access to privileged mode. The construct for AAA is similar to the login authentication commands, as shown in the following code: aaa authentication enable thefolks tacacs+ enable Router(config)#a



This command declares that to gain access to privileged mode, TACACS+ is checked ﬁrst, and only if TACACS+ returns an error or is unavailable is the enable password then used. With all the lists that are set for AAA, the secondary methods are used only if the previously listed methods return an error or are unavailable. If the returned message is a “fail,” the router does not try to authenticate using the subsequent method in the list. The following list describes each of the methods for enabling authentication. You should memorize this for the exam. ■



enable—This method says to use the enable password for authentication on the interface. The authentication is compared against the enable password on the router.



■



line—This method says to use the password that is on the line that is being attached to. This is done using the line command login (ask for a password) and the command password xxx, where xxx is the password for the line.



■



none—This method says to not use an authentication method.



■



tacacs+—This method says to use the TACACS server declared by the tacacs-server host ipaddress statement on the router.



■



radius—This method says to use the RADIUS server declared by the radius-server host ipaddress statement on the router.



AAA Authentication ARAP The aaa authentication arap command is used in conjunction with the arap authentication line conﬁguration command. This describes the methods that are tried when ARAP users attempt to gain access to the router. Example 17-2 shows the conﬁguration. Example 17-2



Declaring AAA Authentication with ARAP



aaa authentication arap applefolk tacacs+ local Router(config)#a line 1 12 Router(config)#l arap authentication applefolk Router(config-line)#a



- part of step 3
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The ﬁrst statement declares that the authentication is ﬁrst TACACS+ and then local username/ password pairs if TACACS+ returns an error or is unavailable. On lines 1 through 12, the list points back to the AAA declaration in the ﬁrst statement. The following list describes each of the methods for authentication using AAA for ARAP. You should memorize this for the exam. ■



line—This method says to use the password that is on the line that is being attached to. This is done using the line command login (ask for a password) and the command password xxx, where xxx is the password for the line.



■



local—This method says to use the username yyyy password xxxx pairs that are on the router for authentication.



■



tacas+—This method says to use the TACACS server declared by the tacacs-server host ipaddress statement on the router.



■



guest—This method says to allow a login if the username is guest. This option is only valid using ARAP.



■



auth-guest—This method says to allow the guest login only if the user has already logged in to the EXEC process on the router and has now started the ARAP process.



Note that, by default, guest logins through ARAP are disabled when you initialize AAA. The aaa authentication arap command with either the guest or auth-guest keyword is required for guest access when using AAA. AAA Authentication PPP The aaa authentication ppp command is used in conjunction with the ppp authentication line conﬁguration command to describe the methods that are tried when Point-to-Point Protocol (PPP) users attempt to gain access to the router. Example 17-3 shows this conﬁguration. Example 17-3



Declaring AAA Authentication with PPP



aaa authentication ppp pppfolk tacacs+ local Router(config)#a line 1 12 Router(config)#l ppp authentication pppfolk Router(config-line)#p



- part of step 3



The same type of syntax is used throughout all AAA commands. With the ppp command set, the interface command is ppp authentication option(s), where the options are the standard non-AAA options of pap, chap, pap chap, chap pap, or ms-chap. In addition, the AAA command methods can be used. In the previous example, the authentication is ﬁrst TACACS+ and then local username/ password pairs if TACACS+ is unavailable or returns an error.
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The following list describes each of the methods for authentication using AAA for PPP. You should memorize this for the exam. ■



local—This method says to use the username yyyy password xxxx pairs that are on the router for authentication.



■



none—This method says to not use an authentication method.



■



tacacs+—This method says to use the TACACS server declared by the tacacs-server host ipaddress statement on the router.



■



radius—This method says to use the RADIUS server declared by the radius-server host ipaddress statement on the router.



■



krb5—This method says that the Kerberos 5 method is available only for PPP operations, and communications with a Kerberos security server must be established. Kerberos login authentication works with PPP Password Authentication Protocol (PAP) only. The name Kerberos comes from Greek mythology and is the name of the three-headed dog that guarded the entrance of Hades.



■



if-needed—This is another PPP-only option. It stops authentication if the user has been authenticated previously on the TTY line.



AAA Authentication NASI The aaa authentication nasi command is used with the nasi authentication line conﬁguration command to specify a list of authentication methods that are tried when a NASI user attempts to gain access to the router. Example 17-4 shows this conﬁguration. Example 17-4



Declaring AAA Authentication with NASI



aaa authentication nasi novellfolk tacacs+ local Router(config)#a line 1 12 Router(config)#l nasi authentication novellfolk Router(config-line)#n



- part of step 3



As with the other access methods, when a user is using NASI, this example would require TACACS+ authentication and then would use the username/password pair if TACACS+ was unavailable. The following list describes each of the methods for authentication using AAA for NASI. You should memorize this for the exam. ■



line—This method says to use the password that is on the line that is being attached to. This is done using the line command login (ask for a password) and the command password xxx, where xxx is the password for the line.
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■



enable—This method says to use the enable password for authentication on the interface. The authentication is compared against the enable password on the router.



■



local—This method says to use the username yyyy password xxxx pairs that are on the router for authentication.



■



none—This method says to not use an authentication method.



■



tacacs+—This method says to use the TACACS server declared by the tacacs-server host ipaddress statement on the router.



When AAA is turned on, all lines and ports on the router use AAA; hence, the default group should be conﬁgured for any access method that the router will see. AAA Authorization Once a user has been authenticated, they can be further restricted in what they are allowed to do. This is done using the aaa authorization command. These restrictions can be applied to activities or services offered on the router. As with authentication, it is easier to see an example before diving into each option available. The syntax is quite simple and declares which activity or service (network, EXEC, command level, conﬁg-commands, and reverse-access) is being attempted and which method of authorization is to be used (local, none, radius, tacacs+, or krb5). Example 17-5 demonstrates the syntax for AAA authorization. Example 17-5



Applying Restrictions with AAA Authorization



aaa new-model Router(config)#a aaa authentication login myfolk tacacs+ local Router(config)#a aaa authorization exec tacacs+ local Router(config)#a aaa authorization command 1 tacacs+ local Router(config)#a aaa authorization command 15 tacacs+ local Router(config)#a



In the example, AAA is turned on with aaa new-model, and the authentication method is declared for the list called “myfolk.” The third line declares that if one of the logged-in users wants to gain access to the EXEC mode, TACACS+ is contacted to see whether the user is allowed to perform that function. The last two lines are similar. The logged-in user is tested against the TACACS database for authorization to run level 1 and level 15 commands; the router IOS commands are either level 1 or level 15 commands. It is possible to change the level of each command on the router to allow for a more controlled access environment for the users. AAA has power, but the administrative overhead to use this power can be daunting to most administrators. In addition, this level of control can be unnecessary for most installations. As an
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example of this overhead, consider a common scenario in which AAA is set up so that subadministrators can have access to conﬁguration mode, but with the ability to use only a subset of the commands. Although possible, the conﬁguration on the router to change the level for each command can become less than productive. The generic form of the authorization command is as follows: aaa authorization do-what? check-how?



The do-what? arguments can be any of the following: ■



network—This argument uses the check-how? method for authorization to perform all network-related service requests, that is, SLIP, PPP, and ARAP protocol.



■



exec—This argument uses the check-how? method for authorization to determine if the user is allowed to create and run the router EXEC shell. If TACACS+ or RADIUS is being used, it is possible that the database could return autocommand information to the user.



■



command level—This argument uses the check-how? method for authorization of all commands at the speciﬁed privilege level. The level can be set to values of 1 to 15.



■



reverse-access—This argument uses the check-how? method for authorization of reverse access connections such as reverse Telnet.



The check-how? arguments are the same as those used for authentication. check-how? simply points to where the authentication should be done. The check-how? arguments can be any of the following: ■



tacacs+—In this argument, TACACS+ authorization is done by associating attribute-value (AV) pairs to individual users. The AV pair associates a function that the user is authorized to do. When a user attempts to do a do-what?, the TACACS database is checked.



■



if-authenticated—In this argument, if the user has been authenticated, they are allowed to perform the function. Notice that you are not checking authorization, but whether the user is in the database and is valid.



■



none—In this argument, the router does not request authorization information for the do-what?. Authorization is not performed and a query is not sent to the database.



■



local—In this argument, the router or access server consults its local database, as deﬁned by the use of the username/password pairs that are conﬁgured in global conﬁguration mode on the router.



■



radius—In this argument, RADIUS authorization is done by associating attributes to a username on the RADIUS server. Each username and the associated attributes are stored within the RADIUS database.



■



krb5-instance—In this argument, the router queries the Kerberos server for authorization. The authorizations are stored on the Kerberos server.
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In general, authorization can be implemented in many ways. The issue is ﬁnding which database or resource has the AV pair or attribute or map to provide the router with the answer to the authorization query. AAA Accounting AAA accounting can supply information concerning user activity back to the database. This concept was especially helpful in the early days of Internet service when many ISPs offered 20 or 40 hours per week at a ﬁxed cost and hourly or minute charges in excess of the speciﬁed timeframe. Today it is much more common for the ISP charge to be set for an unlimited access time. This does not, however, minimize the power of accounting to enable the administrator to track unauthorized attempts and proactively create security for system resources. In addition, accounting can be used to track resource usage to better allocate system usage. Accounting is generally used for billing and auditing purposes and is simply turned on for those events that are to be tracked. The commands follow this general syntax: aaa accounting what-to-track how-to-track where-to-send-the-information



The what-to-track arguments are as follows: ■



network—With this argument, network accounting logs the information, on a user basis, for PPP, SLIP, or ARAP sessions. The accounting information provides the time of access and the network resource usage in packet and byte counts.



■



connection—With this argument, connection accounting logs the information about outbound connections made from the router or RAS device, including Telnet and rlogin sessions. The key word is outbound; it enables the tracking of connections made from the RAS device and where those connections were established.



■



exec—With this argument, EXEC accounting logs the information about when a user creates an EXEC terminal session on the router. The information includes the IP address and telephone number, if it is a dial-in user, and the time and date of the access. This information can be particularly useful for tracking unauthorized access to the RAS device.



■



system—With this argument, system accounting logs the information about system-level events. System-level events include AAA conﬁguration changes and reloads for the device. Again, this information would be useful to track unauthorized access or tampering with the router.



■



command—With this argument, command accounting logs information regarding which commands are being executed on the router. The accounting record contains a list of commands executed for the duration of the EXEC session, along with the time and date information.
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As you can see, the amount of information that can be tracked is substantial. It is important that the administrator track only information that is useful. Tracking unwanted information can create a large overhead on the network resource. The how-to-track argument can be any of the following: ■



start-stop—This option sends an accounting record when the process begins. This is sent as a background process, and the user request is begun without delay. When the user process is completed, the stop time and information is sent to the AAA database. This option is needed when an elapsed time of usage is required.



■



stop-only—This option sends aggregated information based on the what-to-track argument at the end of the user process. This option can be used when only the what-to-track information is needed.



■



wait-start—As mentioned, this option does not allow the user process to start until an acknowledgement is received from the accounting database engine by the RAS device. waitstart is particularly important when the tracked event can cause a loss of connectivity with the accounting database.



The last piece of information needed for the router or RAS is where to send the information that is being tracked. The where-to-send-the-information argument can be either of the following locations: ■



tacacs+—When this option is used, the information is sent to the TACACS+ server deﬁned by the tacacs-server host ip-address command.



■



radius—When this option is used, the information is sent to the RADIUS server database deﬁned by the radius-server host ip-address command. The current Cisco implementation does not support the command accounting feature.



Example 17-6 shows a simple accounting setup. Example 17-6



AAA Accounting Setup



aaa accounting command 15 start-stop tacacs+ Router(config)#a aaa accounting connection start-stop tacacs+ Router(config)#a aaa accounting system wait-start tacacs+ Router(config)#a



In the ﬁrst line, accounting has been activated for all level 15 commands to show when the command began and when it ended for the user that initiated the command. The second line logs to the database when the user’s connection began and when it ended. In the last statement, any systemlevel events, such as a reload or conﬁguration change, are tracked by start and end time. The wait-start argument assures that the logging of the start of the system event is acknowledged before the event is allowed to start. The key issue here is that if the event is a reload of the router, it
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is imperative that the event be logged and acknowledged before the router reloads. If the message is missed or lost in transmission, the event would go unrecorded. The basics of accounting are that the accounting records are sent to a TACACS+ server or a RADIUS server. In addition, the records that are to be tracked should be recorded to the router with the AAA accounting commands. Accounting is a powerful tool for proactive management of network resources; however, it is a double-edged sword. The more accounting, the more resources are used to accomplish the accounting. It is generally recommended that the stop-only argument be used if an elapsed time is not needed. The format of accounting records depends on the AAA software that is being used. The treatment of AAA within the conﬁnes of the BCRAN class is intended to give the student a basic understanding of AAA. All AAA software engines can provide the same or similar functionality; it is impossible to describe the intricacies of an individual software suite as the standard for AAA.
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Foundation Summary This section is a collection of information that provides a convenient review of many key concepts in this chapter. If you are already comfortable with the topics in this chapter, this summary can help you recall a few details. If you just read this chapter, this review should help solidify some key facts. By this point, you should be aware of the importance of AAA services in a network. You should be aware of each individual section of AAA, authentication (who a user is), authorization (what a user can do), and accounting (keeping track of the resources used). AAA information is transported by one of two protocols, TACACS or RADIUS, from the network device to the AAA server. TACACS is said to offer a more reliable service because it uses TCP as its transport protocol. TACACS also has enhanced features such as packet payload encryption, compared to RADIUS, which uses UDP and only encrypts the username and password as deﬁned by the current RFC. The most common reason for a network administrator to use RADIUS is the extensive accounting capability. Usually, TACACS is used in an enterprise environment and RADIUS is used only when IP billing or enhanced accounting features are necessary. One of the toughest concepts to grasp from this chapter is the access method that a user is connecting with. This chapter discussed Character mode versus Packet mode and the different types of interfaces that they run on. The key point is that a Character mode (sending each character one by one) access is usually done on an interface that is used for conﬁguration of the device—for example, a console (CON) port. It is used to speciﬁcally conﬁgure the device, and it sends the information on a character-by-character basis. Packet mode is usually done on an interface you use to communicate through to other parts of the network—for example, a serial interface. What you need to take away from this book is not what the different interface types are (because some interfaces could be used in both facets, such as an async serial interface), but rather the general overview of Packet versus Character mode. A common AAA server is CS-ACS. It offers many enhancements over most freeware AAA servers, the most useful of which is a common username and password database for both TACACS and RADIUS. This is useful in today’s networks because the current VPN 3000 Concentrator Series uses only RADIUS. If network administrators already have some AAA services running, they are usually transported by TACACS. CS-ACS was created in a modular fashion. It relies on CSMon to poll the other six services to make sure everything is functioning. If one module fails, the rest should be okay; for example, if the TACACS service were to fail, you could still use the RADIUS service on the CS-ACS server because of the modular functionality of CS-ACS.
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Q&A The questions and scenarios in this book are more difﬁcult than what you will experience on the actual exam. The questions do not attempt to cover more breadth or depth than the exam, but they are designed to make sure that you know the answer. Rather than enabling you to derive the answer from clues hidden inside the question itself, the questions challenge your understanding and recall of the subject. Hopefully, mastering these questions will help you limit the number of exam questions on which you narrow your choices to two options and then guess. The answers to these questions can be found in Appendix A. 1.



What advantages does an AAA server have over a local router database?



2.



What is authorization used for and how is it assigned?



3.



Why are accounting records important?



4.



Between what devices would TACACS or RADIUS be used?



5.



List a couple of reasons why TACACS is said to be more secure than RADIUS.



6.



What is Character-based mode?



7.



Why would you not necessarily want to use a freeware AAA server?



8.



What is the name the module of CS-ACS that checks whether the other modules are still functioning and what options does it offer you if one module is down?



9.



Why must you turn on authentication if you want to have authorization for services on your network?



10.



Why would a network administrator choose to run both RADIUS and TACACS+ on a network?
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Securing Remote Access Network Connections



This part of the book covers the following BCRAN exam topics: ■



Explain the operation of remote network access control methods



■



Describe the structure and operation of virtual private network technologies



■



Configure access control to manage and limit remote access



■



Design a solution of access control to meet required specifications



■



Troubleshoot a VPN system
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This chapter covers the following subjects: ■



VPN Overview



■



Encryption Algorithms



■



IPSec Overview



■



Preparing for IKE and IPSec



■



Testing and Verifying Conﬁguration
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Securing Remote Access Network Connections As the need for real-time information becomes more and more critical, remote access to corporate data is a must for many employees, regardless of whether they are on the other side of town from their ofﬁce or on the other side of the country or world. The biggest issue regarding remote access is how to ensure that the data can be accessed securely. This issue raises many questions. For example, if the data is posted on a web page, how can the company track who has seen it? Or if the user is dialing in to the network, how can the user prove that they are a valid user? Or if a user wants to work from home and connect to the ofﬁce over a public infrastructure such as the Internet, how does the company guarantee that no one can see the information being transmitted? These types of problems are the driving force for today’s vast market of VPN products. These products are designed to help provide secure, authenticated, remote access to data, independent of media or connection type. You will learn about these products in this chapter.



“Do I Know This Already?” Quiz The purpose of the “Do I Know This Already?” quiz is to help you decide whether you really need to read the entire chapter. If you already intend to read the entire chapter, you do not necessarily need to answer these questions now. The 15-question quiz, derived from the major sections in the “Foundation Topics” portion of the chapter, helps you to determine how to spend your limited study time. Table 18-1 outlines the major topics discussed in this chapter and the “Do I Know This Already?” quiz questions that correspond to those topics. Table 18-1



“Do I Know This Already?” Foundation Topics Section-to-Question Mapping Foundation Topics Section



Questions Covered in This Section



VPN Overview



1–5



Encryption Algorithms



6–7



IPSec Overview



8–13



Preparing for IKE and IPSec



12–15
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CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chapter. If you do not know the answer to a question or are only partially sure of the answer, you should mark this question wrong for purposes of the self-assessment. Giving yourself credit for an answer you correctly guess skews your self-assessment results and might provide you with a false sense of security. 1.



2.



3.



4.



5.



What are the three things a VPN network should provide? a.



Cost-effective access



b.



Reliable connection



c.



Secure communication



d.



Virus protection



What are the three OSI layers at which encryption is usually performed? a.



Application layer



b.



Data link layer



c.



Session layer



d.



Network layer



e.



Physical layer



What is a common application layer encryption standard? a.



SSL



b.



IPSec



c.



CET



d.



DES



What drawback with regard to routing do you get when you encrypt at the data link layer? a.



None



b.



IP header is encrypted so you can’t route



c.



Serial connections won’t pass encrypted frames



d.



Only proprietary routing protocols can be used



What are three components that you get from a good VPN network? a.



Authentication



b.



Authorization
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6.



7.



8.



9.



10.



c.



Accounting



d.



Integrity



e.



Payload encryption



The same key is used to encrypt and decrypt in a symmetrical encryption algorithm. a.



True



b.



False



Hashing algorithms give what type of output? a.



Fixed length



b.



Variable length



c.



User-deﬁned length



d.



A or B



Difﬁe-Hellman helps with what part of IPSec? a.



Session Key Exchange



b.



Security associations



c.



Sets encryption algorithms



d.



Difﬁe-Hellman is not used with IPSec



What are the two primary protocols in the IPSec standard? a.



AH and RSA



b.



RSA and SSL



c.



SSH and SSL



d.



AH and ESP



e.



ESP and RSA



What protocol number is AH? a.



6



b.



17



c.



443



d.



51



e.



50



427
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11.



12.



13.



14.



15.



What protocol number is ESP? a.



6



b.



17



c.



443



d.



51



e.



50



What is the default mode for Cisco VPN routers to send ESP packets? a.



Tunnel



b.



Transport



c.



GRE



d.



Compressed



IKE is enabled by default on Cisco routers. a.



True



b.



False



Transform sets can have how many AH option sets? a.



One



b.



Two



c.



Three



d.



Four



How many crypto maps can be applied to an interface? a.



One



b.



Two



c.



Three



d.



Depends on how many neighbors you have



The answers to the “Do I Know This Already?” quiz are found in Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Q&A Sections.” The suggested choices for your next step are as follows:
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■



10 or fewer overall score—Read the entire chapter. This includes the “Foundation Topics,” “Foundation Summary,” and the “Q&A” sections.



■



11 or 12 overall score— Begin with the “Foundation Summary” section and then go to the “Q&A” section.



■



13 or more overall score—If you want more review on these topics, skip to the “Foundation Summary” section and then go to the “Q&A” section. Otherwise, move to the next chapter.
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Foundation Topics



VPN Overview As a CCNP candidate, you will be forced to come up with solutions for remote access that are secure, reliable, and cost effective. This chapter helps you to understand the process Cisco Systems uses to create VPN networks with its line of products and IPSec. Cisco has a dedicated VPN product line, the VPN 3000 Concentrator, but other devices such as routers or PIX Firewalls also have very similar capabilities. This section covers a general overview of Cisco’s VPN solutions, focusing on a router-based VPN implementation. With today’s data networks, there is an ever-increasing need to transport information from one area of the network to another, whether it is within one ofﬁce building or between branch sites. A network could have remote sales ofﬁce people who need access to data stored at the head ofﬁce, just like a bank would do when checking with a central credit bureau. With this need for remote access to data comes the worry about what would happen if the information were compromised. For example, what if company A spends millions of dollars on research and development of its new product and then company B is able to access the data and create a competitive product, but doesn’t have to spend the money on R&D? Company A would have to recoup in the price of its product the R&D money that it spent, whereas company B would be able to sell the product cheaper because it doesn’t have the initial costs of the R&D. With this in mind, network administrators are very cautious about sending data across any type of public or insecure network. There are many different approaches to securing data as it crosses a network. You could secure it at the application layer, the network/transport layers, or the data link layer. An example of an application layer implementation would be almost any web banking scenario. You need to be able to access your web banking from any PC in the world, so you create an SSL connection between two applications and transport your data. As long as the web browser you are using and the web server have the same standard implementation of SSL, it should work. A downfall of this solution is that the encryption is usually software based, which can add processing time and use valuable CPU cycles on your PC. Another solution is to implement encryption at the data link layer. This solves the problem of using CPU cycles on the PC, but it does not allow you to scale to an ISP-sized environment very easily.
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When doing encryption at the data link layer, everything from Layer 2 through Layer 7 in the OSI model is encrypted, including the network address. This makes it impossible to route the packet until you decrypt the information. If encryption is done at the data link layer, the IP header will also be encrypted, which means you must encrypt the frame as it comes out of the router, transport it, and then decrypt it before it gets to the next router. There is no possible way to do this if you are crossing any type of a public WAN link through a service provider’s cloud, because of the vast number of devices in its network. The only solution would be to create a private WAN network everywhere you need to go. Another option is to use encryption at the network and transport layers of the OSI model. There are many examples of this type of encryption, such as Cisco Encryption Technology (CET) and IPSec. The problem with using CET or any other proprietary encryption method is that you are limited to one vendor’s equipment. This is why most people use the IPSec protocol in VPN networks today. It is a standards-based protocol that provides for a multivendor solution to your VPN needs. Three necessary components to a good VPN network are authentication, integrity, and payload encryption. IPSec enables you to select any or all these components, allowing for a speed versus security trade-off. NOTE Conﬁdentiality (encryption), integrity, and authentication are commonly referred to as CIA.



Encryption Algorithms Many different types of algorithms are used within the IPSec protocol suite. Two common types of algorithms used for encryption are synchronous and asynchronous. A third type of algorithm used within the IPSec protocol suite is a hashing algorithm to provide authentication and integrity for the data. This section looks at the advantages of each type of algorithm and how to use the DifﬁeHellman key exchange to exchange the keys used in each of the processes. Some of the qualities you should look for in a good encryption algorithm are the following: ■



Security against cryptographic attacks



■



Scalable, variable key lengths



■



Any change to the clear-text input should result in a large change to the encrypted output



■



No restrictions on import or export



Symmetrical and Asymmetrical Algorithms A symmetrical algorithm is loosely deﬁned as a shared key algorithm that is used to encrypt and decrypt a message. Symmetrical algorithms use the same key to encrypt and decrypt the message. See Figure 18-1.
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Figure 18-1
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An asymmetrical algorithm is loosely deﬁned as an algorithm that uses a pair of keys to securely encrypt and decrypt a message. Asymmetrical algorithms use one key to encrypt and a different, but related, key to decrypt. See Figure 18-2. Figure 18-2
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Some common symmetrical algorithms are the 56-bit Data Encryption Standard (DES), the 168-bit 3DES, and the 128- or 256-bit Advanced Encryption Standard (AES). All of these algorithms use the same key to encrypt and decrypt the information. Advantages of symmetrical algorithms include the following: ■



They are very fast at encrypting bulk amounts of information.



■



The key length is usually 40 to 168 bits.



■



Mathematical computations are easy to implement in hardware, so ofﬂoading the processing can be done cheaply and easily.



■



The sender and receiver share the same passwords. The problem with shared passwords is how to get the key from one device to the other. If the key is sent across an untrusted network, you run the risk of it being sniffed and captured by a hacker. If you phone the technician at the other end, you run the risk of phone tapping. As you progress through this chapter, you will see that key management can be a major concern for security.



Asymmetrical algorithms do not usually have as many problems with key management. One key is usually kept private and the other key is public and given to everyone that needs to decrypt the data.
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Asymmetrical algorithms are usually called private and public key algorithms or public key systems. Some typical asymmetrical algorithms are RSA, ElGamal, and elliptic curves. The following are some advantages of asymmetrical algorithms: ■



They are great for use in authentication because one key is always private (you are the only one with that key).



■



Key management is easier (one key is public to everyone).



■



They can be used for digital signatures, authenticated key exchanges, e-mail, or small amounts of data.



■



They are based on very hard mathematical equations.



The disadvantage to the public key system is that it is usually very slow encrypting information compared to symmetrical encryption. Therefore, it is used to encrypt session keys and small amounts of data, such as e-mail messages.



Hashing Algorithms A hashing algorithm is loosely deﬁned as a one-way algorithm that produces a ﬁxed-length output no matter what size the input variable is. Hashing algorithms are used for integrity assurance. They are based on some type of one-way hashing function. Consider the following analogy of a hashing algorithm. You get a standard blender, three small oranges, and three big oranges. You put all the oranges in the blender and make juice out of them. When you pour it into a cup, you get one glass of juice. If your neighbor were to get the same blender, three small oranges, and three big oranges and do the same process, they would also get one glass of juice. A hashing algorithm takes any input and massages it until it gets a ﬁxed-length output. As long as you use the same input (the oranges) and the same algorithm (blend oranges after putting them into the blender), you always get the same output. You can never reverse-engineer the answer to get the original input, just as you can’t put together the orange juice to determine that three big and three small oranges went into the blender to make the glass of juice. Two common hashing algorithms are MD5, which gives you a ﬁxed-length 128-bit output, and SHA-1, which gives you a ﬁxed-length 160-bit output. These are the qualities you want to look for in a good hashing algorithm: ■



It has high resistance to cryptographic attack.



■



Any change to the clear-text input results in a large change to the encrypted output.



■



The probability of collision (two different inputs giving the same output) is low.
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MD5 is considered OK for today’s environments, but SHA-1 is preferred because it is less likely to result in a collision.



Diffie-Hellman Key Exchange In a VPN network, fast, strong, encryption is a must. That is why most implementations use a symmetrical algorithm to do payload encryption. As discussed earlier, the problem with symmetrical algorithms is key management. The Difﬁe-Hellman key exchange can help to solve this. It is used for automatic secure key exchange of symmetrical keys (and other types of keys) across an insecure network for the IPSec protocol suite. A very simpliﬁed view of how Difﬁe-Hellman works is as follows (also see Figure 18-3): Tammy has a paint can and puts 1 liter of her favorite color in it. Bob has a paint can and puts 1.5 liters of his favorite color in it. A shared color is chosen and both parties add 1.1 liters of the shared color to their paint can. The paint cans are exchanged and both parties add their original favorite colors in the same quantity to the other person’s paint can. Both paint cans now have the same color: 1 liter of Tammy’s color plus 1.1 liters of the shared color plus 1.5 liters of Bob’s color. For a detailed description of the Difﬁe-Hellman key exchange, see RFC 2412. Figure 18-3



Simplified Diagram of the Diffie-Hellman Exchange Tammy s Paint Can



Bob s Paint Can Step 1: Tammy chooses her secret color and adds 1 liter of that color to her paint can. Bob chooses his secret color and adds 1.5 liters of that color to his paint can.



Tammy s Paint Can



Bob s Paint Can Step 2: A shared secret color is chosen and both Tammy and Bob add 1.1 liters of that shared color to their can.



Tammy s Paint Can (Originally Bob s)



Bob s Paint Can (Originally Tammy s) Step 3: The paint cans are exchanged. Tammy adds her original secret color to Bob s paint can. Bob adds his original color to Tammy s paint can. They now have identical paint cans. 1 liter of red, 1.1 liters of green, and 1.5 liters of blue.
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Current Cisco IOS software supports a Difﬁe-Hellman key size of 768 bits or 1024 bits. Larger key sizes are being added in future revisions of Cisco IOS code.



IPSec Overview IPSec was designed to work at Layers 3 and 4 of the OSI model. With the different options that IPSec offers, you can authenticate, check for data integrity, and encrypt the payload portion of an IP packet. IPSec’s main goals are data conﬁdentiality, data integrity, and origin authentication between a pair of gateways, pair of hosts, or a host and its gateway. Optionally, if the receiver checks for antireplay, IPSec will also provide replay protection services. There are two primary protocols in the IPSec standard: protocol 51 is Authentication Header (AH) and protocol 50 is Encapsulating Security Protocol (ESP). The next few sections will help describe what makes up the IPSec protocol suite.



Authentication Header AH is used to provide data integrity and authentication. It does not provide any form of encryption to the payload of the packet. AH uses a keyed one-way hash function (also called an HMAC) such as MD5 or SHA-1 to guarantee the integrity and origin of the packet. Optionally, it can provide antireplay protection. When you use the AH functionality, the entire IP packet is put through a one-way hash function. This includes the IP header, which could lead to problems. Any ﬁeld that changes in transit, such as the TTL ﬁeld, must be zeroized to give a “standard header” so that both sides will be able to use it as a standard input in the one-way hash function. The hash output is used to create a new AH header for the packet, and the new packet can now be transmitted (see Figure 18-4). Figure 18-4



Creation of an AH Header Original IP Datagram IP Header



Other Headers and Payloads



HMAC Algorithm (Such as MD5) IP Header



AH



Other Headers and Payloads



Authenticated IP Datagram



Secret Session Key
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Encapsulating Security Payload ESP is primarily used to provide payload encryption. With the current revisions of the RFC for ESP, it also includes the ability to provide authentication and integrity. Because ESP can do all the services needed in a secure VPN network (including optional AHs services), most implementations do not include any AH options. When the IPSec standard was created, its developers took into account the need for increased security. Therefore, IPSec can use different algorithms for payload encryption, such as DES to give you 56-bit encryption or 3DES to give you 168-bit encryption. As the need for stronger payload encryption arises, the standard will allow vendors to implement other algorithms.



Tunnel Mode Versus Transport Mode Both ESP and AH can operate in two different modes (see Figures 18-5 and 18-6): tunnel mode (default for Cisco) or transport mode. In tunnel mode, the original packet is put through the ESP and/or AH options and then a new IP header is created for the new packet, which is a combination of the original packet plus ESP and/or AH information plus a new IP header. In transport mode, the original packet is put through the ESP and/or AH options and then the original IP header is reused with the packet, which would be the original packet plus added information from ESP and/or AH. Figure 18-5



AH Header in Tunnel or Transport Mode AH in Transport Mode IP HDR



DATA



Authenticated Header and Data IP HDR



AH HDR



DATA



AH in Tunnel Mode DATA



IP HDR Tunnel HDR



Everything is Authenticated New IP HDR



AH HDR



IP HDR



DATA
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ESP Header in Tunnel or Transport Mode ESP in Transport Mode IP HDR



Data



Encrypted Data IP HDR



ESP HDR



Encrypted Data



ESP



ESP in Tunnel Mode IP HDR



Data



Tunnel HDR



Everything is Optionally Authenticated New IP HDR



ESP HDR



Encrypted Original IP Header and Data



ESP



If a packet is sent in transport mode, the current IP header has been used in the hashing algorithm and therefore cannot be changed from sender to receiver. If the packet goes through any device that performs something such as NAT or PAT, then a portion of the current IP header is changed and you will never have the same hash output, because you have different inputs at the sender and receiver ends. Therefore, the packet will never be validated at the receiving end. Transport mode should be used only if you have control of the network from end to end and can guarantee that no IP packet header manipulation will take place. When in tunnel mode, a new IP header is used from gateway device to gateway device and the original packet is tunneled inside. Once the receiving end receives the packet, it pops off the new header and runs the decryption and hashing with the original header; therefore, the new tunnel header can get manipulated throughout the network without affecting the tunneled payload.



Security Associations To this point, you have looked at some of the different pieces that make up the IPSec protocol suite. When you make an IPSec connection between different devices, there are many parts that have to be looked after such as what type of encryption you will be using, checking for authentication and
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integrity, how long do your keys last, and many other options. Before an IPSec tunnel can be created, all of these parameters must be negotiated and kept track of. In every VPN device, you need to have some form of a security policy database (SPD). This information is referred to as a Security Association (SA). An SA is a single connection and all the parameters associated with it that are agreed upon by the two devices participating in the exchange. Each SA is unidirectional, so you will always have at least two SAs in your SPD: one SA from device A to device B and the reciprocal SA from device B to device A. It is quite possible to have more than one peer in a VPN network, such as a VPN concentrator at the head ofﬁce and many clients traveling the world, so you also need to identify each individual SA so that its speciﬁc characteristics are veriﬁed for each packet. Each SA gets a unique 32-bit Security Parameter Index number that is sent in every packet pertaining to the speciﬁc SA. The SA is made up of the SA database and the SPD and keeps track of general information such as the following: ■



Source IP address



■



Destination IP address



■



IPSec protocols used



■



SPI number



■



Encryption and authentication algorithms



■



Key lifetime (sets the amount of time and/or byte count that a key is valid for; the longer the time, the more vulnerable your data is)



Internet Key Exchange Internet Key Exchange (IKE) is used to establish all the information needed for a VPN tunnel. Within IKE, you negotiate your security policies, establish your SAs, and create and exchange your keys that will be used by other algorithms such as DES. IKE is broken down into two phases, described next. Phase One of IKE Phase one is used to negotiate policy sets, authenticate peers, and create a secure channel between peers.
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A standard policy set would look like the information in Table 18-2. Table 18-2



Policy Set in Phase One Parameter



Strong



Stronger



Encryption algorithm



DES



3DES



Hash algorithm



MD5



SHA-1



Authentication method



Preshared



RSA signatures



Key exchange



Difﬁe-Hellman group 1



Difﬁe-Hellman group 2



IKE SA lifetime



86,400 seconds



less than 86,400 seconds



IKE phase one can happen in one of two modes, main mode or aggressive mode. The major difference is that in main mode, three different and distinct exchanges take place to add to the security of the tunnel, whereas in aggressive mode everything is sent in a single exchange. Phase Two of IKE IKE phase two is used to negotiate the IPSec security parameters (such as the IPSec transform sets), establish SAs, and optionally perform additional Difﬁe-Hellman exchanges. IKE phase two has only one mode, called quick mode, which happens only after IKE phase one has completed.



Preparing for IKE and IPSec There are ﬁve basic steps to setting up an IPSec tunnel: Step 1



Deﬁne interesting trafﬁc that should be protected.



Step 2



Perform IKE phase 1—negotiate the security policy, etc.



Step 3



Perform IKE phase 2—negotiate SAs, etc.



Step 4



Transfer data—encrypt interesting trafﬁc and send it to peer devices.



Step 5



Tear down the tunnel.



If you are considering running IPSec on some of your network devices, it is strongly recommended that you plan your implementation thoroughly before you proceed. Here are some of the questions you will need to answer: ■



Do my current access lists applied to my interfaces allow ESP, AH, and IKE to terminate on the router?



■



What interesting trafﬁc needs to be encrypted?
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■



What IKE phase one policies can I support?



■



What IKE phase two policies will be implemented?



■



Does the network route properly before I add encryption services? (Can I ping?)



Setting Up IKE Once you have gathered the background information, you are ready to conﬁgure IKE on your routers. Here are the basic steps: Step 1



Enable or disable IKE.



Step 2



Create IKE policies.



Step 3



Conﬁgure your ISAKMP identity.



Step 4



Conﬁgure preshared keys.



Step 5



Verify the IKE conﬁguration.



By default, IKE is enabled in Cisco IOS software. If it was turned off manually, then you need to enable it. This can be done as a global conﬁguration command: crypto isakmp enable R1(config)#c



You then create your isakmp policies. The lower the number of the policy, the more preferred it is. You might have many policies on one device because each remote peer could have a different security proﬁle created. For example, your R&D lab would probably have high security settings applied, such as 3DES for payload encryption and SHA-1 for authentication and integrity. A shipping ofﬁce might only have MD5 authentication and integrity checking turned on and no payload encryption, because it may not matter whether your competitors know how many items you are shipping. These are the router commands to create a policy: crypto isakmp policy {policy number} R1(config)#c



You are now in an isakmp subconﬁguration mode and you can apply all options for your phase one IKE policy: R1(config-iskamp)#



Your options for an isakmp policy are shown in Table 18-3.
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Options for an isakmp Policy



Table 18-3



Option



Value (one choice from each section)



Peer authentication



Preshare, RSA nonces, or RSA signatures



Encryption algorithm



DES or 3DES



Integrity and authentication algorithm



SHA-1 or MD5



Key exchange parameters



Group 1 or group 2



Lifetime



Time in seconds



Next, you need to conﬁgure your identity for use when authenticating peers during IKE phase one. Decide whether you want to use IP addresses or host names and use them consistently throughout your entire network conﬁgurations. CAUTION If you use host names and your DNS fails to resolve the host name, your tunnels may fail! You have two options to overcome this: 1. Use the actual IP addresses of all devices. 2. Create a local hosts table and assign a local IP to name resolution.



Here is the router command to set the identity of the router in a VPN scenario: crypto isakmp identity {address | hostname} R1(config)#c



After you have set your crypto identity, you must specify preshared keys if this is the option you have chosen in your security policy. Here is the router command to set the key to be used with a speciﬁc VPN peer: crypto isakmp key {key} address {ip address} R1(config)#c



or crypto isakmp key {key} hostname {name} R1(config)#c



Now that you have conﬁgured the IKE parameters, you should double-check your conﬁguration. Here is the router command to display all isakmp policies or a speciﬁc one: show crypto isakmp policy {policy number} R1#s
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Setting Up IPSec After you have IKE conﬁgured, you only have to worry about what trafﬁc you are sending across the VPN tunnel and how it is protected. The three basic steps for conﬁguring IPSec are as follows: Step 1



Conﬁgure the transform sets to be used.



Step 2



Conﬁgure the global IPSec SA lifetimes (optional).



Step 3



Create your crypto access lists to specify interesting trafﬁc.



After you complete those basic steps, you need to tie the whole conﬁguration together with a crypto map and then apply it to the appropriate interface.



Creating Transform Sets The transform set deﬁnes the type of authentication, integrity, and payload encryption you will be using for your VPN tunnel. Depending on your security policy, you can choose what type of algorithms will be applied to the data for a speciﬁc connection. You could choose just authentication and integrity by selecting only AH, or you could choose payload encryption, authentication, and integrity by selecting two ESP options, or you could have the strongest security by adding AH and ESP options. When you create your transform sets, you have the options that are outlined in Table 18-4. Table 18-4



Options Available to Create a Transform Set for the VPN Tunnel



Transform Type Allowed Transform Options



AH Transform (Pick up to one)



ESP Encryption Transform (Pick up to one)



ESP Authentication Transform (Pick up to one)



ah-md5-hmac



esp-des



esp-md5-hmac



ah-sha-hmac



esp-3des



esp-sha-hmac



esp-null



Here is the router command to create an IPSec transform set: crypto ipsec transform-set {transform-set-name} {transform1} [transform2 R1(config)#c [transform3]]



Specifying SA Lifetimes The next step, which is optional, is to specify a global SA lifetime that will be used by every crypto map that you do not speciﬁcally enter these values for.
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Here is the router command to set a security lifetime in seconds or kilobytes: crypto ipsec security-association lifetime {s seconds seconds | kilobytes R1(config)#c kilobytes}



Specifying Crypto Access Lists At this point, you have conﬁgured how all of the trafﬁc will be encrypted and transported and what your peers will use as session keys. All that is left is to specify “interesting trafﬁc” to be encrypted by your tunnel. This is done by using extended access lists. The crypto access list does not “permit” or “deny” trafﬁc as a normal access list does; it is to deﬁne what is encrypted “permit” or not encrypted “denied” in your VPN tunnel. All trafﬁc still ﬂows from device to device unless a different access list is applied with the access-group command on an interface. The crypto access lists must be mirror images of each other. For example, if router A encrypts all TCP trafﬁc to router B, router B must encrypt all TCP trafﬁc back to router A. Here is the router command to create an “interesting trafﬁc” access list: R1(config)# access-list {access-list-number} permit {protocol} {source-address} {wildcard-mask}[port] {destination-address} {wildcard-mask} [port]



Here is an example of it in use: access-list 101 permit tcp 10.1.1.0 0.0.0.255 10.2.2.0 0.0.0.255 R1(config)#a



Crypto Maps Now that you have all the required information to create your VPN tunnel, you need to pull everything together and apply it to an interface. You use a crypto map to do this. The crypto map speciﬁes: ■



The trafﬁc protected (crypto access list)



■



Where the IPSec trafﬁc should be sent (peer statement)



■



The IPSec transform set used (transform-set)



■



Use of manual or IKE exchanged keys, etc. (stated in the crypto map type)



■



The Security Association lifetime (optional)



There are a few types of crypto map statements. For this exam, we cover an ipsec-isakmp crypto map for automatic key exchanges. There are other crypto maps if you want to do key exchanges manually or to a dynamic client, etc. Refer to the article, “IPSec (IP Security Protocol)” at Cisco.com for more detailed information on the types of crypto maps available.
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Here is the router command to create a crypto map: crypto map {map-name} {seq-num} {i ipsec-isakmp } R1(config)#c



Here is an example of it in use: crypto map to-branch-office 10 ipsec-isakmp R1(config)#c



This takes you into a crypto map subconﬁguration mode, in which you can enter the speciﬁcs pertaining to this crypto map: match address {access-list-number} R1(config-crypto-map)#m set peer {ip-address | hostname} R1(config-crypto-map)#s set transform-set name R1(config-crypto-map)#s set pfs {group1 | group2} R1(config-crypto-map)#s set security-association lifetime R1(config-crypto-map)#s



After you have speciﬁed all the needed information in your crypto map, you need to apply it to the outgoing interface. If you have multiple remote sites, you can apply only one crypto map per interface. Therefore, you must make a single crypto map with different sequence numbers. Here are the router commands to create a multisite VPN connection: crypto map multi-site 10 ipsec-isakmp R1(config)#c set peer address-for-site1 R1(config-crypto-map)#s crypto map multi-site 20 ipsec-isakmp R1(config)#c set peer address-for-site2 R1(config-crypto-map)#s



You can then apply the crypto map to the speciﬁc interface. Here are the router commands to apply the crypto map to an interface: interface ethernet 1/1 R1(config)#i crypto map multi-site R1(config-if)#c



Testing and Verifying Configuration Once you have ﬁnished your conﬁguration, it is extremely important to test and verify that the proper information is being encrypted and transmitted. Some of the common troubleshooting commands are described next. The show crypto isakmp policy command shows you all the conﬁgured policies that you will try to negotiate and then the default policy settings at the end. TIP Always organize your policies from most secure to least secure. Assign your most secure policy the lowest policy value, because any device trying to connect will match on the ﬁrst possible policy.
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The show crypto ipsec transform-set command shows you every transform set that you have created on the router. The show crypto ipsec sa command shows you the settings used by current security associations. The show crypto map command shows you all the crypto maps conﬁgured on the router so that you can see what transform sets, peer devices, and crypto access lists are used. Every IPSec packet processed by the router will generate output with the debug crypto ipsec command. When you are having problems with SA establishment and peer authentication, the debug crypto isakmp command can be very helpful, because it shows you information about every packet dealing with IKE phase one or two.
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Foundation Summary This section is a collection of information that provides a convenient review of many key concepts in this chapter. If you are already comfortable with the topics in this chapter, this summary can help you recall a few details. If you just read this chapter, this review should help solidify some key facts. If you are doing your ﬁnal preparation before the exam, these tables and ﬁgures are a convenient way to review the day before the exam. This chapter covered the basic conﬁguration of a site-to-site VPN router conﬁguration. This is a very popular implementation because anyone who currently has remote ofﬁces can quickly bring up a VPN tunnel and remove the cost of expensive, dedicated WAN links. The important things to remember when creating a VPN connection are as follows: ■



An IPSec tunnel will not work if routing is not functioning properly. Test your connection between the two devices with a ping.



■



An IPSec session must be able to terminate on the router, so any inbound access lists must be modiﬁed to allow for the appropriate IPSec protocols to enter the router. Examine the following code: access-list 101 permit udp host 1.1.1.1 eq isakmp host 2.2.2.2 eq isakmp R1 (config)#a access-list 101 permit esp host 1.1.1.1 host 2.2.2.2 R1 (config)#a access-list 101 permit ah host 1.1.1.1 host 2.2.2.2 R1 (config)#a



■



ISAKMP is enabled on all interfaces by default. If it has been explicitly turned off, you need to re-enable it on the speciﬁc interface or globally on the entire router. These commands enable IKE/ISAKMP on the router: R1(config)# crypto isakmp enable R1(config)# crypto isakmp identity address



■



You must create an identical ISAKMP policy on both devices, using the following: R1(config)# crypto R1(config-isakmp)# R1(config-isakmp)# R1(config-isakmp)# rP(config-isakmp)# rP(config-isakmp)#



■



isakmp policy 110 authentication pre-share group 1 encryption 3des hash md5 lifetime 86400



You must assign the preshared key to the peer device, using the following: R1(config)# crypto isakmp key THEKEY address 2.2.2.2



■



You must decide on the transform set parameters and the tunnel mode. (Refer to Table 18-4 for the options in the transform set.) R1(config)# crypto ipsec transform-set ESPDESONLYEXAMPLE esp-des R1(cfg-crypto-trans)# mode tunnel



■



You must deﬁne the interesting trafﬁc to encrypt, using the following: R1(config)# access-list 100 permit ip 10.1.0.0 0.0.0.255 10.2.0.0 0.0.0.255
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After you have conﬁgured all the options, you must pull all the pieces together in a crypto map statement and apply it to the outgoing interface: R1(config)# crypto map DEVICE2DEVICE 10 ipsec-isakmp R1(config-crypto-map)# match address 100 R1(config-crypto-map)# set transform-set ESPDESONLYEXAMPLE R1(config-crypto-map)# set peer 2.2.2.2 R1(config)# interface Ethernet 0/0 R1(config-if)# crypto map DEVICE2DEVICE



After your conﬁguration is complete, be sure to double-check to ensure your important data is truly being encrypted.
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Q&A The questions and scenarios in this book are more difﬁcult than what you will experience on the actual exam. The questions do not attempt to cover more breadth or depth than the exam, but they are designed to make sure that you know the answer. Rather than enabling you to derive the answer from clues hidden inside the question itself, the questions challenge your understanding and recall of the subject. Hopefully, mastering these questions will help you limit the number of exam questions on which you narrow your choices to two options and then guess. The answers to these questions can be found in Appendix A. 1.



What options (and how many) would be used in a very strong transform set?



2.



What are three common things provided by a VPN network?



3.



Who could use a VPN solution?



4.



What is a common trade-off in VPN networks?



5.



What is the primary motivation for the use of IPSec?



6.



Why should you order your isakmp policies from strongest to weakest?



7.



When creating a hub-and-spoke VPN network topology, how do you conﬁgure the hub device to distinguish different trafﬁc to be sent to different peers when you can apply only one crypto map per interface?
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Answers to the “Do I Know This Already?” Quizzes and Q&A Sections Chapter 1 “Do I Know This Already?” Quiz 1.



Who is usually considered to be using remote access? Answer: d



2.



What are some common considerations for remote access usage? Answer: e



3.



What are the two main categories for Cisco’s product lineup? Answers: a, c



4.



Where does the Cisco 800 Series router ﬁt into the product lineup? Answers: a, b



5.



Where does the Cisco 2600 Series router ﬁt into the product lineup? Answers: b, c



6.



Where does the PIX 501 Firewall ﬁt into the product lineup? Answers: a, d



7.



What is the most common dedicated WAN connection? Answer: e



8.



What is the typical maximum speed of an asynchronous dialup connection? Answer: d



A
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9.



What are three emerging WAN technologies? Answers: b, c, d



10.



What are typical network growth estimates at a head ofﬁce site? Answer: e



11.



To save costs, ﬁxed-conﬁguration devices are used at the branch-ofﬁce level. Answer: a



12.



At home ofﬁce or small ofﬁce sites, what is the predominant deciding factor when choosing the connection type? Answer: c



13.



What is the default interface queuing option on serial interfaces? Answer: b



14.



What is a common problem with Priority Queuing? Answer: d



15.



How many user-deﬁnable queues are available with Custom Queuing? Answer: d



Q&A 1.



What are some of the considerations for remote access networks? Answer: Common considerations are availability of the desired technology, the monthly recurring cost versus the bandwidth available, reliability, and the need for backup. All of these are common considerations, but cost versus speed is the primary deciding factor.



2.



Why are modular chassis preferred over a ﬁxed conﬁguration? Answer: With a fixed-configuration device, you are forced to do a “forklift” upgrade, where you completely remove the old device and replace it with something that supports the new technology.
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What is the difference between trafﬁc shaping and trafﬁc policing? Answer: Traffic policing actually drops traffic above a certain rate, whereas traffic shaping simply limits the flow of traffic.



4.



How does Custom Queuing work? Answer: The administrator can configure up to 16 different queues and then specify how many bytes are sent from each. Each queue is serviced in a round-robin format.



5.



Why is queuing only put on links that spike to 100 percent utilization and not on every single link? Answer: If a link is at 100 percent utilization, queuing does not give you more bandwidth; the only solution is to increase the speed of the link. A link that never hits 100 percent utilization transfers all traffic all the time, so there is no need for queuing. Only links that spike to 100 percent utilization for short periods of time need queuing to smooth out the traffic.



6.



What advantages does using wireless WAN links offer the designer? Answer: Wireless networking overcomes the limitations of copper/fiber wires. Wireless is easy to deploy and you do not need to own the “right of way” between two points to connect the networks together.



Chapter 2 “Do I Know This Already?” Quiz 1.



Which of the following best describes some telecommunications parameters for a central ofﬁce? Answer: b. Redundancy is normally required at a central site, because being off line is costly and not optional.



2.



Which of the following link connection speeds is considered appropriate for a remote ofﬁce? Answer: d. With 100 users, a smaller connection would be inadequate. And a large connection with too few users is expensive.
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3.



Which of the following terms describes whether a service provider is capable of providing a service in your area? Answer: c. Availability defines whether a service or connection option is offered by any local carrier.



4.



How does QoS affect the ﬂow of packets? Answer: a. QoS is where the administrator defines which traffic gets to leave the router first.



5.



Which connection option guarantees consistent bandwidth availability all the time? Answer: b. A leased line offers a steady amount of bandwidth all the time. Even Frame Relay with a high CIR cannot guarantee traffic flow through the cloud.



6.



What is the maximum speed of an ISDN BRI connection? Answer: b. An ISDN BRI connection has a maximum of two bearer channels, which is 2 × 64 kbps, or 128 kbps.



7.



Which of the following WAN connection methods establishes connections with an ISP instead of with another site? Answer: d. DSL, like a cable modem, offers a connection directly to an ISP, and not to any specific destination.



8.



What type of VPN link creates a tunnel between a PC and a router? Answer: b. A VPN client is used to create an encrypted tunnel from a PC to a remote site (router, firewall, or VPN concentrator).



Q&A 1.



Which type of site has the most diverse forms of WAN connections? Answer: A central office needs to be able to terminate any type of connection from any ROBO or SOHO.



2.



How is redundancy deﬁned? Answer: Redundancy is the ability to have a secondary connection to another site. Redundancy may also involve the duplication of equipment and services to ensure that connectivity is not disrupted.
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What is the most important selection criteria at a SOHO? Answer: Cost is often the primary consideration at a SOHO.



4.



Which design selection criteria adds cost yet reduces throughput? Answer: Security, such as access lists and encryption, increases cost due to additional equipment and configuration, but also reduces throughput because packets must now survive access list and/or be encrypted.



5.



How many leased-line circuits can terminate on one router serial port? Answer: A leased line has a single circuit to a single destination.



6.



The term “packet switching” describes which WAN access method? Answer: Frame Relay is a form of packet switching.



7.



Which WAN access methods actually place phone calls from one location to another? Answer: ISDN is a digital calling option. Also, asynchronous dialup uses normal analog phone lines to place a call to a remote location.



8.



Why is encryption important for a SOHO? Answer: Encryption (VPN tunnels) is a way to ensure that if the data falls into the wrong hands, it cannot be read, played back, or modified.



9.



What is a host-to-host VPN? Answer: A host-to-host VPN is a VPN in which the routers/firewalls encrypt only specific streams of data between sites.



10.



What type of connection technologies are more likely to require VPNs? Answer: A cable modem and DSL are permanent connections to an ISP, and thus a secure connection to a remote office or central office is needed.



Chapter 3 “Do I Know This Already?” Quiz 1.



Which of the following routers is best used as a central-site router? Answer: d. 7206 has the CPU and slots available for many terminations.
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2.



Which of the following routers best serves as a small ofﬁce or home ofﬁce (SOHO) router for telecommuters? Answer: a. The 804 is a good SOHO router, with a four-port Ethernet hub and an ISDN WAN connection.



3.



Which Cisco 800 Series router has a built-in DSL port? Answer: d. The 827 is the only 800 series router that is DSL-ready.



4.



Which of the following Cisco SOHO/ROBO routers can use one or more WIC modules and has at least one network module (select 2)? Answers: b and e. The 3620 has two network modules that can accept WIC modules, and the 2621 can accept two WIC modules and one network module.



5.



What type of port on a Cisco router is used to connect to a Frame Relay provider? Answer: b. A serial port is used for both Frame Relay and leased-line connections.



6.



Which of the following WAN connection types use an Ethernet port to connect to the provider (select 2)? Answers: c and e. DSL uses an Ethernet port of a router to connect to the WAN provider. It could also use an integrated DSL interface on some routers. Cable modems use an Ethernet port of a router to connect to the WAN provider. They could also use an integrated F-connector interface on some routers.



7.



Which of the following connection technologies use an RJ-45 port for connectivity (select 2)? Answers: b and d.



8.



What does the DTR indicator on a serial interface mean? Answer: b.



9.



When looking at the show interfaces display for a serial interface, which of the following conditions would cause the interface to be up/down? Answer: c. On a serial interface, up/down could be caused by a mismatched encapsulation, a missing clock rate, or an overclocked DCE.
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Which Cisco IOS command is used to verify the encapsulation type on any interface? Answer: b. The Cisco IOS command show interfaces displays many interface parameters, including the encapsulation type.



Q&A 1.



At a central site where LAN and WAN access and hundreds of dialup ports are required, which type of routers works best? Answer: A 5400 offers hundreds of dialup ports, as well as both LAN and WAN access.



2.



Which central-site router comes with 2 10/100-Mbps auto-sensing Ethernet ports built into the chassis? Answer: The 3662 has two built-in 10/100-Mbps Ethernet ports.



3.



If a 3640 router is procured for use at a central site, but no modules are initially purchased, how can the router be used? Answer: The only ports that a 3640 comes with are the console and auxiliary interfaces. The router does not have any network connectivity by default.



4.



Which SOHO router can be rack-mounted? Answer: The 1760 is the only 1700 Series router that can be rack-mounted. All other 800s and 1700s need shelves to sit on.



5.



How many serial ports are needed on a ROBO router that uses Frame Relay to connect to three other locations, including the central ofﬁce? Answer: Frame Relay uses only one port to connect to multiple remote locations, each on a unique virtual circuit.



6.



How many serial ports are needed on a central-ofﬁce router that uses Frame Relay to connect to three other locations? Answer: Regardless of which site it is, Frame Relay uses only one port to connect to multiple remote locations, each on a unique virtual circuit.
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7.



The central ofﬁce has decided to get PPP links between itself and each of the ﬁve remote sites. The remote sites are each connected to the central site. How many serial ports are needed at the central site? Answer: Because point-to-point circuits have been selected, each circuit needs a serial port to terminate on. Thus, the central site needs five serial ports to talk to the five remote sites.



8.



How many ROBO and SOHO locations can a T1 PRI interface on a central router connect to simultaneously? Answer: A T1 PRI offers 23 B channels and thus can have 23 simultaneous 64-kbps connections.



9.



Which SOHO router can be used to directly terminate a DSL connection? Answer: The 827 SOHO router has a built-in ADSL interface.



10.



Which WAN connection methods use a serial port to connect to the provider? Answer: Both Frame Relay and leased lines (such as PPP and HDLC) use serial ports on Cisco routers.



11.



Which condition would cause an Ethernet interface to be up/down? Answer: A mispinned cable (bad cable) could lead to the interface being physically up, but logically down.



12.



Which conditions would cause a serial interface to be up/down? Answer: A variety of issues could cause a serial interface to be up/down. There could be a speed mismatch (speed too fast for the cable); an encapsulation mismatch; a missing clock rate; or a mispinned cable (bad cable).



13.



What type of connector and what pins are used for an ISDN BRI connection? Answer: ISDN BRI interfaces use the middle two pins (4 and 5) of an RJ-45 connector to connect to the telephone company.
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Chapter 4 “Do I Know This Already?” Quiz 1.



What pins are used for modem control? Answer: c



2.



What is the standard for DCE/DTE signaling? Answer: a



3.



In character mode using reverse Telnet, what is the command to connect to the ﬁrst async port on a 2509 router that has a loopback interface of 192.168.1.1? Answer: b



4.



What port range is reserved for accessing an individual port using binary mode? Answer: c



5.



If a four-port serial (A/S) module is in the second slot (slot 1) on a 3640 router, what are the line numbers for each port? Answer: a



6.



What is the AUX port line number on a 3620 Series router? Answer: b



7.



On what interface would you apply the physical-layer async command? Answer: a



8.



In what conﬁguration mode must you be to conﬁgure the physical properties of an asynchronous interface? Answer: b



9.



When should modem autoconfigure discovery be used? Answer: a
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10.



Which of the following commands would you use to add an entry to a modemcap database called newmodem? Answer: b



11.



Which of the following is not a reason to use a chat script? Answer: d



12.



Which of the following would, by default, trigger a chat script to start? Answer: d



Q&A 1.



If the user wants to terminate a call, what pin does the DTE device drop to signal the modem? It drops the DTR signal pin.



2.



What must be done to terminate a reverse Telnet session with an attached modem? You must press Ctrl-Shift-6, press x, and then execute a disconnect command.



3.



Which interface is line 97 on a 3640 Series router? Line 97 corresponds to slot 3, line 1, which is written as S 2/1.



4.



When ﬂow control is enabled, which pins are used? The RTS and CTS pins are used.



5.



What is the AT command to return a router to its factory default settings? The AT&F command



6.



Which interface type provides clocking for a line? DCE provides clocking for a line.



7.



What command lists the transmit and receive speeds for the asynchronous ports on the router? show line



8.



On which pins does the DTE device send and receive? It transmits on pin 2 and receives on pin 3.
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What is the command to manually begin a chat script named remcon? The command is start-script remcon.



10.



With asynchronous communication, how many pins are used in a DB25 to transfer data and control the modem? Eight



11.



On what does the DTE device raise the voltage when it has buffer space available to receive from the DCE device? The RTS



12.



In most cases, when the DTE device is powered on, which pin is raised? The DTR pin



13.



With what type of bits do most modem consoles operate? Most modem consoles operate using eight data bits, zero parity bits, and one stop bit.



14.



To conﬁgure a modem (the DCE) from a router (the DTE), what parameters must you set up for the connection? To configure the modem (the DCE) from the router (the DTE), you must set up the logical and physical parameters for the connection.



Chapter 5 “Do I Know This Already?” Quiz 1.



Where is PPP typically deployed? Answers: a, c, d



2.



What is the difference between interactive and dedicated asynchronous implementations? Answer: b



3.



Which RFC deals with assigned numbers and protocol types? Answer: b
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4.



Which command assigns a preassigned IP address to an async dialup user? Answer: b



5.



Which two are supported authentication types with PPP on Cisco routers? Answers: b, c



6.



Which PPP option is typically used to provide billing consolidation by entities with dialup users? Answer: b



7.



Which PPP option is typically used on low-speed WAN links in an effort to improve throughput? Answer: a



8.



What encryption algorithm is used in CHAP authentication? Answer: b



Q&A 1.



List the two major components of the PPP architecture. Answer: LCP and NCP



2.



For what reason is it unnecessary to utilize any sort of protocol map commands on a PPP interface? Answer: PPP is point-to-point. No mappings are necessary because there is no other possible endpoint that could be utilized.



3.



List the available PPP LCP options. Answer: Authentication, Callback, Compression, Multilink



4.



If the authentication methodologies on opposite sides of a single link are not conﬁgured, what will happen? Answer: The connection attempt will fail.
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What command should be issued on a remote access router to keep dialup users from being able to access the user mode prompt? Answer: async mode dedicated



6.



What encryption algorithm is used in CHAP authentication? Answer: MD5



7.



What encryption algorithm is used in PAP authentication? Answer: None



8.



What is one potential security danger in using PAP authentication? Answer: Playback attack



9.



What happens in the event of a CHAP authentication failure? Answer: If the authentication fails, a CHAP failure packet is constructed. It contains a CHAP failure message type and the ID from the response packet. Indication of success or failure is then sent to the calling party.



10.



What protocols can traverse a PPP link, and how are they differentiated? Answer: Any protocol can traverse a PPP link. There is a 2-byte field in the header that indicates the protocol encapsulated in the payload section of the frame. The most up-todate values of the Protocol field are specified in the most recent Assigned Numbers RFC. At press time, this was RFC 1700. For more information, see www.isi.edu/in-notes/ rfc1700.txt.



Chapter 6 “Do I Know This Already?” Quiz 1.



What is the function of LCP (select 2)? Answers: b, d



2.



Which are PPP LCP negotiable options? Answer: e
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3.



If there is a mismatch in the LCP negotiation, what will happen to the connection? Answer: b



4.



In PPP Callback implementations, which router is in charge of the authentication challenge and the disconnect of the initial call? Answer: a



5.



Which LCP option is used to add additional bandwidth to a link capacity as needed and available? Answer: d



6.



What command shows the status of individual B channels at any given time? Answer: b



7.



What command enables the real-time viewing of CHAP communications? Answer: d



8.



What command enables the real-time viewing of dial events? Answer: a



Q&A 1.



List at least three protocols that can traverse a PPP link. Answer: IP, IPX, AppleTalk



2.



What is the function of the PPP LCP? Answer: The PPP LCP provides a method of establishing, configuring, maintaining, and terminating the point-to-point connection.
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List the three LCP frame types and their functions. Answer: Link-establishment frames are used to establish and configure a link. Link-termination frames are used to terminate a link. Link-maintenance frames are used to manage and debug a link.



4.



List the four PPP LCP options. Answer: Authentication, Callback, Compression, and Multilink



5.



A PPP Callback router can perform one of two roles. List each and its function. Answer: PPP Callback routers can play two roles, that of the callback client and that of the callback server. The client router passes authentication (PAP or CHAP) information to the server router, which in turn analyzes dial string and host name information to determine whether callback is authorized.



6.



Where is compression most useful? Answer: Compression is most useful on slower-speed links.



7.



List the Cisco-supported compression algorithms. Answer: STAC, Predictor, MPPC, and TCP header compression



8.



If PPP Multilink is not enabled and the dialer load-threshold command is entered, will multiple channels be utilized if the threshold is reached? Why/Why not? Answer: Yes. The Cisco BOD algorithm will be utilized.



9.



If an ISDN call completes successfully and then suddenly disconnects, what is a likely problem? Answer: An ISDN call can complete and then suddenly disconnect if there is an LCP option mismatch such as authentication configured improperly or not at all on one side or the other.
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10.



If IP and AppleTalk are successfully traversing a PPP link while at the same time IPX transmissions fail, what is a possible cause? Answer: It is possible that IPX has not been properly configured on the remote end of the link, therefore it doesn’t traverse. PPP is obviously configured properly because the connection is up and other protocols traverse successfully.



Chapter 7 “Do I Know This Already?” Quiz 1.



Which are the two most common implementations of ISDN? Answers: a, d



2.



What type of information is carried over the D channel? Answer: d



3.



Which are the speciﬁcations that deﬁne Layer 2 and Layer 3 of ISDN? Answers: c, d



4.



When is it necessary to use dialer in-band in an ISDN BRI conﬁguration? Answer: d



5.



Which two state the difference between a router with a BRI S/T interface and one with a BRI U interface? Answers: a, d



6.



Which command deﬁnes only Telnet as interesting trafﬁc for DDR? Answer: b



7.



Which is the most common encapsulation in use on BRI interfaces? Answer: a



8.



An interface that has been conﬁgured not to send routing updates is known as what type of interface? Answer: d
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Q&A 1.



How is ISDN different from traditional POTS lines? Answer: ISDN replaces traditional analog POTS equipment and wiring schemes with higher-speed digital equipment. The transition from POTS to ISDN changes the way connections at the local loop area are processed.



2.



A single bearer channel provides how much bandwidth? Answer: 64,000 bps



3.



A D channel provides how much bandwidth? Answer: 16,000 bps



4.



A typical 2B+D implementation utilizes how much total bandwidth overall? Answer: 192,000 bps (128,000-bps B channel, 16,000-bps D channel, and 48,000-bps additional overhead).



5.



If a router has an interface labeled “BRI U,” is an external NT1 necessary to provide the proper connectivity? Answer: No. BRI U indicates the presence of an integrated NT1, whereas BRI S/T indicates the need for an external NT1.



6.



The dialer in-band command is necessary in what circumstance? Answer: The dialer in-band command is necessary in non-native ISDN implementations where the router does not have a BRI interface.



7.



If the isdn switch-type command is enter incorrectly, what steps are necessary to correct it? Answer: The correct switch type must be entered, the configuration saved, and the router reloaded.



8.



What command is used to verify the status of the ISDN layers and what will the output show for Layer 1 and Layer 2 if properly conﬁgured and connected to the CO switch? Answer: show isdn status is the command. It will show Layer 1 status activated and Layer 2 will show MULTIPLE_FRAME_ESTABLISHED. The Layer 2 output will also show the negotiated TEI(s).
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9.



What message is issued by the router to the ISDN switch to initiate a call? Answer: The router issues a setup message to the ISDN switch.



10.



What message is issued by the router to the ISDN switch to terminate a call? Answer: The router issues a RELEASED message to the ISDN switch.



Chapter 8 “Do I Know This Already?” Quiz 1.



If the command ppp multilink is not entered, what methodology for link aggregation will be utilized? Answer: a



2.



If you want to use Multilink PPP or Bandwidth on Demand to force the initialization of additional B channels as the utilization of the link(s) already in use reaches approximately 60 percent, which command should you use? Answer: c



3.



Which of the following is a standard for link aggregation? Answer: b



4.



Which of the following could be speciﬁed under a dialer map-class conﬁguration? Answer: a



5.



When using the command rotary-group 32, what is the dialer interface that will be utilized? Answer: d



6.



What is the minimum snapshot quiet period? Answer: c



7.



Which command will designate the use of a two-hour quiet period on a snapshot routing server? Answer: b
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Which command will force the quiet timer to zero and begin the routing update process in snapshot routing? Answer: b



Q&A 1.



The load of a link is measured on what scale? Answer: 1–255



2.



Multilink PPP serves what function? Answer: Multilink PPP is a specification that enables the bandwidth aggregation of links into one logical pipe. Its mission is comparable to that of Cisco’s BoD. More specifically, the Multilink PPP feature provides load-balancing functionality over multiple WAN links, while providing multivendor interoperability, packet fragmentation and proper sequencing, and load calculation on both inbound and outbound traffic.



3.



What command can be issued to view the current load of interface Serial 0? Answer: show interfaces serial 0



4.



What is the principle beneﬁt of dialer proﬁles? Answer: Dialer profiles allow the configuration of logical interfaces separate from the actual physical interfaces that receive or make calls. The separation of the physical and logical interfaces allows multiple physical interfaces to be shared by multiple dialer profile configurations. The logical definition of the differing interfaces can be bound dynamically to one or more physical interfaces on a per-call basis.



5.



In the absence of a dialer map statement, what can be used to deﬁne the phone number of the remote side of an ISDN link? Answer: The dialer string command
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6.



What commands would be entered to bind interfaces Bri 0, Bri 1, and Bri 2 to a common logical interface numbered 24? In the code that is your answer, also assign the IP address of 10.1.1.1/16 to the logical interface. Answer: interface BRI0 dialer pool 24 ! interface BRI1 dialer pool 24 ! interface BRI2 dialer pool 24 ! interface Dialer24 ip address 10.1.1.1 255.255.0.0



7.



What is the purpose of a rotary group and how does it differ from a dialer pool conﬁguration? Answer: ISDN rotary groups are similar to dialer pools. One primary difference, however, is the lack of map class capabilities in rotary groups. The basic concept involves associating multiple physical interfaces with a single logical interface. When a call is placed, the member physical interfaces are scanned and the first available B channel is initialized. According to the needs of the traffic flow, and the capabilities of the remote side, additional B channels can be initialized, provided that there are available channels. The initialization of additional channels also assumes the presence of a Multilink PPP or Cisco BoD configuration.
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What are the two roles a router can fulﬁll in snapshot routing? Answer: Snapshot server or snapshot client



9.



What are the periods in which a routing table can be placed when utilizing snapshot routing? Answer: Quiet and active



10.



What is the minimum active period? Answer: 5 minutes



Chapter 9 “Do I Know This Already?” Quiz 1.



What information is required of the telco to implement PRI implementations? Answer: d



2.



Which are options available for T1 framing and line code conﬁguration? Answers: b, c, d



3.



Which command conﬁgures the router to forward all incoming voice calls to internal MICA technology modems? Answer: b



4.



Which command is useful in viewing the state of Layers 1, 2, and 3 of ISDN simultaneously? Answer: b



5.



Which lists the number of bearer channels for BRI, T1 PRI, and E1 PRI? Answer: b



6.



Which command details the reason for the call as well as the B channels in use at a given time? Answer: c



7.



Which command allows the real-time viewing of the connection phase of a PPP session? Answer: d
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8.



If a TEI is not properly negotiated, which command can be issued to view the message being exchanged between the router and switch at the appropriate layer? Answer: c



9.



If a call setup is not properly completing, which command can be issued to view the messages being exchanged between the router and switch at the appropriate layer? Answer: d
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HDLC



17 2.1 8.1 .2/ 24



24



1/ .1.



8



2.1



17



172.17.1.1/24 A 972-555-6789



172.16.1.1/24



ISDN Service Provider



172.17.1.2/24 B 972-678-5677



972-555-6788



972-678-5678



SPID1: 97255567890101



SPID1: 97267856770101



SPID2: 97255567880101



SPID2: 97267856780101



172.19.1.2/24



T1/E1 PRI



172.17.1.3/24



172.20.1.1/24



1.



List the conﬁguration commands necessary for router C to provide T1 PRI connectivity using B8ZS and ESF. Conﬁgure the appropriate IP addressing on interface S 0:23. It is not necessary to get into the PPP/DDR conﬁgurations. Answer: controller t1 0/0 AS5300C(config)#c pri-group timeslots 1-24 AS5300C(config-controller)#p framing esf AS5300C(config-controller)#f linecode b8zs AS5300C(config-controller)#l clock source line primary AS5300C(config-controller)#c ! isdn switch-type primary-ni AS5300C(config)#i interface serial 0/0:23 AS5300C(config)#i ip address 172.17.1.3 255.255.255.0 AS5300C(config-if)#i isdn incoming-voice modem AS5300C(config-if)#i
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2.



Now assume that router C is being implemented in an E1 environment using the default settings for framing and line code. Because there is only one option for framing (MultiFrame), it is not necessary to enter the command. Make the appropriate conﬁguration changes and list them in your answer. Answer: controller e1 0/0 AS5300C(config)#c pri-group timeslots 1-30 AS5300C(config-controller)#p linecode hdb3 AS5300C(config-controller)#l clock source line primary AS5300C(config-controller)#c ! isdn switch-type primary-ni AS5300C(config)#i interface serial 0/0:16 AS5300C(config)#i ip address 172.17.1.3 255.255.255.0 AS5300C(config-if)#i isdn incoming-voice modem AS5300C(config-if)#i



3.



Where is signaling information carried in T1 implementations? Answer: Signaling information is carried in the SF or ESF frame structure (i.e., in-band).



4.



Where is signaling information carried in E1 implementations? Answer: Signaling information is carried in a signaling-specific time slot (#16) and is considered out-of-band.



5.



What is the difference between SF and ESF? Answer: SF consists of 12 T1 frames and utilizes 8000-bps framing overhead. ESF consists of 24 T1 frames and utilizes 2000 bps for framing, 2000 bps for signaling, and 4000 bps for control functions. ESF is considered more desirable due to its management capabilities.



6.



To redirect calls to a MICA modem upon arrival at a NAS, what command can be issued on the NAS? Answer: isdn incoming-voice modem



7.



If an administrator were to feel the need to monitor call setup transactions, what command would be most useful? Answer: debug isdn q931



8.



To view the number of ISDN connections currently active in a router and the number of B channels in use, what command would be most useful? Answer: show dialer
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Chapter 10 ”Do I Know This Already?” Quiz 1.



Where is broadband typically implemented? Answer: a



2.



Broadband cable technologies are based on which speciﬁcation? Answer: d



3.



How is a DOCSIS conﬁguration ﬁle loaded onto a cable modem? Answer: d



4.



Which orbit scheme allows a satellite to remain over the same portion of Earth at all times? Answer: a



5.



What is the typical round-trip time for a single data packet from ground to satellite back to ground? Answer: c



6.



Wireless LAN technologies are based on which technical speciﬁcation? Answer: a



7.



Which 802.11 speciﬁcation is most widely deployed? Answer: b



8.



Which 802.11 speciﬁcations are interoperable? Answers: b, d



9.



Which two are wireless authentication options? Answers: a, b



Q&A 1.



Data over cable is deﬁned in what speciﬁcation? Answer: DOCSIS
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2.



What is the name of the organization that governs the cable speciﬁcation? Answer: CableLabs



3.



Which DOCSIS component resides in the head end? Answer: CMTS



4.



Which DOCSIS component is the CPE device? Answer: CM



5.



What are the bands for downstream and upstream transmissions over cable? Answer: 5–42 MHz upstream, 55–750 MHz downstream



6.



Satellite transmissions can reach what downstream speed during off-peak hours? Answer: 400 kbps



7.



What is the altitude necessary to reach geostationary orbit? Answer: 35,800 km



8.



What is the amount of time necessary to complete one orbit in a medium earth orbit? Answer: 6 hours



9.



What is the top transmission speed offered in an 802.11a WiFi deployment? Answer: 54 Mbps



10.



What is the top transmission speed offered in an 802.11b WiFi deployment? Answer: 11 Mbps



11.



What is the protocol designed to provide security for Wireless Access Point devices? Answer: WEP
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Chapter 11 ”Do I Know This Already?” Quiz 1.



What is the distance limitation of ADSL utilizing 24-AWG cable? Answer: c



2.



Into which two general categories can DSL be broken? Answers: c, d



3.



If running 1.5 Mbps over 26-AWG cable, what is the maximum allowable distance from the CO? Answer: b



4.



Which DSL modulation method is most prevalantly used today? Answer: b



5.



Which DSL modulation method utilizes a single channel for all downstream transmissions? Answer: a



6.



How many channels does DMT utilize for downstream transmission? Answer: b



7.



PPP authentication takes place after which of the following phases? Answer: b



8.



In a PPPoE call initiation, the two phases of the setup are what? Answers: a, c



9.



Which VCI is the ﬁrst available for use in ATM end-user conﬁgurations? Answer: c



10.



ATM cells use how large a payload per cell? Answer: d
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11.



The Cisco 827-4V differs from the Cisco 827H in that it: Answer: b



12.



A large percentage of DSL issues arise from the placement of what device? Answer: c



13.



Which command will show DSL connection negotiation in real time? Answer: b



Q&A 1.



What are three things that can adversely affect DSL signals? Answer: Loading coils, fiber-optic cables, bridge taps



2.



If 26-AWG cable is deployed to support a DSL order for 1.5 Mbps downstream, what is the distance limitation from the CO? Answer: 15,000 feet



3.



If 24-AWG cable is deployed to support a DSL order for 6 Mbps downstream, what is the distance limitation from the CO? Answer: 12,000 feet



4.



CAP modulation divides voice from upstream and downstream data transmission. List the ranges of frequency for each of the three trafﬁc types. Answer: Voice: 0–4 kHz; upstream data: 25–160 kHz; downstream data: 240 kHz to 1.5 MHz



5.



DMT modulation divides the signals into how many separate channels? Answer: 256



6.



If there is signal degradation or other quality impairments on the line, what will DMT do to correct the situation? Answer: DMT will relocate the signal to another channel.
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What are the two general categories of DSL implemenations and what is the basic difference between them? Answer: Asymmetric DSL utilizes mismatched download/upload transfer rates, and symmetric DSL utilizes matching download/upload transfer rates.



8.



What is the range of bandwidths available with ADSL offerings? Answer: 1.5 to 9 Mbps



9.



What is G.lite and what are its advantages? Answer: The G.lite standard was specifically developed to meet the “plug-and-play” requirements of the consumer market segment. G.lite is a medium-bandwidth version of ADSL that allows up to 1.5 Mbps downstream and up to 512 kbps upstream. G.lite allows voice and data to coexist on the wire without the use of splitters. G.lite is a globally standardized (ITU G.992.2) interoperable ADSL system. Typical telco implementations currently provide 1.5 Mbps downstream and 160 kbps upstream.



10.



In the establishment of a PPPoE session, what options are typically implemented to overcome the security issues brought about in a traditional bridged environment? Answer: PPP authentication in the form of PAP or CHAP



11.



In the PPP architecture, which portion of the protocol stack deals with link negotiation, packet size, and authentication? Answer: PPP LCP



12.



What is the purpose of the Discovery phase in PPPoE session initiation? Answer: Discovery serves to find the MAC address of the peering device (DSLAM) and obtain a SESSION_ID. It allows the CPE to find all DSLAMs available to it.



13.



During the Discovery phase, what is the address in the Destination MAC address ﬁeld of the PPPoE frame? Answer: The destination MAC is the broadcast address ff.ff.ff.ff.ff.ff.



14.



PPPoA uses what RFC to deﬁne operations for VC encapsulation? Answer: RFC 1483 (obsoleted by RFC 2364)



0848.book Page 480 Tuesday, October 14, 2003 11:27 AM



480 Answers to the “Do I Know This Already?” Quizzes and Q&A Sections



15.



List at least three features of a Cisco 827 router. Answer: ADSL router IOS driven Recommended for up to 20 users Business-class security with integrated Stateful Firewall and support for IPSec 3DES for VPNs Differentiated classes of service Mission-critical reliability PPPoE, PPPoA support NAT/PAT SNMP, Telnet, and Console conﬁguration access Can be shipped to customer premises preconﬁgured Include the Cisco Router Web Setup tool to allow setup by nontechnical personnel



16.



What are the two ﬂavors of 827 generally available? Answer: 827H and 827-4V



17.



A user has had DSL installed in his home. The DSL line trains to the advertised speeds and functions properly. The line is shared for voice and data. When the user lifts the handset, there is a great deal of static on the line. What is likely the cause of the static? Answer: The filter was either omitted or placed incorrectly. The filter should be placed between the wall jack and phone or fax.
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In the event that a show interface command is issued and shows the status of the interface as up, line protocol down, what is likely the issue? Answer: The interface is properly configured and trying to initialize. However, it is not receiving a proper signal from the carrier. Check the cabling between the router and demarc; if it is sound, contact the carrier for further troubleshooting.



Chapter 12 “Do I Know This Already?” Quiz 1.



Which of the following is a characteristic of Frame Relay? Answer: a



2.



What are the two ﬂavors of Frame Relay virtual circuits? Answers: b, c



3.



Frame Relay virtual circuits are logically deﬁned by a DLCI. What is the range of valid DLCIs for user trafﬁc? Answer: c



4.



The Frame Relay star topology is also known as what? Answer: b



5.



What is an advantage of a partial-mesh network? Answer: c



6.



Split horizon can cause reachability issues in Frame Relay networks. Which two ways allow you to deal with split horizon problems? Answers: b, d



7.



With what two different personalities can Frame Relay subinterfaces be created? Answers: a, b



8.



What mechanism is used to provide dynamic mapping of DLCIs? Answer: b
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9.



What command is issued to disable LMI trafﬁc on an interface? Answer: c



Q&A 1.



What are the two types of virtual circuits and what are the common attributes of each? Answer: Frame Relay VCs come in two flavors, permanent (PVCs) and switched (SVCs). PVCs are, just as the name implies, permanent, nailed-up circuits. They don’t tear down or reestablish dynamically. SVCs are just the opposite. With SVCs, a data connection is made only when there is traffic to send across the link. Frame Relay SVCs are established dynamically and can reroute around network failures.



2.



What is meant in the description of DLCIs as being locally significant? Answer: Locally significant means that the DLCI has meaning only on a single leg of a virtual circuit. The switch will assign a new DLCI for the next leg of the virtual circuit.



3.



Frame Relay devices fall into one of two possible roles. What are they? Answer: Data circuit-terminating equipment (DCE) or data terminal equipment (DTE)



4.



What are the three supported LMI types for Cisco routers? Answer: Cisco, ANSI (aka Annex D), and Q.933a (aka Annex A)



5.



If the lmi-type is not set on the Frame Relay interface, what will happen, by default? Answer: LMI will default to Cisco. Should it not be able to establish a conversation, LMI autosense will attempt to contact the switch via the other available lmi types.



6.



What are three typical Frame Relay topologies? Answer: Hub and spoke, partial mesh, full mesh



7.



In a fully meshed Frame Relay environment, how many circuits will be necessary to connect 40 routers? Answer: 435



8.



Which Frame Relay topology offers the lowest delay overall for trafﬁc that is traversing between remote sites? Answer: Full mesh
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How can issues regarding split horizon be avoided or remedied in a Frame Relay point-tomultipoint connection? Answer: Use subinterfaces or disable split horizon



10.



When creating a subinterface, what happens if the cast type is not speciﬁed? Answer: In Cisco IOS Software releases prior to 12.0, it would default to multipoint. As of Cisco IOS Software Release 12.0, the cast type is a required parameter.



11.



What is the function of Inverse ARP in a Frame Relay network? Answer: Inverse ARP serves to provide dynamic mapping of DLCIs on a router interface.



12.



If connecting to a non-Cisco device on the remote end, what command must be entered to make the two routers communicate? Answer: encapsulation frame-relay ietf



13.



What command would be used to map the next-hop address of 172.16.214.89 to the local DLCI set at 135? Answer: frame-relay map ip 172.16.214.89 135



14.



What keyword added to the command entered in the answer to question 13 will augment the functionality by allowing routing updates to traverse the link? Restate the command to allow routing updates. Answer: The keyword is broadcast. The command is frame-relay map ip 172.16.214.89 135 broadcast.



15.



Which command will allow the viewing of a PVC with the DLCI 135? Answer: show frame-relay pvc 135



16.



Which command will allow the viewing of the real-time conversation between the router and the Frame Relay switch? Answer: debug frame-relay lmi
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17.



In the output of the command debug frame-relay lmi, which pieces of output are the most important in ensuring that the link is functional? Answer: It is important to see inbound and outbound activity. Status and StEnq messages show myseq and yourseen values greater than 0, along with DTE up. In the event that the link was malfunctioning, DTE status will change status repeatedly from up to down and back again. Also, the myseq value will increment while the yourseen value will remain at 0.



Chapter 13 “Do I Know This Already?” Quiz 1.



In Frame Relay trafﬁc shaping, which of the following is the speed at which you may transmit during noncongestive periods? Answer: b



2.



If CIR is 64,000 bps, what should typically be the value of MinCIR? Answer: a



3.



In map class conﬁguration mode, what command enables the router to respond to BECN requests? Answer: b



4.



In map class conﬁguration mode, what command speciﬁes the CIR if you want CIR set to 512,000 bps? Answer: c



5.



In periods of congestion, what is the percentage drop of throughput experienced with each BECN? Answer: b



Q&A 1.



List the three possible locations that a Frame Relay trafﬁc shaping deﬁnition can be applied. Answer: Major interface, subinterface, PVC definition (DLCI)
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A Frame Relay trafﬁc shaping deﬁnition has been applied to a PVC on a subinterface. However, the shaping parameters are inactive. The class deﬁnition has been veriﬁed. What would keep a properly conﬁgured and applied trafﬁc shaping deﬁnition from working? Answer: The command frame-relay trafﬁc-shaping has not been entered on the major interface. Therefore, shaping is inactive on all subinterfaces and PVCs residing under that major interface.



3.



The parameter that speciﬁes the minimum guaranteed rate of trafﬁc throughput across the carrier network is known as what? Answer: MinCIR



4.



If the command frame-relay adaptive-shaping becn has not been entered, how will the router respond to BECN requests on that interface or PVC? Answer: It will not respond to BECN at all. No change in throughput will occur.



5.



If the CIR = 128,000 bps, MinCIR = 64,000 bps, and Bc = 8000 bps, what is the Tc and how long, in seconds, is the amount of time that must elapse once BECN requests have ceased before trafﬁc can begin to step back up. Answer: Tc = 125 ms and the interval is 2 seconds (16 × 125 ms).



Chapter 14 “Do I Know This Already?” Quiz 1.



Which command implements dial backup 5 seconds after failure of the primary interface, and keeps the backup interface up for 30 seconds following the return of the primary interface? Answer: b



2.



Which command speciﬁes BRI1 as a dial backup interface to Serial0? Answer: a



3.



Which command conﬁgures IGRP or EIGRP to use any route that has a metric within the range of one to ten times the value of the metric of the best route in the routing table for a given destination? Answer: a
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4.



Which command will create a backup route to the 192.168.1.0/24 network that will only be utilized in case of the loss of the dynamic route from the routing table? Answer: d



Q&A Use Figure 14-2 to answer the following questions. Figure 14-2



Network Diagram for Use Questions



HDLC



17 2.1 8.1 .2/ 24



24



1/ .1.
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2.1



17



172.17.1.1/24



ISDN Service Provider



A 172.16.1.1/24



972-555-6789



172.17.1.2/24 B 972-678-5677



972-555-6788



972-678-5678



SPID1: 97255567890101



SPID1: 97267856770101



SPID2: 97255567880101



SPID2: 97267856780101



172.19.1.2/24



T1/E1 PRI



172.17.1.3/24



172.20.1.1/24



1.



Dial backup, in the traditional sense, can be accomplished based on which two criteria points? Answer: Based on load or failure



2.



In the command backup delay 60 30, what do 60 and 30 represent? Answer: 60 is the countdown, in seconds, to initiate backup timer; 30 is the countdown, in seconds, to disconnect backup once the primary has been restored.
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Conﬁgure router A and router B so that the ISDN link is activated only in cases in which the HDLC link is down or has reached 85 percent capacity. The backup timers for failure are at your discretion. Answer: !RouterA interface serial 0 ip address 172.18.1.1 255.255.255.0 backup interface bri 0 backup delay 5 60 backup load 85 4 interface bri0 encapsulation ppp ip address 172.17.1.1 255.255.255.0 dialer map ip 172.17.1.2 broadcast 9726785677 dialer map ip 172.17.1.2 broadcast 9726785678 dialer load-threshold 127 ppp Multilink isdn spid1 97255567890101 9724446789 isdn spid2 97255567880101 9725556788 !RouterB interface serial 0 ip address 172.18.1.2 255.255.255.0



4.



To conﬁgure an IP routing protocol to support load balancing over multiple equal-cost pathways, what commands must be entered? Answer: None. It is a default action to load-balance over multiple equal-cost pathways.



5.



Explain the rules behind the use of the variance command. Answer: The next hop must be closer to the destination (that is, it cannot go back to go forward), and the metric of any suboptimal pathway must be within a multiple of x (where x is the variance configured) of the metric of the best route.



6.



Remove the dial backup conﬁguration from routers A and B, and then implement an alternative conﬁguration using the methods described in this chapter to back up the HDLC link. Answer: !RouterA configure terminal ip route 172.19.1.0 255.255.255.0 172.17.1.2 250 interface serial 0 ip address 172.18.1.1 255.255.255.0 interface bri0 encapsulation ppp ip address 172.17.1.1 255.255.255.0 dialer map ip 172.17.1.2 broadcast 9726785677 dialer map ip 172.17.1.2 broadcast 9726785678
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dialer load-threshold 127 ppp Multilink isdn spid1 97255567890101 9724446789 isdn spid2 97255567880101 9725556788 !RouterB configure terminal ip route 172.16.1.0 255.255.255.0 172.17.1.1 250 interface serial 0 ip address 172.18.1.2 255.255.255.0



7.



If a router is running multiple routing protocols (RIP, OSPF, EIGRP, and IBGP) and each protocol has a route to a particular destination, which route will be selected to forward a packet to that destination? Why? Answer: By default, the EIGRP route will be used. It has the lowest administrative distance of the listed protocols.



Chapter 15 “Do I Know This Already?” Quiz 1.



Which network conditions justify the use of queuing? Answers: b, c. Queuing should only be used on interfaces that are experiencing congestion or that are not very fast by nature.



2.



Which effects does queuing have on a router? Answers: c, e. Queuing is normally performed by the main CPU of the router. Thus, the CPU is more stressed and the router itself suffers.



3.



Which queuing strategy uses the IP type of service (ToS) bits to help determine egress priority? Answer: c. WFQ first attempts to let the smaller packets out before the larger ones. It also examines the IP ToS bits to weight more important packets.



4.



How are packets sequenced when using FIFO queuing? Answer: c. FIFO queues place packets in the single egress queue when the first bit of any packet arrives on the outbound interface.



5.



Which Cisco IOS command is used to create a list of packets that match one or more criteria? Answer: a
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Which Cisco IOS command determines how much bandwidth a particular ﬂow should get during congested conditions? Answer: b



7.



Which Cisco IOS command determines how much bandwidth a particular ﬂow should get at all times? Answer: d



8.



What is the difference between CBWFQ and LLQ? Answer: c. LLQ is basically CBWFQ with the priority command used, which guarantees throughput for high-priority, low-delay traffic.



9.



Which of the following compression methods can be used only on point-to-point links? Answers: b, c



10.



Which of the following compression methods is Cisco-proprietary? Answer: c



Q&A 1.



Where on a router is queuing implemented? Answer: Queuing, or the resequencing of packets, is implemented on an interface of a router. More specifically, packets are reordered as they leave the interface, not as they arrive.



2.



When should queuing be considered a viable implementation? Answer: Queuing is best used on interfaces that have limited bandwidth (2 Mbps or less). Attempting to queue on faster interfaces tends to use excessive CPU cycles and underutilize the link.



3.



Should a queuing strategy be implemented on all WAN interfaces? Answer: Queuing might not even be needed on slower WAN interfaces. Queuing is implemented to rearrange egress packets on busy interfaces. If all packets are getting out of the router without any problems, queuing might not be needed. Note that some special handling of high-priority traffic can also justify queuing. And on very high-speed interfaces, queuing is more of a hindrance.
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4.



When is WFQ enabled by default? Answer: WFQ is enabled by default on Cisco serial interfaces that are running at or below 2 Mbps.



5.



How does CBWFQ differ from WFQ? Answer: CBWFQ allows the administrator to determine how packets are queued, or sorted into flows. The flow assignment is dynamically performed in WFQ.



6.



What is the Cisco IOS command to select and sort trafﬁc into various ﬂows in CBWFQ? Answer: The Cisco IOS command class-map is used to divide traffic into various flows.



7.



What is the Cisco IOS command to assign a policy to one or more ﬂows? Answer: The Cisco IOS command policy-map is used to assign a policy to one or more class-maps.



8.



What makes LLQ more detailed than CBWFQ? Answer: CBWFQ and LLQ use the same configuration commands. The difference is that LLQ uses a priority queue for high-priority traffic (such as voice). The priority queue is always on. CBWFQ only works when the interface is congested.



9.



What command is used to create LLQ from a CBWFQ conﬁguration? Answer: LLQ uses the priority command inside of a policy-map, compared to the bandwidth command that is used for CBWFQ.



10.



What is the actual Cisco IOS command to match all trafﬁc from subnet 10.1.1.0 /24 to network 192.168.1.0 /24? Answer: Access lists are used to match IP traffic flows. The following access list matches the traffic shown: access-list 101 permit ip 10.1.1.0 0.0.0.255 192.168.1.0 0.0.0.255
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What are the actual Cisco IOS commands to match the access list in question 10 into a single group or ﬂow? Answer: Class-maps are used to match traffic into flows. The following commands create the appropriate class-map: class-map match-all test-class match access-group 101



12.



What are the actual Cisco IOS commands to apply a policy that states that “trafﬁc will get 48 kbps during congestion” to the previous ﬂow? Answer: Policy maps are used to apply policy to class-maps. The following commands create the appropriate policy map: policy-map test-policy class test-class bandwidth 48



13.



What are the actual Cisco IOS commands used to apply the policy in question 13 to interface serial 0/0? Answer: The service-policy command applies a policy map to an interface. The following commands apply the policy: interface serial 0/0 service-policy output test-policy



14.



List the types of compression supported by most Cisco routers. Answer: Cisco routers support Stac and Predictor link compression for point-to-point links. Stac is also used for Frame Relay payload compression. And TCP header compression can be configured for VC-based connections.



15.



When should link compression be implemented? Answer: Link compression should be used only on point-to-point links, because the entire packet is compressed. The L2 headers cannot be used during transit.
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16.



Which type of compression should be utilized on VC-based WAN deployments? Answer: Either TCP header compression or payload compression can be used on VCbased WAN interfaces. Both leave the L2 header alone so that it can be read by the WAN switches in transit.



17.



What are the two link-compression algorithms, and which one is considered an open standard? Answer: Both Stac and Predictor are link-compression algorithms. Stac is considered an open standard. Predictor is a Cisco-proprietary algorithm.



18.



When is TCP header compression most effective? Answer: TCP header compression has its greatest effects on packets that have a small data field. But it can be used for any stream of packets, regardless of size.



19.



When can TCP header compression be implemented? Answer: TCP header compression can be implemented on any WAN interface. Normally, compression is used only on slower links. Any type of compression does cause CPU overhead in the router.



20.



What compression options are possible across a Frame Relay link? Answer: Frame Relay can use payload compression, which actually uses the Stac algorithm, or TCP header compression.



Chapter 16 “Do I Know This Already?” Quiz 1.



Which of the following is not a beneﬁt of NAT? Answer: c



2.



Which two of the following are disadvantages of NAT? Answers: a, c



3.



Using simple NAT translation, the NAT software alters what TCP header information? Answer: b
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What TCP header information is altered by using NAT overload? Answer: a



5.



What does it mean when a NAT translation is overloaded? Answer: c



6.



What Class B private address space is available from RFC 1918? Answer: b



7.



When should NAT overlapping be deployed? Answer: b



8.



What NAT translation type is generally used for overlapped networks? Answer: a



9.



Which of the following describes the use of NAT TCP load distribution? Answer: b



10.



Which of the following four NAT address descriptions is incorrect? Answer: c



11.



An inside local address is translated to what in a simple NAT translation? Answer: a



12.



What are four types of NAT translations or conﬁgurations? Answer: b



13.



What command is used to erase all current NAT-translated sessions? Answer: c



14.



Port address translation is used on what router series only? Answer: b



493
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15.



What is the maximum number of port handler addresses that can be used on a Cisco 700 Series router? Answer: c



Q&A 1.



What are the beneﬁts of NAT? Answer: NAT conserves legal addresses, reduces overlap dysfunction, increases Internet flexibility, and eliminates network renumbering in a changed environment.



2.



The outside global address is converted to which NAT address class? Answer: The outside global address is converted to an outside local address that is legitimate on the inside of the network.



3.



Why is accountability listed as a disadvantage of NAT? Answer: With the changes that are made to the addresses, it is harder, although not impossible, for an administrator to know which IP station is sending or receiving packets.



4.



Using overlapped NAT translation, what TCP header information is altered? Answer: In an overlap implementation, the outgoing IP address and the port assignment are altered, so that the NAT device can use the same translation address, thus saving IP addresses. The port assignment is used by the NAT device to “return” incoming packets to the right end station.



5.



How many Class B private address spaces are available from RFC 1918? Answer: There are 16 Class B addresses available.



6.



What does it mean when a NAT translation is overloaded? Answer: It means that a single address known to the outside is being used to translate the internal private addresses. This will conserve Internet-routable address space.



7.



Which two commands would you use to deﬁne an overloaded NAT translation using a deﬁned pool of addresses called transpool for outbound trafﬁc? Answer: ip nat pool transpool 123.123.123.1 123.123.123.2 netmask 255.255.255.0 ip nat inside source list 1 pool transpool overload



0848.book Page 495 Tuesday, October 14, 2003 11:27 AM



Chapter 16



8.



495



When should NAT overlap be deployed? Answer: The overlapping of networks typically occurs during a merger of two companies that are using the same private address space. The overlap configuration is put in place as a stopgap while renumbering takes place.



9.



What type of NAT translation is generally used for overlapped networks? Why? Answer: Simple NAT translation on both sides of the overlap can be used, which would require the administrator to configure and manage NAT on two different routers, presumably at two different physical locations. However using a dual port translation or overlapping configuration on a single router provides a single point for the configuration. This allows for easier manageability, and control of the translation.



10.



What command would show which interfaces have been declared as outside or inside? Answer: show ip nat statistics



11.



Brieﬂy describe the use of NAT TCP load distribution. Answer: NAT can be used as a simple tool for TCP load balancing. NAT translates incoming requests for an address location and then, in a round-robin or rotary fashion, processes those requests across a set of mirrored servers, to provide a simple load balance.



12.



An inside local address is translated to what in a simple NAT translation? Answer: An inside local address is translated to an inside global address.



13.



What is the most common type of NAT translation? Why? Answer: The most common type is the overloaded translation. Most small businesses do not maintain their own “presence” on the Internet, but rather outsource it to a provider company. In this fashion, the small businesses only require the ability to “surf” the Internet, and therefore do not require more than a single IP address.



14.



What is the function of the port handler for the 700 Series router? Answer: The port handler, which is unique to the 700 Series router, declares which ports are translated, and conversely which ones will pass untranslated.



15.



Can an inside local address be selected from a globally routable address pool? Answer: Yes, it can. However, the inside local addresses are generally selected from the private address space.
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16.



What command is used to erase all currently established NAT translated sessions? Answer: clear ip nat translation *



17.



Port address translation is used only on what router series? Answer: The Cisco 700 Series



18.



Given the following output, what type of translation is being used on this router? Pro tcp tcp tcp



Inside global Inside local Outside local 103.32.32.1:1098 10.1.0.1:1098 13.43.5.6:23 103.32.32.1:1345 10.1.0.2:1345 13.43.5.6:23 103.32.32.1:1989 10.1.0.3:1989 13.43.5.7:21



Outside global 13.43.5.6:23 13.43.5.6:23 13.43.5.7:21



Answer: Since the output shows the router maintaining a port assignment and translation, it is either overloaded or overlapped. Since this router output does not distinguish between an outside local or outside global, this router must not be doing the dual translation. Hence, this output shows a router that is doing an overload translation only. 19.



Given the following router conﬁguration information, what addresses will be dynamically translated? access-list 1 permit 10.0.0.0 0.0.0.255 ip nat pool natpool 222.12.12.2 222.12.12.10 netmask 255.255.255.0 ip nat inside source static 10.0.0.1 222.2.2.1 ip nat inside source list 1 pool natpool



Answer: All addresses belonging to the 10.0.0.0 network, with the exception of the 10.0.0.1 address, since it is being statically described in the third line. 20.



What differentiates PAT from NAT? Answer: PAT alters the port address, whereas NAT only alters the IP address. You should note, though, that many people refer to NAT and expect that a port assignment is also being tracked. A successful professional candidate should carefully select their words when describing the translation that will be taking place.



Chapter 17 “Do I Know This Already?” Quiz 1.



What three options does AAA give you? Answers: a, c, d
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2.



What are some of the combinations of the three services from AAA that you can implement? Answer: e



3.



Authentication identiﬁes what? Answer: c



4.



Authorization can be used by itself. True or False? Answer: b



5.



What are the two primary security protocols for AAA services? Answers: d, e



6.



What standard protocol/port does TACACS use? Answer: a



7.



What part(s) of the packet does TACACS+ encrypt? Answer: b



8.



RADIUS supports what type of communication? Answer: a



9.



RADIUS uses what protocol at the transport layer? Answer: c



10.



What are the two primary access modes? Answers: a, b



11.



An async port can be conﬁgured for what type of access mode? Answer: d



12.



497



Cisco Secure Access Control Server supports which protocols for AAA services? Answer: e
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13.



The AAA commands: Answer: C



14.



Authentication can support what option(s) for checking a username database? Answer: E



15.



If you turn on authentication, what other AAA options must also be turned on? Answer: C



16.



What method(s) are available for writing account records? Answer: D



Q&A 1.



What advantages does an AAA server have over a local router database? Answer: You can configure more specific options for each individual user or assign group variables. CS-ACS also has options for VoIP and enhanced logging.



2.



What is authorization used for and how is it assigned? Answer: It is used to control authorization on a one-time, per-service, per–user list, pergroup, or per-protocol basis.



3.



Why are accounting records important? Answer: They enable an administrator to keep track of who used certain resources, including when and for how long they used those resources. This can be beneficial when planning for network growth or troubleshooting problems on the network.



4.



Between what devices would TACACS or RADIUS be used? Answer: Between any device such as a router, switch, VPN concentrator, etc. to an AAA server.



5.



List a couple of reasons why TACACS is said to be more secure than RADIUS. Answer: TACACS uses TCP, which is a connection-oriented transport protocol. TCP has built-in forms of error recovery. TACACS+ encrypts the entire payload of the packet, which RADIUS currently does not support. (The revised RFC for RADIUS is supposed to support encryption.) It has multiprotocol support (example, PPP, SLIP, etc.).
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499



What is Character-based mode? Answer: It is when a single character is sent not necessarily wrapped inside a frame (such as PPP) and is usually sent on a port that is for direct configuration of a device.



7.



Why would you not necessarily want to use a freeware AAA server? Answer: You are not guaranteed who has created, manipulated, or built back doors into the code. The encryption algorithm for the username database may not be as strong as what is needed in today’s networking environments.



8.



What is the name the module of CS-ACS that checks whether the other modules are still functioning and what options does it offer you if one module is down? Answer: The module is CSMon and you can tell it to 1) restart the specific service 2) restart all the services or 3) reboot the server.



9.



Why must you turn on authentication if you want to have authorization for services on your network? Answer: If you don’t know who a user is, you don’t want to authorize them to do something. Before any user is allowed to perform a task, you must know who they are by way of a username and password combination. Once you have determined that it is a valid user for the network, you can authorize them to do specific things on your network.



10.



Why would a network administrator choose to run both RADIUS and TACACS+ on a network? Answer: If possible, you should try to stick to one security protocol on a network for ease of configuration and support. The reason a network administrator might choose to run both RADIUS and TACACS+ is that certain Cisco products support only one of the two security protocols. For example, the Cisco VPN 3000 Series Concentrators run RADIUS only with its current releases of code. If a network administrator has already been running TACACS+, but now needs to add VPN support to the network, they may consider running both protocols. When running both security protocols, make sure your AAA server supports both protocols concurrently or you may have to have two different username/password databases, which can lead to problems with end users forgetting which username/password combination is needed for what device.
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Chapter 18 “Do I Know This Already?” Quiz 1.



What are the three things a VPN network should provide? Answers: a, b, d



2.



What are the three OSI layers at which encryption is usually performed? Answers: a, b, d



3.



What is a common application layer encryption standard? Answer: a



4.



What drawback with regard to routing do you get when you encrypt at the data link layer? Answer: b



5.



What are three components that you get from a good VPN network? Answers: a, d, e



6.



The same key is used to encrypt and decrypt in a symmetrical encryption algorithm. Answer: a



7.



Hashing algorithms give what type of output? Answer: a



8.



Difﬁe-Hellman helps with what part of IPSec? Answer: a



9.



What are the two primary protocols in the IPSec standard? Answer: d



10.



What protocol number is AH? Answer: d
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What protocol number is ESP? Answer: e



12.



What is the default mode for Cisco VPN routers to send ESP packets? Answer: a



13.



IKE is enabled by default on Cisco routers. Answer: a



14.



Transform sets can have how many AH option sets? Answer: a



15.



How many crypto maps can be applied to an interface? Answer: a



Q&A 1.



What options (and how many) would be used in a very strong transform set? Answer: It would have one AH option and two ESP options with the strongest algorithm possible with that Cisco IOS version. Example: AH-SHA, ESP-3DES, ESP-SHA.



2.



What are three common things provided by a VPN network? Answer: Secure, authenticated, access to data, independent of media or connection type



3.



Who could use a VPN solution? Answer: Anyone who has the need for WAN connectivity could benefit from a VPN.



4.



What is a common trade-off in VPN networks? Answer: Speed for security or cost versus security



5.



What is the primary motivation for the use of IPSec? Answer: It solves many of the problems with other encryption methods. For example, it is standards-based, so you are not tied to one manufacturer for equipment. It allows you to encrypt at one side of the network, route through the network, and then decrypt on the other side, whereas an L2 encryption scenario would encrypt the network address, making it impossible to route.
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6.



Why should you order your isakmp policies from strongest to weakest? Answer: When two devices try to negotiate an IPSec tunnel, the tunnel originating device will send all isakmp policies that it has configured across to the receiving end. The devices will try to match policies in the order of the first policy from the originator against all policies of the receiver. If there is not a match, it will try the second policy against all policies of the receiver. This process continues until there is a policy match. If there is no policy match, an IPSec tunnel cannot be established.



7.



When creating a hub-and-spoke VPN network topology, how do you conﬁgure the hub device to distinguish different trafﬁc to be sent to different peers when you can apply only one crypto map per interface? Answer: You need to create different sequence numbers inside your crypto map and apply the crypto access lists and peer addresses inside each sequence accordingly. Example: crypto map multi-site 10 ipsec-isakmp R1(config)#c set peer address-for-site1 R1(config-crypto-map)#s match address {access-list-number} R1(config-crypto-map)#m crypto map multi-site 20 ipsec-isakmp R1(config)#c set peer address-for-site2 R1(config-crypto-map)#s match address {access-list-number} R1(config-crypto-map)#m
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Index Numerics 7200 Series routers, 15 800 Series routers, 11 8-N-1 connections, 91



A AAA access control, managing, 400–401 configuring access modes/interfaces, 404 enabling, 407–418 CS-ACS, 405–407 protocols, 402 RADIUS, 403 TACACS, 402–403 servers, 404 AAA (authentication, authorization, and auditing), 36 AAL5 (ATM adaption layer), 255 access cable, WAN, 17 control, managing, 400–401 DSLAM, 246 modes, AAA, 404 remote Cisco 1700 Series, 12 Cisco 2500 Series, 13 Cisco 2600 Series, 13 Cisco 3600 Series, 13–15 VPN 3000 Concentrator Series, 15 WAN, 37–40 requirements, 35 TACACS, 402 WAN, wireless, 18 Access Server lines Cisco AS5000 Series router, 58–60



access-group command, 443 accountability, NAT, 366 accounting, commands, accounting, 416 accounting. See also AAA, security, 401 adaptation, rate, 168 adaptive-shaping becn command, 303 additional information, defining interfaces, 164–168 Address field, PPP, 117 addresses definitions, overlapping, 373 IP characteristics of NAT, 366–373 scaling with NAT, 361 NAT, 372 substitute, overloading NAT, 368 addressing parameters, ISDN, 162–164 administrative distances, 321 ADSL (asymmetric DSL), 245, 250 modulation, 248 aggregation BoD, 178 Multilink PPP, 179 algorithms encryption, 431–433 Diffie-Hellman key exchange, 434–435 ESP, 436 hashing, 433 transport/tunnel modes, 436–439 Van Jacobson, 350 analog calls, PRI incoming on digital modems, 202–203 analog modems, 40 ANSI LMIs, 278 applications, 34 architecture PPP, 115 PPPoE, 252–255
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arguments how-to-track, 417 rotary, 379 stop-only, 418 wait-start, 417 assemblies, T1 framing, 196 assembling, connections, 66–68 asymmetric DSL (ADSL), 245, 250 modulation, 248 async dynamic address command, 118 async mode interactive command, 97 asynchronous configuration, 94 asynchronous dialup (analog modems), 40 asynchronous ports connection options, 68 Asynchronous Transfer Mode (ATM), 37 AT commands, 98–99 ATM encapsulation, 255 PPPoE. See also PPPoE, 255 ATM (Asynchronous Transfer Mode), 37 ATM adaption layer 5 (AAL5), 255 authentication command, 409 commands aaa authentication arap command, 411 aaa authentication nasi command, 413 aaa authentication ppp command, 412 LCP, 130 LEAP, 236 MAC, 236 PAP, 119–122 PPP, 119 CHAP, 120, 122 PAP, 119 RADIUS, 402 wireless networks, 236



authentication, authorization, and accounting. See AAA authentication, authorization, and auditing (AAA), 36 authentication. See also AAA, security, 401 authorization, aaa authorization command, 414 authorization. See also AAA, security, 401 autoconfiguration, modems, 99–100 availability, of services, 33



B B channels, 39 BoD, 178 back office services, 222 backup dial, 318–320 primary link failures, 318–319 primary link overload, 319 backup delay 5 60 command, 319 backups, 35 Backward Explicit Congestion Notification (BECN), 300–301 bandwidth connections. See connections equipment selection, 32 Multilink PPP, 179 bandwidth 38 command, 96 Bandwidth on Demand (BoD), 178 bandwidth on demand (BoD), 34 Bandwidth Reservation Protocol (BRP), 20 Basic Rate Interface (BRI), 39 basic rate interface (BRI), 146–162 Be (excessive burst), 300 bearer channel, 146 BECN (Backward Explicit Congestion Notification), 300, 301
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BoD (Bandwidth on Demand), 178 BoD (bandwidth on demand), 34 BRI (Basic Rate Interface), 39 BRI (basic rate interface), 146–162 bridges, PPPoE, 252–255 broadband, cable options, 221 broadband connections, 220–224 CM initialization, 224–229 type of orbits, 230 BRP (Bandwidth Reservation Protocol), 20



C cable, UTP, 146 cable access, WAN, 17 cable broadband implementations, 221 cable modem (CM), 222 initialization, 224–229 cable modem termination system (CMTS), 222 cable modems, 39 connection options, 68 cables, 66–68 call termination, 90 callback LCP, 131 PPP Callback configuration, 132 PPP Callback option, 131 CAP (Carrierless Amplitude Phase), 248 CAP modulation, 248 cast type (subinterfaces), 282 CBWFQ, 338–339 class-map command, 339–341 link compression, 348 LLQ verification, 345–347 payload compression, 349 policy-map command, 345 service-policy command, 341–345 TCP header compression, 350–351 CBWFQ (Class-Based Weighted Fair Queuing), 332 central site installations, requirements, 18 central-site installations, 29–30 central-site routers, selection of, 56–61 channels, BRI, 146–162 CHAP, 120, 122 character-based access modes, 404



characteristics Frame Relay configuring, 285, 286, 287 chat scripts, 101–102 REMDEVICE, 103 CIR (committed information rate), 38 Cisco 1700 Series router, 12, 62 Cisco 2500 Series router, 13, 63 Cisco 2600 Series router, 13, 64 Cisco 3600 Series router, 13–15, 57–58 Cisco 700 Series routers, PAT (Port Address Translation), 382–384 Cisco 7200 Series router, 60 Cisco 800 Series router, 65 Cisco Aironet 1200 WAP, 234 Cisco AS5000 Series router, 58–60 Cisco LMIs, 276 Cisco Local Director, 371 Cisco Router Web Setup (CRWS), 257 Cisco Secure Access Control Server. See CS-ACS class command, 304 Class-Based Weighted Fair Queuing (CBWFQ), 332 classification, QoS, 20 clearing, NAT translation, 382 clients, VPNs, 41 CM (cable modem), 222 initialization, 224–229 CMTS (cable modem termination system), 222 coexistence, POTS DSL, 247 commands access-group, 443 adaptive-shaping, 303 async dynamic address, 118 async mode interactive, 97 authentication, 409 aaa authentication arap, 411 aaa authentication nasi, 413 aaa authentication ppp, 412 authorization aaa authorization, 414 backup delay 5 60, 319 bandwidth 38, 96 class, 304 class-map, 339–341
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controller t1 0/0, 201 debug debug ppp authentication, 135 debug ppp negotiation, 135 debug atm events, 263 debug dialer, 206 debug frame-relay lmi, 288 debug ip nat, 381 debug isdn q921, 207 debug isdn q931, 155, 208 debug ppp multilink, 206 dialer callback-secure, 132 dialer hold-queue, 133 dialer idle-timeout, 164 dialer load-threshold, 179 dialers load-threshold, 134 encapsulation ppp, 96 flowcontrol hardware, 98 frame-relay adaptive-shaping becn, 303 frame-relay bc, 303 frame-relay be, 304 frame-relay minicir, 304 frame-relay traffic-shaping, 300 interface serial 0.1, 284 ip nat inside, 375 ip nat outside, 375 ip porthandler, 383 ip tcp header-compression passive, 96 ip unnumbered, 118 ip unnumbered Ethernet0, 96 IPX routing, 164 isdn incoming-voice modem, 202 login local, 98 map-class, 303 modem autoconfigure, 100 modem InOut, 98 no cdp enable, 97 peer default ip address pool remaddpool, 97 physical-layer async, 95–96 policy-map, 345 ppp authentication chap, 97 ppp callback accept, 132 ppp callback request, 132 ppp context, 117 ppp multilink, 134 queuing, 353 service-policy, 341–345



set ip pat on, 383 show, 69 show dialer, 134 show frame-relay pvc, 302, 305 show interfaces ethernet, 69 show interfaces serial, 72–74 show traffic-shape, 306 show atm interface 0, 263 show cable modem, 224 show controller t1, 198 show dialer, 205 show frame-relay lmi, 289 show frame-relay map, 291 show frame-relay pvc, 286 show interface atm 0, 262 show ip nat statistics, 381 show ip nat translation, 380 show isdn status, 153, 200, 204 show line, 92, 94 show modemcap, 100 show ppp multilink, 204 start-chap, 102 variance 4, 320 committed information rate (CIR), 38 company sites, requirements, 18 components, PPP, 116 compression, 20 LCP, 131 link, 348 payloads, 349 PPP, 133 TCP header, 350–351 configuration AAA access modes/interfaces, 404 enabling, 407–418 basic asynchronous, 94 CM, 225 CRWS, 257 DDR, 178 dialer profiles, 181–184 optimizing, 178–180 rotary groups, 184–185 snapshot routing, 185–187 dial backup, 319 Frame Relay, 283–292 Frame Relay traffic shaping, 303–307
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IPSec, 439–447 layers, 200 NAT, 259, 373–384 PPP callback, 132 PRI, 194–195, 200–202 E1 framing, 199 T1 framing, 195–198 configuring DDR dialer profiles, 181–182, 184 ML-PPP, 180 rotary groups, 184 Frame Relay characteristics, 285, 286, 287 encapsulation, 284 interface selection, 284 protocol-specific parameters, 285 subinterfaces, 283 verifying, 287, 288, 289 modems AT commands, 98–99 NAT, 380 See also autoconfiguration, 99 congestion BECN, 300 FECN, 301 connections 8-N-1, 91 analog modems, 40 assembling, 66–68 asynchronous configuration, 94 BoD, 178 broadband, 220–224 CM initialization, 224–229 type of orbits, 230 cable modems, 39 DDR, 34 DLCI, 38 DSL, 39, 245–246 Cisco 827 Series routers, 256–260 troubleshooting, 260–265 ISDN BRI. See also BRI, 146 E1 framing (PRI), 199 installing PRI, 194–195 Layer 2, 151 Layer 3, 153 layers (PRI), 200 PRI, 194



T1 framing (PRI), 195–198 troubleshooting Multilink PPP, 204–208 modems, signaling, 88–90 Multilink PPP, 179 PPP, components, 116 reverse Telnet, 90–91 security, technology assessment, 40–42 UTP, 146 WAN, 16–18 WAN. See also WAN connections. See also networks, 232 conservation NAT, 367 Control field, PPP, 117 controller t1 0/0 command, 201 cost, of services, 34 CQ (custom queuing), 300 CRWS (Cisco Router Web Setup), 257 crypto maps, 443 CS-ACS, 405–407 custom queuing (CQ), 300



D D channel, 146 D4 framing (SuperFrame), 196 Data Link layers DSL, troubleshooting, 262 Data Over Cable Service Interface Specification (DOCSIS), 221 data traffic, splitting, 246 databases modemcap, 100 editing, 101 RDBMS, 401 data-link connection identifier (DLCI), 38 DCE, call termination, 90 DCE (data circuit-terminating equipment), 88, 275 DDR configuring, 178 dialer profiles, 181–184 optimizing, 178–180 rotary groups, 184–185 snapshot routing, 185–187 DDR (dial-on-demand routing), 34 ML-PPP, configuring, 180 DE (Discard Eligible), 302



0848.book Page 509 Tuesday, October 14, 2003 11:27 AM



encryption



debug atm events command, 263 debug commands debug ppp authentication command, 135 debug ppp negotiation, 135 debug dialer command, 206 debug frame-relay lmi command, 290 debug ip nat command, 381 debug isdn q921 command, 207 debug isdn q931 command, 155, 208 debug ppp multilink command, 206 dedicated sessions PPP, 117 defining interface encapsulation, 162–164 interfaces, additional informaiton, 164–168 definitions, AAA, 401 detection, down conditions, 318 devices, Frame Relay, 278 dial backup, 318–320 primary link failures, 318–319 primary link overload, 319 dialer callback-secure command, 132 dialer hold-queue command, 133 dialer idle-timeout command, 164 dialer load-threshold command, 134, 179 dialer map statement, 181 dialer pools, 182 dialer profiles, 181–182, 184 dialer-map statement, 131 dial-on-demand routing (DDR), 34 dial-up connections PPP sessions, configuring, 117 Diffie-Hellman key exchange, 434–435 digital modems PRI incoming annalog calls, 202–203 digital subscriber line (DSL), 39 Digital Subscriber Line. See DSL dialer profiles, DDR, 181–184 Discard Eligible (DE), 302 discovery, modems, 100 Discovery sessions, PPPoE, 253 Discrete MultiTone (DMT), 248, 249 displaying, modemcap settings, 101 DLCI (data-link connection identifier), 38, 275 DMT (Discrete MultiTone), 248, 249 DOCSIS (Data Over Cable Service Interface Specification), 221 documents, MultiFrame, 199



down condition, detecting, 318 DPT (Dynamic Packet Transfer), 37 DSIR pins, 89 DSL Cisco 827 Series routers, 256–260 PPPoE. See PPPoE, 255 troubleshooting, 260–265 DSL (Digital Subscriber Line), 241 ADSL, 250 ADSL modulation, 248 CAP modulation, 248 DMT, 249 limitations of, 247 overview of, 245–246 POTS coexistence, 247 SDSL, 251–252 DSL (digital subscriber line), 39 connection options, 68 DSL access multiplexer (DSLAM), 246 DSLAM, unreachable, 264 DSLAM (DASL access multiplexer), 246 DTE, call termination, 90 DTE (data terminal equipment), 88, 277 DTR pins, 89 duplex values, troubleshooting, 72 Dynamic Packet Transfer (DPT), 37 dynamic redundancy, 320



E E1 framing, PRI, 199 edge devices Frame Relay, LMI, 278 editing, modemcap, 101 EIA/TIA-232, 88 eliminated renumbering, NAT, 367 embedding, NAT, 367 enabling, AAA, 407–418 Encapsulating Security Payload (ESP), 436 encapsulation ATM, 255 Frame Relay, configuring, 284 HDLC, 38 interfaces, 162–164 encapsulation ppp command, 96 encryption, 36 algorithms, 431–433 Diffie-Hellman key exchange, 434–435
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ESP, 436 hashing, 433 transport/tunnel modes, 436–439 environments DDR configuring, 178 dialer profiles, 181–184 optimizing, 178–180 rotary groups, 184–185 snapshot routing, 185–187 equipment selection, 24, 32–36 cabling, 66–68 Product Selection Tool, 56 WAN, 55 central-site routers, 56–61 ROBO, 62–64 SOHO, 65–66 ESF (Extended SuperFrame), 196 ESP (Encapsulating Security Payload), 436 Ethernet, PPPoE, 252–255 excessive burst (Be), 300 expanding networks access, managing, 400–401 Extended SuperFrame (ESF), 196



F Fair Queuing, 334 fast-switching paths, Frame Relay traffic shaping, 300–302 FECN (Forward Explicit Congestion Notification), 301 fields, PPP, 117 first calls, 151 Flag field, PPP, 117 flexibility, NAT, 367 floating static routes, 321 flowcontrol hardware command, 98 formats, frames, PPP, 117 Forward Explicit Congestion Notification (FECN), 301 Frame Relay, 38 configuring, 283–292 characteristics, 285, 286, 287 encapsulation, 284 interface, 284 protocol-specific parameters, 285 subinterfaces, 283 connection options, 66



DCE, 277 devices, 278 DLCIs, 277 DTE, 277 LMI, 278 subinterfaces, 282 multipoint, 283 topologies, 279 traffic shaping, 297, 300–302 configuring, 303–307 verifying configuration, 287, 289, 290 show frame-relay lmi comm, 289 show frame-relay map comm, 291 show frame-relay pvc comm, 285 frame-relay adaptive-shaping becn command, 303 frame-relay bc command, 303 frame-relay be command, 304 frame-relay mincir command, 304 frames PPP, 117 PPPoE, 254 full-mesh topology, Frame Relay, 279 functionality DDR, 178–180 Multilink PPP, 179 NAT, 366



G G.lite ADSL, 250 gateway-to-gatekeeper functionality, 257 geostationary orbit (GEO), 230 global addresses, NAT, 372 guidelines access, 35 for equipment selection, 32–36



H hardware, equipment selection, 32–36 hashing algorithms, 433 HDLC (High-Level Data Link Control), 38 HDSL (high-data-rate DSL), 251 HDSL2 (second-generation HDSL), 251 headers, packets, 366 HFC (hybrid fiber-coaxial) networks, 224 High-Level Data Link Control (HDLC), 38 highly elliptical orbit (HEO), 231
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how-to-track argument, 417 hub-and-spoke topology, Frame Relay, 277 hybrid fiber-coaxial (HFC) networks, 224



I IDBs (Interface Descriptor Blocks), 282 IDSL (ISDN DSL), 252 IEEE 802.11, 232 IEEE 802.11a, 232 IEEE 802.11b, 233 IEEE 802.11g, 233 implementation cable broadband, 221 DDR, 178 dialer profiles, 181–184 optimizing, 178–180 rotary groups, 184–185 snapshot routing, 185–187 DSL, SOHO, 246 QoS, 19 implementing, DDR (dial-on-demand routing), 180 incoming calls, PRI, 202–203 initialization, CM, 224–229 initiation, PPPoE, 253 inside global addresses, NAT, 372 inside local addresses (NAT), 372 installation central-site, 29–30 equipment selection, 32–36 PRI, 194–195 E1 framing, 199 layers, 200 T1 framing, 195–198 ROBO, 30–31 SOHO, 31–32 verifying, 68–74 Integrated Service Digital Network, 39 integrity assurance, hashing algorithms, 433 interactive sessions, PPP, 117 interface serial 0.1 command, 284 interfaces AAA, 404 BRI, 39, 146–162 dialer, 181 DOCSIS, 221 encapsulation, 162–164



logical configuration, 96–97 passive, 166 per-interface compression, 348 physical, 182 rotary groups, 184–185 PRI, 39 PRI, 492. See also PRI status, 70 WIC, 64 Internal Signalling Utility Protocol (ISUP), 153 Internet service provider (ISP), 42 IP addresses characteristics of NAT, 366–373 scaling with NAT, 361 IP addressing, overlapping networks, 370 ip nat inside command, 375 ip nat outside command, 375 ip porthandler command, 383 ip tcp header-compression passive command, 96 ip unnumbered command, 118 ip unnumbered Ethernet0 command, 96 IPSec, configuring, 439–447 IPX routing command, 164 ISDN addressing parameters, 162–164 BRI, 146–162 DDR dialer profiles, 181–182, 184 ML-PPP, 180 rotary groups, 184 interfaces, defining additonal information, 164–168 Layer 2, 151 Layer 3, 153 Multilink PPP, troubleshooting, 204–208 PRI, 194 configuring, 200–202 E1 framing, 199 incoming calls, 202–203 installing, 194–195 layers, 200 T1 framing, 195–198 ISDN (Integrated Service Digital Network), 39 ISDN BRI, connection options, 67 isdn incoming-voice modem command, 202
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ISDN PRI, connection options, 67 ISP (Internet service provider), 42 ISUP (Internal Signalling Utility Protocol), 153



K keys, WEP, 235



L LAN, wireless, 233 LAPD (Link Access Procedure on the D channel), 153 latency, NAT, 366 Layer 1, DSL, troubleshooting, 262 Layer 2, ISDN, 151 Layer 3, ISDN, 153 layers PPP layered model, 116 PRI, 200 LCP options, 130–134 troubleshooting, 134–135 LCP (Link Control Protocol), 162 LCP (PPP Link Control Protocol), 127 LCP negotiation, 118 LE (local exchange), 149 LEAP (Light Extensible Authentication Protocol), 236 leased lines connection options, 66 WAN, 38 LED lights, 69 Light Extensible Authentication Protocol (LEAP), 236 limitations, of DSL, 247 line coding EI, 199 PRI, 195–198 line mode, physical configuration, 97–98 line numbering (routers), 92, 94 Link Access Procedure on the D channel (LAPD), 153 Link Control Protocol (LCP), 162 links compression, 348 ISDN, defining additional interface



information, 164–168 WAN dial backup, 318–320 primary link failures, 318–319 primary link overload, 319 LLQ, verification, 345–347 LLQ (Low-Latency Queuing), 332 LMI (Local Management Interface), 278 load distribution, TCP, 370 load-balancing, Multilink PPP, 179 local addresses, NAT, 372 Local Director (Cisco), 371 local exchange (LE), 149 local loops, 38 logical configuration, routers, 96–97 logical parameters, asynchronous configuration, 94 logical subinterfaces, Frame Relay, 280 login, AAA authentication, 409 login local command, 98 loops, local, 38 low earth orbit (LEO), 230 Low-Latency Queuing (LLQ), 332



M MAC, authentication, 236 management, 34 access, 400–401 databases, RDBMS, 401 map-class command, 303 mapping, dialer map statements, 181 maps, crypto, 443 medium earth orbit (MEO), 230 Message Integrity Check (MIC), 236 methods, WAN, remote access, 37–40 MIC (Message Integrity Check), 236 models, PPP layered, 116 modem autoconfigure command, 100 modem InOut command, 98 modemcap, 100, editing, 101 modems AT commands, 98–99 autoconfiguration, 99–100 cable, 39 call termination, 90 chat scripts, 101–102 REMDEVICE, 103
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CM, initialization, 224–229 discovery, 100 DSIR pins, 89 DTR pins, 89 PRI incoming analog calls, 202–203 signaling, 83, 88–90 modes, access, AAA, 404 modulation ADSL, 248 CAP, 248 DMT, 249 MultiFrame, 199 Multilink PPP, 179 troubleshooting, 204–208 multilink PPP, 131, 134 multiple B channels, BoD, 178 MULTIPLE_FRAME_ESTABLISHED state, 200 multipoint subinterfaces, 283



N NAT configuration, 259, 373–384 inside global addresses, 372 inside local addresses, 372 IP addresses characteristics of, 366–373 scaling with, 361 outside global addresses, 372 outside local addresses, 372 overlap, 369 overlapping configuration, 377 overloading, 368 PAT (port address translation), 382–384 sessions, clearing, 382 simple dynamic configuration, 374–375 static configuration, 375–376 TCP load distribution, 370 TCP load distribution configuration, 379 translation, 367 troubleshooting, 381 verifying translation, 380–381 NCP (Network Control Protocol), 162 Network Control Protocol (NCP), 162 networks expanding, managing, 400–401 HFC, 224



ISDN, 39 E1 framing (PRI), 199 installing PRI, 194–195 layers (PRI), 200 PRI, 194 T1 framing (PRI), 195–198 troubleshooting Multilink PPP, 204–208 overlapping, 370 WAN central-site router selection, 56–61 connections, 16–18 equipment selection, 55 ROBO, 62–64 SOHO, 65–66 wireless, 232–236 no cdp enable command, 97



O optimization, DDR, 178–180 options AAA servers, 404 cable, 221 PPP, 118, 130–134 options, 118 PPP Callback, 131 QoS, 35 satellites, 229–232 orbits, types of (satellites), 230 output, Frame Relay traffic shaping, 300–302 outside global addresses, NAT, 372 outside local addresses, NAT, 372 overlap, NAT, 369 overlap configuration, NAT, 377 overlap dysfunction, NAT, 367 overlapping address definitions, 373 NAT, configuring, 377 overloading NAT, 368 configuring, 376 primary links, 319



P Packet over SONET (POS), 37 packet-based access modes, 404
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packets CBWFQ, 338–339 class-map command, 339–341 link compression, 348 LLQ verification, 345–347 payload compression, 349 policy-map command, 345 service-policy command, 341–345 TCP header compression, 350–351 Fair Queuing, 334 headers, 366 LCP, 162 NCP, 162 PPPoE, 252–255 RST, 402 switching, 38 Weighted Fair Queuing, 335–337 PAP (Password Authentication Protocol), 119–122 parameters Frame Relay traffic, 300 ISDN addressing, 162–164 single-connection, 407 partial-mesh t, 279 passive interfaces, 166 Password Authentication Protocol (PAP), 119–122 PAT (port address translation), NAT, 382–384 paths, Frame Relay traffic shaping, 300–302 patterns, traffic, 34 payloads compression, 349 ESP, 436 PCM (pulse code modulation), 146 peer default ip address pool remaddpool command, 97 performance, queuing. See queuing per-interface compression, 348 permit statement, 374 physical configuration, 97–98 physical connections, assembling, 66–68 physical interfaces, 182 rotary groups, 184–185 physical layer, DSL, troubleshooting, 262 physical parameters, 94 physical-layer async command, 95–96 ping, BRI, 155 plain old telephone service. See POTS



point-to-multipoint connections, Frame Relay, 285 Point-to-Point Protocol (PPP), 38 polar orbit (PO), 231 pools, dialer, 182 port-handler assignments, PAT, 383 ports asynchronous, connection options, 68 line numbering, 92, 94 ports. See also connections POS (Packet over SONET), 37 POTS, DSL coexistence, 247 POTS (plain old telephone service), 247 PPoE (PPP over Ethernet), 252–255 PPP architecture, 115 authentication, 119 components, 116 dedicated sessions, 117 interactive sessions, 117 options, 118 PPP (Point-to-Point Protocol), 38 LCP. See LCP, 127 multilink PPP, 134 options, 130–134 troubleshooting, 134–135 PPP authentication CHAP, 120, 122 PAP, 119 ppp authentication chap command, 97 ppp callback accept command, 132 PPP Callback configuration, 132 PPP Callback option, 131 ppp callback request command, 132 ppp context command, 117 PPP Link Control Protocol. See LCP, 127 ppp multilink command, 134 PPP over Ethernet. See PPPoE PPPoE, NAT configuration, 259 PQ (priority queuing), 300 PRI (Primary Rate Interface), 39, 194 configuring, 200–202 E1 framing, 199 incoming calls, 202–203 installing, 194–195 layers, 200 T1 framing, 195–198 primary link failures, 318
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primary link overload, 319 Primary Rate Interface (PRI), 39 Primary Rate Interface. See PRI priority queuing (PQ), 300 process-switching paths, Frame Relay traffic shaping, 300–302 Product Selection Tool, 56 Protocol field, PPP, 117 protocols AAA, 402 RADIUS, 403 TACACS, 402–403 addressing, 164 BRI. See also BRI, 148 BRP, 20 IPSec, configuring, 439–447 ISUP, 153 LCP, 127, 162 LEAP, 236 NCP, 162 PAP, 119–122 PPP, 38 authentication, 119 components, 116 LCP. See LCP, 127 options, 118, 130–134 troubleshooting, 134–135 protocol-specific parameter, 285 pulse code modulation (PCM), 146 PVCs, multipoint subinterfaces, 283



Q Q933a LMIs, 278 QAM (Quadrature Amplitude Modulation), 249 QoS, 19 QoS (quality of service), 35 Quadrature Amplitude Modulation (QAM), 249 quality of service (QoS), 35 queuing, 300, 332–334 CBWFQ, 338–339 class-map command, 339–341 link compression, 348 LLQ verification, 345–347 payload compression, 349



policy-map command, 345 service-policy command, 341–345 TCP header compression, 350–351 Fair Queuing, 334 Weighted Fair Queuing, 335–337



R rack unit (RU), 59 RADIUS, 403 RADIUS (Remote Authentication Dial-In User Service), 402 RADSL (rate-adaptive DSL), 251 RAS modems reverse Telnet connections, 90 signaling, 83, 89–90 RAS (Registration, Admission, and Status), 257 rate adaptation, 168 RDBMS (relational database management system), 401 receipt of a reset (RST) packet, 402 redundancy, 35 dial backup, 318 primary link failures, 318–319 primary link overload, 319 dialer profiles, 181–184 strategies, 320 dynamic, 320 static, 321–322 Registration, Admission, and Status (RAS), 257 relational database management system (RDBMS), 401 reliability, of services, 34 REMDEVICE chat script, 103 remote access Cisco 1700 Series, 12 Cisco 2500 Series, 13 Cisco 2600 Series, 13 Cisco 3600 Series, 13–15 VPN 3000 Concentrator Series, 15 WAN, 37–40 Remote Authentication Dial-In User Service (RADIUS), 402, 403–404 remote office/branch office. See ROBO
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renumbering NAT, 367 requirements access, 35 central site installations, 18 RO installations, 19 SOHO installations, 19 reverse Telnet connections, 90–91 RFC 1661, PPP, 115 RO installations, requirements, 19 ROBO (remote office/branch office), 24 installing, 30–31 router selection, 62–64 rotary argument, 379 rotary groups, 184 DDR, 184–185 routers AAA, configuring, 407–418 central-site, selection of, 56–61 Cicso 3600, 57–58 Cicso AS5000, 58–60 Cisco 1700, 62 Cisco 1700 Series, 12 Cisco 2500, 63 Cisco 2500 Series, 13 Cisco 2600, 64 Cisco 2600 Series, 13 Cisco 3600 Series, 13–15 Cisco 800, 65 Cisco 827 Series, DSL, 256–260 Cisco7200, 60 CRWS, 257 installing, verifying, 68–74 interfaces logical configuration, 96–97 verifying, 69 line numbering, 92, 94 physical configuration, 97–98 PPPoE, 253 PRI, installing, 194–195 ROBO, 62–64 SOHO, 65–66 uBR, 224 VPN 3000 Concentrator Series, 15 routes, static, 321–322 routing DDR, 34 snapshot, 185–187 routing loops, split horizon, 281



routing protocols, split horizon, 281 RST (receipt of a reset) packet, 402 RU (rack unit), 59



S SAR (segmentation and reassembly), 255 satellites option, 229–232 type of orbits, 230 scaling access, 400–401 IP addresses with NAT, 361 characteristics of NAT, 366–373 SDSL (symmetric DSL), 251–252 security, 35 AAA, 36 protocols, 402 RADIUS, 403 TACACS, 402–403 AAA. See also AAA access, managing, 400–401 encryption, 36 encryption algorithms, 431–433 Diffie-Hellman key exchange, 434–435 ESP, 436 hashing, 433 transport/tunnel modes, 436–439 IPSec, configuring, 439–447 technology assessment, 40–42 WEP, 235 wireless networks, 235 segmentation and reassembly (SAR), 255 selecting, interface for Frame Relay configuration, 284 selection equipment, 24 cabling, 66–68 central-site routers, 56–61 Product Selection Tool, 56 ROBO, 62–64 SOHO, 65–66 WAN, 55 serial interfaces. See also interfaces, 73 servers AAA, 404 TACACS. See also TACACS, 403
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server-to-server VPNs, 41 serves, security, protocols, 402 services availability of, 33 back office, 222 cost of, 34 QoS, 19 reliability of, 34 session, PPPoE. See also PPPoE, 255 sesssions, Discovery, PPPoE, 253 set ip pat on command, 383 SF (SuperFrame), 196 shaping, traffic, Frame Relay. See also Frame Relay, 297 SHDSL (symmetric high-data-rate DSL), 251 show atm interface atm 0 commands, 263 show cable modem command, 224 show commands, 69 show dialer, 134 show frame-relay pvc, 302 show interfaces ethernet, 69 show interfaces serial, 72–74 show traffic-shape, 306 show controllers t1 command, 198 show dialer command, 205 show frame-relay lmi command, 289 show frame-relay map command, 291 show frame-relay pvc command, 288 show interface atm 0 command, 262 show ip nat statistics command, 381 show ip nat translation command, 380 show isdn status command, 153, 200, 204 show line command, 92, 94 show line output, 92 show modemcap command, 100 show ppp multilink command, 204 showcommands, show frame-relay pvc command, 305 signal pins (modems), 89 signaling, modems, 83, 88–90 Signalling System 7 (SS7), 153 simple dynamic NAT configuration, 374–375 simple NAT translation, 367 single-connection parameter, 407 site preparation assembling, 66–68 central-site preparation, 29–30



central-site router selection, 56–61 equipment selection, 32–36 ROBO, 30–31 SOHO, 31–32 site-to-site VPNs, 41 small office/home office. See SOHO snapshot routing, 185–187 sockets, NAT overloading, 368 software, Cisco Local Director, 371 SOHO, DSL implementation, 246 SOHO (small office/home office), 24 installing, 31–32 router selection, 65–66 SOHO installations, requirements, 19 SONET (Synchronous Optical Network), 37 source ports, 368 speed, troubleshooting, 72 split horizon, 281 troubleshooting, 282 splitting, traffic, 246 spoofing, 162 SS7 (Signalling System 7), 153 standard AT commands, 98–99 star topology, Frame Relay, 279 start-chap command, 102 statements dialer map, 181 dialer-map, 131 static NAT configuration, 375–376 static redundancy, 321–322 status, interfaces, 70 stop-only argument, 418 strategies redundancy, 320 dynamic, 320 static, 321–322 subinterfaces cast type, 284 Frame Relay, 282 substitute addresses, overloading NAT, 368 sun-synchronous orbit (SSO), 231 SuperFrame (SF), 196 switches, PRI, installing, 194–195 switching, packets, 38 symmetric DSL (SDSL), 245, 251–252 Synchronous Optical Network (SONET), 37 syntax, chat scripts, 101–102
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T T1 framing, PRI, 195–198 TACACS, 402–403 TACACS (Terminal Access Control Access Control System), 402 TCP headers, compression, 350–351 load distribution, 370 TCP load distribution configuration NAT, 379 TDM (time division multiplexing), 196 technology assessment security, 40–42 TEI (Terminal Endpoint Identifier), 151, 200 Terminal Access Control Access Control System (TACACS), 402–403 Terminal Endpoint Identifier (TEI), 151, 200 time division multiplexing (TDM), 196 tools CRWS, 257 Production Selection Tool, 56 topologies, Frame Relay, 277 traffic Frame Relay. See also Frame Relay, 297 patterns, 34 splitting, 246 translation NAT, 367 configuring, 373–384 transmissions Fair Queuing, 334 Weighted Fair Queuing, 335–337 transport mode, 436–439 troubleshooting dial backup, 318–320 primary link failures, 318–319 primary link overload, 319 DSL, 260–265 duplex values, 72 installations, 68–74 LED lights, 69 modems, 88–90 Multilink PPP, 204–208 NAT, 381 PPP, 134–135 queuing. See queuing



redundancy, 35 speed, 72 split horizon, 282 TACACS, 403 tunnel mode, 436–439 tunnels, IPSec, configuring, 439–447 types of ADSL, 250 connections, 66–68 of SDSL, 251–252



U uBR (Universal Broadband Router), 224 Universal Broadband Router (uBR), 224 unreachable, DSLAM, 264 unshielded twisted-pair (UTP), 146 UTP (unshielded twisted pair), 146



V value-add reseller (VAR), 16 Van Jacobson algorithm, 350 VAR (value-add reseller), 16 variance 4 command, 320 VCI (virtual circuit identifier), 255 VCs (virtual circuits), 38 VDSL (very-high-bit-rate DSL), 251 verification installations, 68–74 LLQ, 345–347 verifying Frame Relay configuration, 287, 289, 290 show frame-relay lmi command, 289 show frame-relay map command, 291 show frame-relay pvc command, 288 NAT translation, 380–381 viewing, modemcap settings, 101 virtual circuit identifier (VCI), 255 virtual circuits (VCs), 38 virtual path identifier (VPI), 255 virtual private networks. See VPNs voice, traffic, splitting, 246 VPI (virtual path identifier), 255 VPN 3000 Concentrator Series, 15 VPNs (virtual private networks), 24, 41
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W wait-start argument, 417 WAN dial backup, 318–320 primary link failures, 318–319 primary link overload, 319 WAN (wide area network), 24 connections, 16 cost of, 34 equipment selection, 55 central-site routers, 56–61 ROBO, 62–64 SOHO, 65–66 methods for remote access, 37–40



Weighted Fair Queuing, 335–337 weighted fair queuing (WFC), 300 well-known ports, 368 WEP (Wired Equivalent Privacy), 235 WFC (weighted fair queuing), 300 WIC (wide-area interface card), 64 wide area network. See WAN wide-area interface card (WIC), 64 Wired Equivalent Privacy (WEP), 235 wireless access, WAN, 18 wireless networks, 232–236



X xDSL LAN Extension, 17
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