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• • • • • •



Disclaimer Getting the most (bulk data transfer) out of the WAN bbftp, sfcp, bbcp, and GridFTP Firewall issues Providing a common interface Summary
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Disclaimer • I am mainly interested in bulk data transfer over the wide area network • I do not consider disk-to-disk or LAN transfers



• Most of my experience so far has been SLAC↔ RAL • I have not done many detailed performance comparisons • I have transferred lots of real (and simulated) data • A total of >5 Tbytes over the last year



• I will compare features and experiences of different tools
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WAN Transfer Rate controlled by • System and network configuration and contention • The same for all tools • Setup and closedown time • Disk I/O rates at both ends



• TCP/IP window size • Number of parallel streams • These two help alleviate the effects of large round-trip times



• Compression
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FTP: The Next Generation • Normally, traditional file transfer tools, such as ftp, scp, and rsync, do not allow us to control the window size or number of streams • scp and rsync provide on-the-fly compression • Can run multiple streams “by hand” • Even with controlling scripts, this rapidly becomes cumbersome • I’ve done this with ~20 parallel rsyncs!



• New tools, bbftp, sfcp, bbcp, and GridFTP all allow these parameters to be changed • sfcp window size setting is broken and doesn’t provide compression • bbcp and GridFTP not yet publicly available
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Performance Streams Window (kbytes) default ftp 1 1 default scp 1 256 bbftp 4 256 1.9.4 10 256 4 64 1 256 bbcp (beta) 4 256 10 256



Rate (Mbits/s) 0.3 0.3 8.6, 8.9 12.8 16.4, 16.7 9.7 2.6, 2.4 9.9 18.5, 17.6



6000% improvement!



105 MB file copied SLAC→ RAL, 1 April ~17:00, no compression, Sun Solaris 2.6 and local disks at both ends. Red indicates default parameter, blue parameters are fixed 2nd April 2001
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bbftp [Gilles Farrache, IN2P3]



• ftp-style operation • put, get, mkdir, including wildcards (mget) etc.



• retry mechanism • RFIO / HPSS support • passwd, AFS, or PAM authentication • Dæmon or inetd server mode New version (2.00 beta) adds • ssh authentication and server startup [Tim Adye] • During transfer, file is protected and hidden • Prevents accidental access



• Window size controllable at run-time 2nd April 2001
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bbftp experience • bbftp used successfully in BaBar for ~6 months • Transfers between SLAC and 10-20 remote sites • Many TBytes of Objectivity/ROOT data from/to SLAC • Use on-the-fly compression for Objectivity data, not ROOT (already compressed)



• Familiar, but cumbersome, interface • Wrapper scripts make it less cumbersome



• Not good at transferring many “small”files with many streams ⇒ Problem copying ROOT data files (2–100 MB) to Rome



http://ccweb.in2p3.fr/bbftp/ 2nd April 2001
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sfcp [Artem Trunov and Andy Hanushevsky, SLAC]



• ssh authentication • scp-like syntax • Asynchronous disk I/O • Probably doesn’t help much



• • • •



Various controls to help optimisation Solaris only Window size setting doesn’t seem to work Single file transfer only



http://www.slac.stanford.edu/~abh/sfcp/ 2nd April 2001
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bbcp [Andy Hanushevsky, SLAC]



• Pipelined clocked transfer • Graceful fallback on router shaping • Tuneable transfer rate



• Single thread/socket setup for all files • No problem with lots of small files



• • • • •



Optional MD5 checksum Restartable transfer Sequential disk I/O Filesystem interface: Unix, Veritas; HPSS in future Not yet released (I am testing beta version)
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GridFTP [GLOBUS Project]



• Development of GSIFTP for bulk data transfer • GSIFTP is ftp with GSI authentication



• Supports partial file transfer • RAL Datastore interface planned • Still in Alpha release • Alpha 3 just released – no plans yet for general release



http://www.globus.org/datagrid/deliverables/gsiftp-tools.html
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GridFTP LAN Performance Comparisons [thanks to Tim Folkes] • • • • • • • •



Tape http nciftp gsiftp 1 stream gsiftp 2 streams gsiftp 4 streams gsiftp 8 streams gsiftp 16 streams



3.2 Mbytes/sec 2.1 Mbytes/sec 4.1 Mbytes/sec 4.1 Mbytes/sec 5.1 Mbytes/sec 6.2 Mbytes/sec 6.7 Mbytes/sec 7.2 Mbytes/sec



Transfer between networks at RAL connected by FDDI
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Firewall issues • These programs may need some special access through a firewall • bbftp makes connections in both directions



Comments please!



• Port range is compile-time option • Change default base port 4021→ 5021 in new version to avoid “ephemeral” port range



• sfcp makes connection from destination to source. • bbcp makes connection from source to destination, but can be reversed • Port range specified in /etc/services.



• What about GridFTP?



2nd April 2001



Tim Adye



13



ftp-tng wrapper [Tim Adye]



• Perl module provides a common interface to different file transfer tools • Currently supports scp, bbftp, and sfcp • Will add bbcp, and probably GridFTP, rsync, and Unix ftp • OO interface and modular design allows easy addition of other tools • Provides some “missing”functionality for different tools • • • •



Creates temporary control files where necessary Multiple-file and directory copy Automatic directory creation (GET only) Hide and protect files during transfer (GET only)



• Command-line tool presents common syntax to user 2nd April 2001
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Summary • WAN performance can be improved by optimising TCP/IP window size, number of streams, and perhaps compression • bbftp already essential for BaBar data transfer • bbcp and GridFTP promise more functionality • ftp-tng provides a common interface
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