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Frama-C, a platform for analysis of C code



Outline Frama-C, a platform for analysis of C code Verification of a Cloud hypervisor Anaxagoros hypervisor and Virtual Memory Formal Verification Results and discussion Verification of a sandbox The ZeroVM sandbox solution Formal verification Results Conclusion
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Frama-C, a platform for analysis of C code



Frama-C, a brief history



I



90’s: CAVEAT, Hoare logic-based tool for C code at CEA



I



2000’s: CAVEAT used by Airbus during certification process of the A380 (DO-178 level A qualification)



I



2008: First public release of Frama-C (Hydrogen)



I



2012: New Hoare-logic based plugin WP developed at CEA LIST Today: Frama-C Sodium (v.11)



I



I I I



Multiple projects around the platform A growing community of users. . . and of plugin developers
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Frama-C, a platform for analysis of C code



Frama-C at a glance



I



A Framework for Modular Analysis of C code



I



Developed at CEA LIST and INRIA Saclay



I



Released under LGPL license



I



Kernel based on CIL [Necula et al. (Berkeley), CC 2002]



I



ACSL annotation language Extensible plugin oriented platform



I



I I I



I



Collaboration of analyses over same code Inter plugin communication through ACSL formulas Adding specialized plugins is easy



http://frama-c.com/ [Cuoq et al. SEFM 2012, FAC 2015]
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Frama-C, a platform for analysis of C code



ACSL: ANSI/ISO C Specification Language I



Based on the notion of contract, like in Eiffel, JML



I



Allows users to specify functional properties of programs



I



Allows communication between various plugins



I



Independent from a particular analysis



I



Manual at http://frama-c.com/acsl



Basic Components I



First-order logic



I



Pure C expressions



I



C types + Z (integer) and R (real)



I



Built-in predicates and logic functions
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Frama-C, a platform for analysis of C code



Example: a C program annotated in ACSL /∗@ r e q u i r e s n>=0 && \ v a l i d ( t + ( 0 . . n − 1 ) ) ; a s s i g n s \nothing ; e n s u r e s \ r e s u l t != 0 ( \ f o r a l l i n t e g e r j ; 0 t [ j ] == 0 ) ; ∗/ int a l l z e r o s ( int t [] , int n) { int k ; /∗@ l o o p i n v a r i a n t 0 valid_read _s eg me nt ( start , start + size ); ensures \result == 0 == > prot == PROT_WRITE == > valid_segment ( start , start + size ); ensures \result == 0 || \result == -1; @ */ static int CheckRAMAccess ( struct NaClApp * nap , NaClSysPtr start , uint32_t size , int prot )
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Verification of a sandbox



Formal verification



Issues detected by formal verification (1/3) before correction: int64_t size ; uintptr_t start , nap - > mem_map [ i ]. end ; size -= ( nap - > mem_map [ i ]. end - start ); if ( size mem_map [ i ]. end ; size -= ( nap - > mem_map [ i ]. end - start ); if ( size mem_map [ i ]. end - start ;
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Verification of a sandbox



Formal verification



Issues detected by formal verification (2/3) before correction: int32_t size , int64_t offset ; int64_t channel - > size ; /* prevent reading beyond the end of the channel */ size = MIN ( channel - > size - offset , size ); /* check arguments sanity */ if ( size == 0) return 0; /* success . user has read 0 bytes */ if ( size < 0) return - EFAULT ; if ( offset < 0) return - EINVAL ;
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Verification of a sandbox



Formal verification



Issues detected by formal verification (2/3) after correction: /* check offset sanity */ if ( offset < 0 || offset >= channel - > size ) return - EINVAL ; /* prevent reading beyond the end of the channel */ size = MIN ( channel - > size - offset , size ); /* check arguments sanity */ if ( size == 0) return 0; /* success . user has read 0 bytes */ if ( size < 0) return - EFAULT ;
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Verification of a sandbox



Formal verification



Issues detected by formal verification (3/3)



before correction: if ( offset >= channel - > size + tail ) return - EINVAL ;



after correction:
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Verification of a sandbox



Formal verification



Issues detected by formal verification (3/3)



before correction: if ( offset >= channel - > size + tail ) return - EINVAL ;



after correction: if ( offset >= channel - > size && offset - channel - > size >= tail ) return - EINVAL ;
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Verification of a sandbox



Results



Verification results



I



Frama-C/WP automatically proves specified properties I I



64 proof obligations for functional properties 69 proof obligations to prevent runtime errors



I



several issues and potential security flaws detected and reported to the development team



I



a new version of ZeroVM fixed the issues
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Conclusion



Conclusion We performed deductive verification in Frama-C for I



a submodule of a Cloud hypervisor



I



a sandbox for secure execution of user applications



Results: I



a concurrent version verified via simulation



I



a few potential errors and security flaws detected and reported



I



Frama-C provides a rich and extensible framework for formal verification of C code



Future work: I



apply Frama-C for formal verification of real-sized Cloud software
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