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Abstract SStreaMWare is a data management middleware that allows building declarative queries on heterogeneous sensors. This paper illustrates how to extend SStreaMWare, in addition to its querying capabilities, with management capabilities, such as configuration, software update and performance monitoring, in order to increase the efficiency of networked sensing systems. In fact, with the emergence of sensors in applications in which the quality of service requirements are high (e.g., industrial, medical, domotic), management of these sensing devices gains an increasing importance.



1.



Introduction



Thanks to their decreasing cost and size, intelligent sensing devices (e.g., temperature sensors, audiovisual devices, chemical sensors, RFID readers) are pervasive in many applications from various domains. Considerable research has been done on different aspects of sensor networks. However their management issues are still little explored. Nonetheless, with the emergence of sensing devices in application domains in which requirements in terms of quality service, reliability, security and integrity are high (e.g., industrial, medical and domotics), management of these devices gains more and more importance [1]. This paper presents a management solution for networked sensing systems on top of the SStreaMWare, a sensor data management middleware. We aim to extend SStreaMWare, in addition to its querying operations, with management operations such as configuration, software update and diagnostics. Motivations for networked sensing system management are given in the section 2. The section 3. gives a brief overview of SStreaMWare and Section 4. presents its management extension. Section 5. concludes the paper and discusses our future work.



2.



Motivation



Traditionally, management solutions used to target devices such as personal computers, servers, network routers, switches, printers, etc. However many other electronic devices are now being connected as well, such as TVs, Hi-Fi devices, home or industrial gateways, cameras, HVAC and lighting devices, mobile phones; and in the near future, refrigerators, ovens, microwaves, etc. Furthermore, more intelligent and tiny sensing devices have already started to be massively connected. These communicating devices form the base for ubiquitous networks. The arguments for the need for management of traditional computer networks, which can be listed as heterogeneity management, scalability, effective maintenance and better quality of service, also hold for the ubiquitous networks. However, these networks have particular characteristics that should be taken into account, such as limited resources of devices, real-time nature of applications, dynamicity of environments and strongly distributed numerous devices. This paper promotes an integrated sensing device management solution which is built on the hierarchical service oriented architecture of the SStreaMWare middleware.



(a) Architecture of SStreaMWare sensor querying middleware



(b) EXtended architecture of SStreaMWare



Figure 1. Two complementary architecture



3.



SStreaMWare: a service oriented middleware for heterogeneous sensor data management



SStreaMWare [2] provides declarative querying facility for heterogeneous sensors. Its generic data schema provides a homogeneous view over sensors of different types. Besides type heterogeneity, SStreaMWare’s service oriented architecture hides software heterogeneity of sensors behind generic adapter services. The service oriented approach also facilitates the plug & play functionality, i.e., a sensor service can be added/removed to/from the middleware dynamically. SStreaMWare is based on a hierarchical distributed architecture: a monitored zone is divided into regions. User queries are submitted to a top-level control-site which then discovers concerned sensor services according to their location or sensor type. It then decomposes queries and sends them to appropriate gateways in charge of the sensors concerned by the query. Query evaluation is distributed among several levels in the architecture, which leads to a scalable querying system. SStreaMWare is demonstrated by using several kinds of sensors such as accelerometers, cameras, temperature sensors and GPS devices [5]. See Figure 1(a)) for the overview of the SStreaMWare’s architecture. SStreaMWare currently provides some basic management operations, such as support for arrival/departure of sensors and sensor services, and modifying some sensor parameters [4]. However, we wish to extend the middleware with more complete management features such as software update, configuration and performance monitoring. Next section presents the management extension for SStreaMWare.



4.



XSStreaMWare: management eXtension for SStreaMWare



This section presents three aspects of our management mechanism: functional areas, hierarchical management architecture and supported management operations on a well defined data model. 4.1.



Functional areas



XSStreaMWare aims at providing mechanisms for the following three principal management areas: Configuration management: configuration of network, system, application or physical device parameters by getting/seting concerned attribute values, e.g., energy level, neighbor table, logical address, physical location, alarm threshold, supported protocols and algorithms, sampling rate. 2



(a) Hierarchical data model with 4 main parameter family



(b) Operation examples



Figure 2. Example of a data model and generic management operations



Performance management: continuous monitoring of performance metrics, guaranteeing quality of service, performing maintenance and diagnostic operations, e.g., measuring communication delay, CPU and memory usage, radio tests, calibration, initialization, reboot, factory reset. Software management: software deployment and lifecycle management, e.g., monolithic firmware upgrade, virtual machine update, install/uninstall software modules, service provisioning, bug fixes. Besides these functions, XSStreaMWare aims to make the best effort for providing non-functional properties such as security, reliability and transactional integrity [3]. 4.2.



Hierarchical Architecture



Efficiency of distributed hierarchy for large-scale management in computer systems is now widely accepted [6]. SStreaMWare’s hierarchical architecture fits well to a such multi-level management hierarchy composed of managers, sub-managers, agents and managed entities (See Figure 1). Manager: is the entity at the top level providing an overall view of the managed environment. Management operations are initiated by the manager and then distributed to the sub-managers. Operation results get back to the manager which then possibly reacts according to some management policies. SStreaMWare’s control site plays the role of the manager. Sub-managers: are needed to share the management tasks, due to the high number of sensing devices to manage. Each sub-manager is responsible for one region and hosted by a SStreaMWare gateway. They interrogate, control and manipulate their agents and return results back to their managers. Agents: are software entities that collect data from managed nodes and perform operations on them as requested by sub-managers. SStreaMWare’s proxies and adapters are extended for this purpose. Managed Entities: are abstract views of physical and logical resources to be managed. Sensors (or in some cases, sensor networks as a whole) as well as their sensing services are the managed entities. The following section presents the management operations that can be performed by/on these entities.



3



4.3.



Management operations and data model



XSSreaMWare’s main purpose is to provide a simple extensible management solution. It will provide the following operations which are generic enough to perform basic management operations: - get takes as input the name of the desired parameter of a managed entity and returns its value; - set modifies the value of the specified parameter with the given value; - act executes actions such as update firmware, reboot or perform a diagnostic operation; - notify subscribes for interesting events, such as device reboot, update or parameter value change. XSStreaMWare specifies a hierarchical data model, i.e.,a Management Information Base (MIB), for representation of management information. The model defines sensor parameter names, formats, default values and attributes. Figure 2(a) gives an implementation example of the model. The model is intended to be simple and extensible. Management operations such as given in the figure 2(b) are then executed on this common data model. get, set and notify operations concern a given part of the data model, while act operation performs actions on managed entities e.g., on a given sensor or on a set of sensors conforming to a filter condition. Possible actions that managed entities can support are also defined in the data model.



5.



Conclusion and Future Work



Despite its importance for better quality of service, reliability and integrity, management issues are still not sufficiently explored in the networked sensing systems context. This paper presented how to extend the SStreaMWare, a sensor data querying middleware, with the support of management operations. SStreaMWare already provides some limited management features. Based on the concepts given in this paper, we are extending the middleware with a more generic management solution including a support for configuration, software management and performance monitoring. As showed in this paper, the hierarchical, distributed and service oriented architecture of SStreaMWare provides a promising base for such a management mechanism.
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