






[image: PDFHALL.COM]






Menu





	 maison
	 Ajouter le document
	 Signe
	 Créer un compte







































An Active Attack Against a Provably Secure Lightweight

respect to an underlying hardness assumption. In this paper we .... 1 These can be obtained by using, for instance, a false tag that sends the same blinding factor ... http://www.rsasecurity.com/rsalabs/staff/bios/ajuels/publications/pdfs/lpn.pdf. 2. 

















 Télécharger le PDF 






 175KB taille
 12 téléchargements
 242 vues






 commentaire





 Report
























An Active Attack Against a Provably Secure Lightweight Authentication Protocol Henri Gilbert, Hervé Sibert, and Matthew Robshaw France Télécom, R&D Division / MAPS / NSS email{henri.gilbert,herve.sibert,matt.robshaw}@francetelecom.com



Abstract. Much recent research has been focused on providing RFID tags with lightweight cryptographic functionality. Recently, the HB+ authentication protocol was proposed [1] and claimed to be secure against both passive and active attacks with respect to an underlying hardness assumption. In this paper we propose a linear-time active attack against HB+ .
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1 Introduction Much recent research has focused on providing RFID tags with lightweight cryptographic functionality. Particularly interest has been paid to the issue of authentication, in order to both prevent counterfeiting and enhance privacy. In this note, we focus on an authentication protocol by A. Juels and S. Weis [1] which is to be presented at Crypto'05. Called HB+ , this protocol provides a symmetric authentication scheme that is claimed to be well-suited to low-cost devices such as RFID tags. In [1], HB+ is presented as an enhanced variant of a protocol due to N. Hopper and M. Blum [2] (and known as the HB protocol). While HB was proven secure against passive attacks only under the Learning Parity with Noise(LPN) hardness assumption, HB+ is claimed to be secure against both passive and active attacks and a security proof is provided [1]. In this note, we show that HB+ is vulnerable to an ecient active attack with linear computational and communication complexity. The rest of this note is structured as follows. First we provide an outline of the LPN problem and the HB and HB+ protocols. In the following section we describe the attack and assess its cost. Finally, we consider the implications of our observations.



2 The LPN problem and the HB and HB+ protocols In this section we quickly review the HB and HB+ protocols. It is interesting to note that they have much in common with a scheme rst presented in [3]. Roughly speaking, the LPN problem requires an adversary to recover a k -bit secret x after being given several equations of the form bi = ai · x ⊕ νi , with unknowns x and the νi 's. Here νi is a (noise) bit equal to 1 with a probability η ∈ [0, 12 ). Throughout we denote the Hamming Weight of a vector x by |x|.



Denition 1. The LPN problem with security parameters q, k, η , with η ∈ [0, 21 ) is



dened as follows: given a random q × k binary matrix A, a random k -bit vector x, a vector ν such that |ν| ≤ ηq , and the product z = A · x ⊕ ν , nd a k -bit vector x0 such that |A · x0 ⊕ z| ≤ ηq .



The HB scheme is a symmetric-key authentication protocol that is directly related to the LPN problem. The round described in Figure 1 is repeated r times. The tag is authenticated if the checking procedure fails at most ηr times. Tag (secret x) ν ∈ {0, 1|Prob(ν = 1) = η}



Reader (secret x) a



Compute z = a · x ⊕ ν



←−−−−−−−− z −−−−−−−−→



Choose challenge a ∈R {0, 1}k Check a · x = z



Fig. 1. One round of the HB protocol.



Note that the HB scheme is not secure against active attacks. Since ν is strictly less than 12 , by challenging the tag with some chosen a several times the value a · x will be revealed. Gaussian elimination will therefore give x once k equations with linearly independent a's have been retrieved. The HB+ protocol is an augmented version of the basic HB scheme. The aim of the HB+ protocol [1] is to prevent the extraction of tag secrets by corrupt readers using such chosen challenges to the tag. The symmetric key now consists of two k -bit vectors x and y , and a blinding vector is rst sent by the tag. The HB+ round described in Figure 2 is repeated r times and the tag successfully authenticated if the check fails at most ηr times. Tag (secret x, y ) ν ∈ {0, 1|Prob(ν = 1) = η} Choose blinding vector b ∈R {0, 1}k Compute z = a · x ⊕ b · y ⊕ ν



Reader (secret x, y ) b



−−−−−−−−→ a ←−−−−−−−− z −−−−−−−−→



Choose challenge a ∈R {0, 1}k Check a · x ⊕ b · y = z



Fig. 2. One round of the HB+ protocol.



3 An active attack against HB+ Here we show a simple active attack against the HB+ protocol. The attack requires that the adversary be capable to manipulate challenges sent by a legitimate card reader to a legitimate tag during a few authentication exchanges, and to check whether this manipulation results or not in an authentication failure. More in detail, 2



the attack consists in choosing a constant k -bit vector δ and using it to perturb the challenges sent by a legitimate reader to the tag: δ is xor'ed to each authentication challenge for each of the r rounds of an authentication. If the authentication process is successful, then we must have that δ · x = 0 with overwhelming probability. If authentication doesn't succeed then δ · x = 1 with overwhelming probability.



Tag (secret x, y ) ν ∈ {0, 1|Prob(ν = 1) = η} Choose blinding vector b ∈R {0, 1}k



Reader (secret x, y ) b



−−−−−−−−→ 0



a =a⊕δ



a



←−−−−−−−− · · · ←−−−−



Compute z 0 = a0 · x ⊕ b · y ⊕ ν



z0



−−−−−−−−→



Choose challenge a ∈R {0, 1}k Check a0 · x ⊕ b · y = z 0



Fig. 3. The attack on one round of the HB+ protocol.



The attack is illustrated in Figure 3 for one round of the HB+ protocol. We use the same δ in all r rounds of the protocol. Acceptance or rejection by the reader would thereby reveal one bit of secret information. To retrieve the k -bit secret x, it is enough to repeat the full protocol k times for linearly independent δ 's, and to solve the resulting system. Conveniently, one can choose δ 's with a single non-zero bit. Once x has been derived, the attacker can either immediately impersonate the tag using commitment values b = 0, or the attacker can then derive the k -bit secret y using linearly independent linear combinations b · y . Another side eect of the disclosure of x is that the privacy of the tag's identity is also compromised. 1 From a practical point of view, the most obvious way to mount the former attack is to use a false reader and false tag combination as a man-in-the-middle attack. The false reader will interact with the legitimate tag and the false tag will communicate with the legitimate reader. Note that the false reader and tag need not be in the same physical place, they only need to communicate to each other. However, such a man-in-the-middle conguration is not really required. Instead an adversary need only cause controlled perturbations to the challenge sent from the reader to the tag.



4 Discussion We have described an active attack against the HB+ protocol [1] that has a complexity linear in the length of the keys and number of rounds. It is interesting to consider how such an attack evades the proof of security that accompanies the HB+ protocol [1]. 1



These can be obtained by using, for instance, a false tag that sends the same blinding factor b to a legitimate reader during a complete execution of the protocol, and returns a · x to each authentication challenge a. If the authentication is successful, then we must have that b · y = 0 with overwhelming probability. If authentication doesn't succeed then b·y = 1 with overwhelming probability.



3



The weakness appears to be due to the fact that the security model does not take account of the potential leakage of information about the secret key of a symmetric authentication scheme by a legitimate verifyer, not only by a legitimate prover. In the attack described above, each accept or reject outcome of the authentication performed by a legitimate verifyer provides one bit of information about the authenticated tag's secret key x. Moreover, an attacker is not restricted to attacking the tag only, and then the reader only: in the former attack, the adversary interacts with both at the same time to gain an advantage. In summary, it seems to us that the security model considered in [1] is too restrictive to cover all active attacks, and does not take into account realistic meet in the middle attacks.
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