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7.unified messaging - Description

Put 123 as password for voice messaging access. Save. Note : There is no need .... message after the tone then #. To enter last name of the recipient, enter 363#. 
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7.1 Configure SIP Trunk on CUCM to access CUC Go to: CUCM/CCMADMIN : System > Security > Sip Trunk Security Profile > Add New Enter the fields below



Save Go to: Device > Trunk > Add New
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Next



Go down the page, don’t forget to activate redirecting to have infos on forwarded calls for unity connection. If you forget that, the call appears to be Direct, so you will hear “enter your PIN” instead of, “Sorry John Doe is not available”



Save and Ok. Click on



to reset this trunk. Reset to confirm.
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Go to: Call routing > Route/Hunt > Route Pattern Add New



Save and Ok then Ok to finish. We have configure 1500 to be the Voice Mail Number but we want to associate this number to the Message button



on the phone. It is inactive per default. Try it, press on it 



Go to : Advanced Features > Voice Mail > Voice Mail Pilot Then find. Click on default. Enter 1500 as Voice Mail Pilot Number
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Save Go to: Advanced Features > Voice Mail > Voice Mail Profile Then find. Click on Default. Check that 1500 is the voice mail pilot.



Save if necessary. CHECK : Test the button message to see if number 1500 appears on the screen. Normally, you have a fast busy tone because we have not yet configured CUC. Go to: Device > Phone > Find. Click on Line [1]
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Activate Call Forward as below and fix No Answer Ring Duration to 10 seconds. It will be used later by Unity connection for voice mail usage.
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7.2 Configure Phone system Connect to CUC :



http://10.1.1.3



After bypassing security problem, Login as cucmadmin / cucmpass1 If it asks to change password, change it to Cucmpass1. You can also have this message :



Click on the link Click here to continue login and change your password later
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Go to: Telephony integration > Phone System



Click on Phone System



Add port group then Go
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We prefer SIP integration with CUCM. Choose SIP. Save. Then go to Add port in the right upper corner of this page.



Modify number of ports to be 2. Save Copyright Cisco, Globalknowledge France, 2015
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Save then Ok. Don’t Forget to reset ports if asked :



Check telephony integration to see if there is some problems. Click on Go



Check : Try on all phones the message button, you’ll hear “Hello, Cisco Unity connection messaging..”
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7.3 Authentication rules and user templates Objective : We would like to change these rules to have simpler password policies Go to: System settings > Authentication Rules



Click on Recommended Voice Mail Authentication Rules



Set Minimum Duration Between Credential Changes to 1, Minimum credential length to 3 and uncheck trivial password



Save Go to: Template > User templates
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Click on voicemailusertemplate



Uncheck “Set for Self-enrollment at Next Sign-in” then Save



Go to: Edit > Password Settings in the top of the page
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Uncheck “User must change at next-sign-in” then Save



Go to: Edit > Change Password Put 123 as password for voice messaging access



Save



Note : There is no need to create a web password because we use LDAP Authentication. It’s AD that stores password and authenticates all credentials. We will use this password in Web Inbox, chapter 7.10
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7.4 Voicemail box creation First, we need to activate Dirsync service as in CUCM to synchronize LDAP account. It’s actually deactivated. From the navigation menu in right upper corner of CUC, go into Cisco Unified Serviceability :



Go: Tools > Service Activation



Save then Ok. Come back in We want to create Mailbox automatically by using LDAP integration as in CUCM. It’s look like exactly as in chapter 6.1.4. Have a look on it to have the correct parameters. Go to: System Settings > LDAP > LDAP Setup
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Go to: System Settings > LDAP > LDAP Directory Configuration and enter the following parameters (LDAP password : C1sc0123):



Save and terminate by Perform Full Sync Now to download users from AD, then Ok. Go to: System settings > LDAP > LDAP Authentication Repeat same parameters than above with a LDAP password : C1sc0123
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Save Now, we want to import LDAP users from AD to create for them Cisco Unity voice mailboxes. Go to: Users > Import Users



Find End users in LDAP Directory
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Click on the 3 users and modify their extension by putting internal phone numbers : 2001, 2002 and 1003. Choose “Base on Template” : voicemailusertemplate. Terminate with “Import selected” Note : You can see the E164 number at the right, coming from an AD attribute.



Note : By using the field ”Based on template= voicemailusertemplate”, the parameters we define before will be automatically associated to imported users: password policies, password : 123, no selfenrollment …
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Go to: Users > Users



CHECK : Try to log with message button on each phone. You will not have any more the Default Auto Attendant message but “Enter your pin follow by pound(#)”. Enter 123 as pin. You can hear your name and instructions about choices you should use in your voice mailbox
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7.5 Testing Exchange 2007 messaging Log in https://10.1.1.10/owa Use your account : jdoe / C1sc0123 and choose the language and timezone you want. Do the same with Jane white on other PC. Don’t forget that you can also use you virtual PC on 10.1.1.99 and .100



Test if you can send e-mail message to each other. Please, send kind messages to your neighbor  Copyright Cisco, Globalknowledge France, 2015
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7.6 Unified messaging Objective : we want message store to be Exchange 2007 We like to change Domain name for CUC. Default is the name server : CUC105.ciscofrance.com. We want to change to ciscofrance.com. It’s our Exchange 2007 email domain name Go to: System settings > SMTP configuration > Server Click in to ciscofrance.com as shown below



to modify the SMTP domain from cuc105.ciscofrance.com



After Save, you need to restart 3 services in Control Center :



Go into navigation panel in right upper corner :
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Go to: Tools > Service Management



Stop, Ok then start this service. In the same way, restart Connection Message Transfer Agent, and Connection SMTP Server (go down the page for this last service). After restarting all 3 services, go to: Go to: System settings > SMTP Configuration > Smart Host Initially, Smart Host should be an SMTP relay to avoid Spam. We must use our Exchange server as this smart host to enable unified messaging. If not, we couldn’t configure this feature.
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Go to: Unified Messaging > Unified Messaging Services Click Add new. Enter the fields below



   



Display Name : EXCH2007 Exchange server : 10.1.1.10 Exchange Server Type : Exchange 2007/2010 Client Access Server Username : administrator







Password : C1sc0123



Save and click on test :



Note : Be careful, this test doesn’t authenticate any credentials : Wrong password gives same result.
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Modify Class of service to gain privileges Go to: Class of Service > Class of Service Click on Voice Mail User COS



Note : The Feature “Allow users to use Unified Client to access Voice Mail” above will be used in CUCM IM Lab
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Activate Unified Messaging for Each Unity connection user Go to: Users > Users Click on jdoe then Edit > Unified Messaging Account



Click Add new. Choose “Use Corporate Email address” and click Save.



You can test if the account is available on Exchange from Cisco Unity Connection



Close and Save Note : if you have an error 500 message at this point, it should be in relation with Exchange prerequisite about the administrator exchange Impersonation. In Exchange Shell, you have to type: new-ManagementRoleAssignment -Name:ConnectionUMServicesAcct -Role:ApplicationImpersonation -User:'administrator'



Check this role for administrator, using : get-ManagementRoleAssignment
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CHECK : Leave or send a message to John Doe (2001), then access to OWA and check if you have received a mail. Here is two possible ways to do it 1) From 2002, call 2001. After 10s, you can listen to jdoe’s greeting and you can leave a message. Press # # to send this message or simply hang up. 2) To send a message, from 2002, press on message key then login with pin 123#. Press 2 to send a message. Record your message after the tone then #. To enter last name of the recipient, enter 363# (“doe” on the phone keyboard) then # # again to send the message. In https://10.1.1.10/owa, notice that you receive a mail with a WAV file attached. Click on it to listen this message. Same as on the phone, no? Try also to mark message as read or not read and observe MWI on the phone. If you suppress a message in Owa, you will also suppress it in voice mailbox. So, It’s completely synchronize with Exchange :



Copyright Cisco, Globalknowledge France, 2015



245



7.7 Auto-attendant Objective : Auto attendant is the IVR per default . It permits to find persons and to be transferred to them. We like to modify it to show how CUC is enough powerful to create a complete audiotext application



Checking Auto attendant from a voicemail user



By pressing the Messages button on phone, if you are a Unity Connection user, you are invited to enter your PIN. We call this access “Attempt sign-in”. If you want to access auto attendant, you can do it by calling from a non-CUC user or by typing # if you are a CUC user. At this moment you hear “Hello, Cisco Unity messaging system. From a touch telephone you can dial an extension at anytime…”. From 2001, try to test it. Press on 4 to access CUC directory and type 944# (For WHIte). Observe the phone transfer during the Auto Attendant greeting.
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7.7.1 Change Opening Greeting Message Important Note: Due to Java problem for record messages, it is better to do this lab with WIN7-1 virtual PC: 10.1.1.99. Java version is correct and has been tested. Opening greeting is the Call Handler we use per default when we access to Auto Attendant. We like to change the default message. Go to: Call Management > System Call Handler then click on Opening Greeting :



Note: Be careful with Schedule means you can listen closed greeting or standard greeting, depending of what is considered to be out of hour/day or not. Click on view if you want to see this schedule. To be sure to listen to your record, you should put Copyright Cisco, Globalknowledge France, 2015
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Observe call handler above, you can find details about parameters in Help > This Page Go to: Edit > Greetings



Click Standard and go down the page and click on play/record



Important note : If it asks to install Java, you can use our Java in “BE6000 - Tools for student v10.5” (the file is jre-7u67-windows-x64.exe) . after that you have to configure security in Java by adding 2 sites : https://@IP_CUC:8443 and https://@IP_CUC:443. If you prefer, you can also connect via mstsc /v 10.1.1.99. On this virtual PC, we had already installed Java 1.7 update 67, with these security parameters. So,It should work correctly. You can find more infos in BE6000 - tools for student v10.5 > CUC Files > java 1.7 pb with media master Save. Accept all Java security popups and wait for the load of Java Applet. Select “Use Phone” in the Record field as indicated below



Go to: Options > Playback & Recording



If this option didn’t work, it should be a Java problem. Change the number shown for 2001 or another phone number you want to use to record your own voice message
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Ok. Click on the red button Record, the following warning popup appears:



Click on Replace. Phone 2001 will be called. You can leave the message you want after the bip as “Welcome to Cisco, thank you for calling, Press 0 to go to operator…”. Don’t forget to save. Note : If you don’t want to record your own voice using phone, try to open a wav file found in Tools for students > G711 file > opening greeting be6000.wav



Copyright Cisco, Globalknowledge France, 2015



249



7.7.2 Personalize Auto Attendant Objective : We want to create a Call Handler which announce “Welcome to sales, you will be in relation shortly” then be transferred to 1003. We access to this message by pressing on “1” Go to: Call Management > System Call Handler Click on Add New. Put Display Name as SALES



Then we’ll do exactly as for opening greeting : we ‘ll change the default greeting. To do that, go to Edit >Greetings. Click Standard. In Caller Hear section, click on My Personal Recording
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Go down the page and in the After Greeting section, and configure a Attempt Transfer to User with Mailbox : mperry



Go down the page and in the Recording section, record the following message: “Welcome to Sales, you will be in relation shortly” (or use Tools for student > G711 files > sales be6000.wav)



Save Now click on Call Handler > Search Call Handler and select Opening Greeting



Click on Edit > Caller Input
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Click on 1



Save CHECK : Use Phone 2001 or 2002 and press message button then press #. You hear the Auto Attendant message you just modify in the previous Lab. Press 1 and you will hear the Sales greeting. At the end of the message, a call transfer to 1003 should happen
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7.8 Visual Voicemail (OPTIONAL LAB) You can view, sort, play, compose, forward, and reply to voice messages from the screen on your IP phone without having to dial in to the system



7.8.1 Route Pattern for Voice mail pilot Reverse trap Go to: CUCM/CCMADMIN : Call Routing > Route/Hunt > Route Pattern Click Find and copy the Route Pattern 1500. Change to 1501 then Save, and OK, OK.
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7.8.2 Configuring Voicemail Web Service on Cisco Unity Connection Go to: CUC/CUADMIN : System Settings > Advanced > Connection Administration Enter the 2 voice mail pilots in the fields below



7.8.3 Configure a Direct Routing Rule Go to: Call Management > Call Routing > Direct Routing Rules



Add New. Enter Display name : Visual Voicemail Reverse TRAP Rule. Save
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Modify « Send Call to » to be associated to conversation Reverse Trap. Then Click Add New



Save. Then Add New. Put Dialed Number to be equal to 1501 as below :



Save
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Click on Call Management > Call Routing > Direct Routing Rules once again for listing them



You’ll get the following result



Check : If you call 1501, you should be connected during 6s, silently, and disconnected.



Copyright Cisco, Globalknowledge France, 2015



256



7.8.4 Configuring a Message Indicator Count on Cisco Unity Connection Go to: CUC/CUADMIN : Telephony Integrations > Phone System click on PhoneSystem Click on Send messages count then Save



7.8.5 Add the Visual Voicemail Service in Cisco Unified Communications Manager Go to: CUCM > Device > Device Settings > Phone Services > Add New and enter the following parameters (observe recommandation in the Note below):



Above, Service URL is: http://10.1.1.3/midlets/VisualVoicemail/VisualVoicemail.jad



Check: Use your web browser and download this jad file. Using notepad, look at the end of the file. You should see: voicemail_server:10.1.1.3



Note : Strictly respect upper case / lower case for all strings mentioned above, even for description and name. That’s very important for this lab to work. Don’t check Enterprise Subscription because it don’t work on an Cisco 7961
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7.8.6 Installing Visual VoiceMail service on phone Go to: CUCM > Device > Phone > find Go to: Device > Phone , click Find, and select phone 1 In upper right corner, select Subscribe/Unsubscribe Services and then Go



Select a service : VisualVoiceMail



Next then Subscribe.



Close the window In upper right corner, select Back to Find/List and then Go



Click on John Doe’s Phone and Reset Selected to finish
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Check : Press message button on phone 2001 then select VisualVoicemail



Choose VisualVoicemail, press on Select, using Extension: 2001 and Password: 123 then press Sign In



Play to listen voicemail. By pressing “more” you have also:



Note: On phones 796x series, when you go out from VisualVoicemail, and press again the Messages button, if you don’t see the list with both options “Voice Mail” and “VisualVoicemail” because VisualVoicemail is directly selected, press a long time or two times quickly on Messages button Copyright Cisco, Globalknowledge France, 2015
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7.9 Voice recognition Speech access (Voice recognition) Use natural-language voice commands to place calls or listen to messages in hands-free mode. Say a command when you are prompted. For example, you can say: "Send Urgent Message to John Smith“ or "Play messages” Go to: Class Of Service > Class of Service > find



Note: It has been already configured in a previous lab
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Activate Speech recognition for each user Go to: Users > Users Click on jdoe Go to: Edit > Phone menu



Check : After login with your pin, you can say :  send a message “Ok, send a message. Record the message at the tone”  …< now, say your message>… “Who is the first recipient?”  Mark Perry “Adding. Mark Perry, next recipient or say done”  Done “What we would like to do with this message?”  Send “Message Sent. Main menu, what you will like to do?”  Play new messages



Check : Verify on Phone 3 (Mark Perry) that you’ve received this message from John Doe Copyright Cisco, Globalknowledge France, 2015
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7.10 Cisco Web Inbox Connect to :



http://10.1.1.3/inbox



 Username : jdoe  Password : C1sc0123



Click on play to listen to voice mail
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