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Summary – – – – – – – – –



What ASQ provides Packets handling and processing Filtering Connections table The plugins SFCTL command Verbose mode Disabling ASQ features Appendixes p.41 • • • • •



Plugin attachment criterions Non-bypassable checks/events Hardcoded actions on events/alarms HTTP incomplete data handling Implicit filter rules token
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Summary What provides ASQ ? It is impossible to speak about parameter setting ASQ without evoking superficially its parameter setting at least. treatment optimization by connected analyses by layers - FILTERING above all (package authorized; because it's useless to analyze packages prohibited by filtering) - connections state follow-ups - conformity analysis (IP, TCP, UDP, ICMP) confrontation with the RFC,anomalies detection. - detection of the applicative flows by plugin attachment for targeted conformity check - context/data confrontation with a contextual signatures database - bandwidth management - packet mangling (MSS, DSCP, seq num rewrite) - routing (per interface, LB dialup) NETASQ – CORPORATE PRESENTATION
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Packets handling ‘1/2’ • IP checksum; • BlackList + BlackListExclude; • Check IP addresses: broadcast, multicast, experimental class; • IP spoofing detection; • Check IP options (e.g., TTL); • ASQ bypass, i.e., WhiteList + WhiteListExclude; • Fragmentation;
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Packets handling ‘2/2’ • Does packet belong to a registered connection? – No • Check TCP flags: SYN must be set + other base conformity checks (e.g., TCP options, window); • Filter • Insert connection in conn table



– Yes • Match against connection state;



• IP protocols conformity checks: TCP, UDP, ICMP and IGMP; • Attach a plugin; • Match against IDS patterns. NETASQ – CORPORATE PRESENTATION
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Ip spoofing detection ‘1/4’ IP spoofing consist in the use of IP belonging to others in order to fool various network entities and gain privileges. To detect IP spoofing, the ASQ use the following sources of information: • interfaces' networks; • static routes on protected interfaces; • static routes on non-protected interfaces; • and the host table.
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Ip spoofing detection ‘2/4’ Note that use of static routes to detect IP spoofing is significatively different from use of static routes to route a packet. When static routes are used, routes are listed by order of accuracy, i.e., from narrower networks to wider ones. When trying to detect spoofing, protected routes are used first. It means that if you have a wide protected network and a narrow non-protected network, the protected one, although being wider, will be used to detect spoofing.
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Ip spoofing detection ‘3/4’ Here is an example: out in (protected) 10.2.5/24 10.1/16 -----> 10.2/16 Protected networks table: * 10.1/16 (protected); * 10.2/16 (protected); * 10.2.5/24 (non-protected).



Routing table: * 10.2.5/24; * 10.1/16; * 10.2/16.



10.2/16 is a wider network than 10.2.5/24, i.e., its netmask is lower.
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Ip spoofing detection ‘4/4’ Spoofing detection will act as follow on packet reception: • protected networks first: – Does it belong to 10.1/16? No; – Does it belong to 10.2/16? Yes; • Is it coming from in? No; --> IP spoofing
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Fragmentation handling When IP packets are fragmented ASQ will have to reassemble them to complete its analysis and match them against filter. In order to match a fragmented IP packet against filter, ASQ needs the first fragment : only the first fragment contains the source and destination ports of TCP/UDP packets. As a consequence, when non-first fragments are received, they are dropped until the first one can be analysed. You may have guessed that fragmentation should be avoided to ease ASQ analysis and increase performances.
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Filtering ‘1/7’ Basically one of the fundamental feature of the ASQ; and firewalling... • Type – Implicit rules (number 0) • Predefined filter rules • Configurable in ~/ConfigFiles/Filter/filter (or "Policy / Implicit rules" with the Manager) • Token=0/1 (see appendix 5 for details)
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Filtering ‘2/7’ – Explicit/manual rules (number N) • Defined and handwritten by the administrator • Each policy (or slot) is contained in a file ~/ConfigFiles/Filter/NN • The file ~/ConfigFiles/Filter/slotinfo is an index that keeps the slots names and which is active



– Default policy • BLOCK ! and port probe report. • Applied when no implicit nor explicit rule has been matched
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Filtering ‘3/7’ Criterions: Filtering rules based on several criterions: • interface (auto, in,... or bridge) • IP protocols • DSCP • Source and destination IP • Source and destination services and ports (TCP, UDP) • icmp messages
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Filtering ‘4/7’ Way of handling • Stateful handled IP protocols – TCP, UDP and ICMP are handled statefully (no need to define another rule for the reply packets) – Rules are parsed for the first packet only, once the connection is established (considered as established for pseudoconnection) it is injected into the connection table, then the stateful inspection continues the analysis



• Non-stateful IP protocols (ESP, AH, GRE, OSPF,...) – A filter rule must be defined for the reply packet – Each incoming packet is confronted to the policy
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Filtering ‘5/7’ Actions: • Basic: pass, block, reject, NONE + log level • Control/regulation: count, limit number of hits per second • Modification/mangling: DSCP Additionnal actions – QoS queues – ASQ profile



NETASQ – CORPORATE PRESENTATION



15



Filtering ‘6/7’ Activation by CLI: enfilter NN (NN=01-10) Activate the slot NN and modifies the slotinfo file to keep track of the active policy enfilter off ( old-style: echo "pass from any to any" | sfctl -R - ) • Activates a real "pass from any to any" policy • Doesn't survive to a reboot or an enfilter -u nsrpc command: config slot activate type=filter config=NN
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Filtering ‘7/7’ When a filter slot is activated/reactivated, the ASQ drops the registered connections that don't match the new filtering policy being activated.



Listing active rules Sfctl –s filter



Internal processing (for information) Optimization of the filter rule parsing: the SKIP operation • The slot file is computed by an internal command "buildfilter" that hasn't been designed to be used manually • When consecutive rules have common points; they will be grouped in a "SKIP" block; the lines of this block will be ignored if they don’t match the common points (sourceIP, destinationIP,…) NETASQ – CORPORATE PRESENTATION
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ASQ connections table ‘1/4’ Once authorized by basic protocol checks as well as filter, connections are injected into the connection table. Each new packet on this connection will not have to match the filter anymore (as this connection was previously allowed) The current state of the connection is tracked as packets arrive (eg. SYN_SENT, DATA, ), and conformity checks are applied accordingly. NETASQ – CORPORATE PRESENTATION
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ASQ connections table ‘2/4’ == Connection-oriented protocols: TCP == Sequence numbers are matched against the current TCP window, TCP options consistency, checksums,... Moreover, depending on the current state of the connection timers are set and updated: [Connection] SYNTimeout: allotted time to receive the SYN,Ack TCPDataTimeout: allotted time for a silent connection before purging it NETASQ – CORPORATE PRESENTATION
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ASQ connections table ‘3/4’ SkeletonTimeout (for child connections): allotted time for the child connection establishment HalfCloseTimeout: allotted time to complete the closing exchanges (FIN,Ack,...) PurgeTimeout: if the connection table is full, aggressive deletion of connections is performed. Aggressive deletion consist in deleting an inactive connection older than TCPDataTimeout / 4. ClosedTimeout: time before a properly closed connection is removed from the table
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ASQ connections table ‘4/4’ == Connectionless protocols: UDP, ICMP, IGMP == For connectionless protocols (i.e., UDP, ICMP and IGMP), connection state is emulated to avoid matching every packets received against filter. For UDP, a packet is considered belonging to a connection if it's received before UDPDataTimeout expire. [Connection] UDPDataTimeout: allotted time for a silent pseudo-connection before purging it [ICMP] StateTimeout: allotted time for a silent icmp echange NETASQ – CORPORATE PRESENTATION
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The Plugins Provide several features aiming at analyzing the traffic more specifically and in a targeted way. Plugin analysis implies plugin attachment to the connection. plugins role: - applicative flows detection/identification to "pre-select" accurately the contextual signatures to match - applicative conformity analysis (syntax, commands,...) - dynamic filtering for child connections - buffer overflow protection by setting buffer limits
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The Plugins 1] Several methods of attachment: - automatic - manual/explicit a) Automatic: * identifies the applicative flows contained by the first data packet. (Appendix 1: Attachment criterions) * offer the ability to close a connection when the plugin attaches automatically This way you can authorize HTTP on port tcp/80 only even while having a very opened filtering policy; a connection trying to use HTTP on a different would then immediately be closed. NETASQ – CORPORATE PRESENTATION
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The Plugins b) Manual: * manual attachment to service (objects) and use of these service objects in the filtering rules Manual plugin attachment takes precedence over the auto-attachment It is always a good idea to use manual attachment for well-known traffic on well-known ports. As explained at the beginning, the contextual signatures won't be matched without a plugin attached.
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The Plugins: attachment



Is their explicit attachment? (i.e., pass attach.) * Yes. --> Attach the corresponding plugin. * No. * Must probe? * No. --> No plugin attached. * Yes. * Probe. * Probe fail. --> No plugin attached. * Probe successful. --> Attach the corresponding plugin.



Note that plugin attachment is NOT kept upon replication of sessions in HA clusters. NETASQ – CORPORATE PRESENTATION
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The Plugins 2] Plugins actions - detection only (+ close on attachment): SSH, Telnet, SMTP, POP3, IMAP4, NNTP, SSL - detection + conformity analysis: RIP, MGCP - log details: HTTP, FTP, eDonkey - dynamic filter for child connections: FTP, H323, MGCP - buffer limits: FTP, HTTP, DNS - special features: HTTP, FTP, DNS
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The Plugins 3] Configurable plugins HTTP plugin: - Checks HTTP conformity and preselect the contextual signatures category that will have to be matched against - Block data until reconstruction to get the full context (see appendix 4) - Able to handles HTTP extension (Shoutcast, Webdav) - Buffer settings possibilities to enable buffer overflow protection AllowOp: to allow non standard HTTP commands that the plugin doesn't know about DenyOp: to block non suitable commands NETASQ – CORPORATE PRESENTATION
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The Plugins FTP plugin: As long as this plugin handles dynamic filtering for the child connection, you won't be able to use FTP unless defining a much too opened filtering policy. The protocol conformity check is only applied to the control/command channel (the data channel is only raw TCP) - additionnal features: * log: gives information on the files downloaded or uploaded * RFC775: enable use of RFC775 commands set (XPWD, XMKDIR, ...) * SSL authentication: instead of user/pass, the auth is certificate based * no auth validation required: without the user/pass sequence, the plugin wouldn't accept the connection NETASQ – CORPORATE PRESENTATION
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The Plugins Buffer settings possibilities to enable buffer overflow protection AllowOp: to allow non standard FTP commands that the plugin doesn't know about DenyOp: to block non suitable commands hardcoded limit: maximum 8 commands without reply; normally FTP waits for a returned code to each command before sending the next command
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The Plugins DNS: - buffer overflow protection: limit the size of the DNS name to be resolved - hardcoded limits: * number of DNS requests without reply: queue lengh is 16 requests left unreplied Above this value the DNS plugin will report a "max pipeline reached" alarm * time duration the DNS id of the request will be kept (timeout 2s) After 2s the DNS request id will be forgotten and any reply referring to this id will be dropped for "DNS id spoofing" NETASQ – CORPORATE PRESENTATION
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SFCTL: ASQ interactive command SFCTL (StateFulConTroL) This command provide a dialog interface with the ASQ, either for retrieving information or applying modification More details will be given in the upcoming Knowledge Base.



1) Displaying live information (-s for Show) sfctl -s parameter



: dump one of the following = show address list : addrlist : filter = show current filter rules : state = show state table content : host = show host table content = show user table content : user : conn = show connection table content = show QoS rule : qos : stat = show statistics : route = show route information : limit = show ASQ limits : protaddr = show protected address list NETASQ – CORPORATE PRESENTATION
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SFCTL: ASQ interactive command SFCTL (StateFulConTroL) 2) Top-like real time information sfctl -T press: g) global h) host m) memory i) interface r) reset u) queues q) quit 3) State Modification sfctl -F modifier : : : : :



: flush one of the following addrlist = flush address list filter = flush filter rules state = flush state information stat = flush statistics all = all the above
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SFCTL: ASQ interactive command SFCTL (StateFulConTroL)



4) User modification sfctl -A a,n,g,t : manually add/update authenticated user : address = user address : name = user name : group = group membership : time = timeout sfctl -a n,a|all



: manually remove authenticated user : name = user name : address = user address : all = all authenticated user
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SFCTL: ASQ interactive command SFCTL (StateFulConTroL)



5) Examples of current use Displaying default limits of the ASQ memory structures (depends on the model S,M,L,XL) sfctl -s limit Displaying hosts table sfctl -s host Display connections involving a host sfctl -s conn -H 172.16.0.1 Flushing a host and its connection from the table sfctl -F state -H 172.16.0.1 NETASQ – CORPORATE PRESENTATION
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SFCTL: ASQ interactive command SFCTL (StateFulConTroL)



5) Examples of current use: Force authentication of a user sfctl -A 172.16.0.1,testusername,,1200 Force deauthentication of a user sfctl -a testusername NEVER USE IN PRODUCTION ENVIRONNEMENT (because it also purges active filter rules) sfctl -F all
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Verbose mode The ASQ can be set to a verbose mode: This will make it report any alarm event and action in the kernel messages. - kernel messages can be displayed with the dmesg command - better to have them written into a file using the internal syslogd daemon Preparing the syslogd daemon and the log file - edit /etc/syslog.conf kern.* /log/ASQ.log - create the log file touch /log/ASQ.log - launch the syslogd daemon syslogd NETASQ – CORPORATE PRESENTATION
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Verbose mode Activation of the ASQ Verbose: Edit the file ~/ConfigFiles/ASQ/00 [Stateful] Verbose=1 The most direct way: setconf ~/ConfigFiles/ASQ/00 Stateful Verbose 1 Make the ASQ reread its configuration file enasq
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Verbose mode Example of an entry in the ASQ Verbose log file Feb 22 17:47:31 F500XC105830500901 /kernel: ASQ: ALARM class=protocol level=major action=block id=42 Feb 22 17:47:31 F500XC105830500901 /kernel: ASQ: from in: Feb 22 17:47:31 F500XC105830500901 /kernel: 192.168.60.15.2570 > 204.152.191.5.21:P 3800608978:3800608984(6) ack 2754 264126 win 65535 (DF)



To find the corresponding event message: class=protocol id=42 (number of the message to be reported in the alarms) Look for the id=42 in the ~/System/Language/us/protocol: grep 42 ~/System/Language/us/protocol 42="Unknown FTP command" NETASQ – CORPORATE PRESENTATION
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ASQ tables limits Here are the two configurable limitations of ASQ: maximum number of filter rules and the maximum number of hosts registered in the host table. The current limit can be shown using sfctl -s limit Edit the default ASQ profile ~/ConfigFiles/ASQ/00 [Stateful] FilterRuleLimit=value (0 means default value for the model) HostLimit=value (0 means default value for the model) A reboot is needed for this to be taken into account FILTER (S M L XL) default: 256 1024 4096 4096 max: 512 2048 16384 16384 HOST (S M L XL) default: 256 2048 5120 10240 max: 256 4096 10240 20480
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Disabling ASQ Way of handling • On an ad hoc basis: – Filter by activating a pass_all – no probe, no match in filter rules – alarms by settings their action to pass when possible – contextual signatures – per plugin deactivation – using ASQ profiles – datatracking to avoid plugins attachment • Partially – bypass ASQ • Completely – sfctl -e0 NETASQ – CORPORATE PRESENTATION
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APPENDIX 1: Plugin Attachment criterion Strings or regular expressions that will make plugins attach to connection HTTP: HTTP/1.* FTP: 220 *FTP* SMTP: 220SMTP or 220- SMTP POP3: +OK TELNET: 1st byte [255] 2nd byte [251 or 254] SSH: SSH-[12]
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APPENDIX 2: non-bypassable checks/events Here is the list of alarms that can't be disabled through ASQ bypass: 1 IP address spoofing detected 2 broadcast packet refused 3 multicast packet refused 4 address from experimental class 5 bad IP options 6 unknown IP option 8 unknown internal network host 18 multicast do not use TCP 21 land style attack 23 source routing 27 port scan 64 direct access to private interface 70 IP bridge spoofing 71 broadcast with TCP 83 RFC 3330 link local addresses 89 source address is a broadcast address 91 possible flooding attack (host) 92 invalid IP protocol 95 packet for destination on the same interface 96 invalid IP checksum 108 IP address spoofing on IPsec interface NETASQ – CORPORATE PRESENTATION
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APPENDIX 3: hardcoded actions for events/alarms The behaviour of particular alarms can't be configured. Here is the corresponding list: IP Bad IP option Unknown internal network host Oversized fragement Overlapped fragment Zero sized fragement Port probe Unanalysed IP protocol Wrong IP checksum IP fragment analyse ICMP ICMP reply without request Invalid ICMP message Wrong ICMP checksum Allowed by ICMP analyze



block pass BLOCK BLOCK BLOCK BLOCK BLOCK BLOCK BLOCK



BLOCK BLOCK BLOCK PASS
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APPENDIX 3: hardcoded actions for events/alarms The behaviour of particular alarms can't be configured. Here is the corresponding list: TCP Invalid TCP option Wrong TCP sequence number Xmas tree attack Possible small MSS attack TCP data evasion Broadcast address with TCP Data queue overflow Invalid TCP packet for current connection state Invalid TCP protocol



BLOCK BLOCK BLOCK BLOCK BLOCK BLOCK BLOCK BLOCK BLOCK



DoS Land style attack Possible attack on capacity Scan Possible port scan



BLOCK BLOCK



PASS
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APPENDIX 3: hardcoded actions for events/alarms DNS Bad pointer in packet DNS label recursion attack DNS id spoofing DNS cache poisoning Possible buffer overflow using DNS string Bad DNS protocol BLOCK



BLOCK BLOCK BLOCK BLOCK BLOCK



FTP FTP PASV insertion attack Buffer overflow on FTP login Buffer overflow on FTP Brute force attack on FTP password Invalid FTP protocol



BLOCK BLOCK BLOCK BLOCK BLOCK
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APPENDIX 3: hardcoded actions for events/alarms HTTP Invalid %u encoding char in URL Evasion using %u encoding char encoded URL Invalid escaped char in URL Escaped NULL char in URL Evasion using UTF-8 encoding Invalid HTTP protocol Possible buffer overflow in URL Possible buffer overflow in request/reply



BLOCK BLOCK BLOCK BLOCK BLOCK BLOCK BLOCK BLOCK



MISC Invalid eDonkey protocol Blacklisted address Whitelisted address Packet for destination on the same interface Datatracking problem Quality of service drop Unauthorized protocol detected



BLOCK BLOCK PASS BLOCK BLOCK BLOCK BLOCK
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APPENDIX 3: hardcoded actions for events/alarms IGMP Invalid IGMP packet Wrong IGMP checksum



BLOCK BLOCK



UDP Wrong UDP checksum Invalid UDP protocol



BLOCK BLOCK



MGCP MGCP protocol error



BLOCK
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APPENDIX 4: Behaviour on incomplete HTTP data receive When a plugin track a connection, it will try to analyse each piece of data upon packet reception. In some cases, analysis can't be completed due to lack of data, the analysis completion is then postponed, i.e., plugin is waiting for the missing data. When a plugin can't get enough data to complete its analysis, packet is blocked and alarm "Datatracking problem (plugin did not read data)" is raised. A packet is matched against contextual signatures only when fully reassembled. The HTTP plugin have a specific feature regarding its action (i.e., block or pass): block until data has been reconstructed (a.k.a., PassOnFail). This option, when enabled (i.e., set to 1), allow the packet to pass instead of being blocked.
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APPENDIX 4: Behaviour on incomplete HTTP data receive It's a real security concern : packets are allowed to pass without being able to find if they are part of an attack or not. Here is an example: Client ASQ Server |-----A----->| | | |-----A----->| |-----B----->| | plugin did not read data pass | |-----B----->| |-----C----->| | attack detected block



A: GET /xxxxxATT B: ACKxxxxxxxxxx C: xxxx HTTP/1.1



Only A and B are necessary to complete the attack but ASQ will be able to detect the attack only upon reception of C.
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APPENDIX 4: Behaviour on incomplete HTTP data receive If PassOnFail was set to 0 (default), it would happen as follow: Client ASQ |-----A----->| | | |-----A----->| |-----B----->| | plugin did not read data block |-----C----->| | attack detected block



Server A: GET /xxxxxATT B: ACKxxxxxxxxxx C: xxxx HTTP/1.1
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APPENDIX 4: Behaviour on incomplete HTTP data receive Here is what would happen if PassOnFail were set to 0 and no attack were found: Client ASQ Server |-----A----->| | | |-----A----->| |-----B----->| | plugin did not read data block |-----C----->| | no attack found in BC | |-----C----->| |-----B----->| | | |-----B----->| This behaviour lead to loss of performances (client must re-emit packets) but avoid deny of services due to buffer overflow.
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APPENDIX 5: Implicit filter rules Configurable in the file ~/ConfigFiles/Filter/filter [Config] fwdefault=0/1 Implicit=0/1 Dialup=0/1 Dns=0/1 HA=0/1 Ident=0/1 Pptp=0/1 HttpProxy=0/1 SmtpProxy=0/1 Pop3Proxy=0/1 Serverd=0/1 Vpn=0/1 Webserver=0/1 Xvpnd_int=0/1 Xvpnd_ext=0/1 Authd_int=0/1 Authd_ext=0/1



(for the firewall’s self generated outgoing traffic) (global activation of implicite rules for incoming traffic) (for dialup connection using PPTP/GRE) (for DNS cache forward feature) (for HA traffic incoming and outgoing) (to reset tcp/113 request on external interfaces) (enable access to PPTP/GRE for PPTP clients) (enable access to port 8080 on FW_loopback) (enable access to port 8081 on FW_loopback) (enable access to port 8082 on FW_loopback) (enable access to the Management daemon tcp/1300 on internal interfaces) (set rules for ISAKMP+ NAT-T negociations and ESP for gateway-to-gateway tunnels) (access to the web configuration interface on internal interfaces) (access to VPN-SSL services on internal interfaces) (access to VPN-SSL services on external interfaces) (access to authentication services on internal interfaces) (access to authentication services on external interfaces)
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